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&2 Tool: Loda

Names

Category

Type

Description

Information

Malpedia

Loda
Loda RAT
LodaRAT

Nymeria
Malware
Backdoor

(Talos) Loda is a simple, yet effective, RAT that has matured over time. This RAT is a good
example of how effective relatively simple techniques combined with basic obfuscation can
be. The techniques this malware employs are of fairly low complexity and show that slight

changes in implementation can significantly reduce detection rates.

<https://blog.talosintelligence.com/2020/02/loda-rat-grows-up.html>

<https://blog.talosintelligence.com/get-a-loda-this/>

<https://malpedia.caad.fkie.fraunhofer.de/details/win.loda>

Last change to this tool card: 28 December 2022

Download this tool card in JSON format

All groups using tool Loda

Changed Name Country Observed
APT groups
TAS558 [Unknown] 2018-Jun 2023
YoroTrooper 2022

2 groups listed (2 APT, 0 other, 0 unknown)

Page 1 of 2


https://apt.etda.or.th/cgi-bin/aptgroups.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://apt.etda.or.th/cgi-bin/listtools.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=2f870afa-6fdb-46fb-b479-df270e6d0bb7
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=2f870afa-6fdb-46fb-b479-df270e6d0bb7
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Malware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Backdoor
https://blog.talosintelligence.com/2020/02/loda-rat-grows-up.html
https://blog.talosintelligence.com/2020/02/loda-rat-grows-up.html
https://blog.talosintelligence.com/get-a-loda-this/
https://malpedia.caad.fkie.fraunhofer.de/details/win.loda
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=Loda&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=TA558
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=YoroTrooper
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=Kazakhstan
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=Kazakhstan

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=2f87 0afa-6fdb-46fb-b4 79-df270e6d0bb7

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=2f870afa-6fdb-46fb-b479-df270e6d0bb7

Page 2 of 2



