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"Tohnichi" Ransomware

NextGen: Mallox, Brg, Exploit, Avast, Fargo, xollam, bitenc, malox, maloxx,

mallab, et al
(mudpoBabIIMK-BBIMOraTe/b) (MePBOMCTOYHHK)

Translation into English

OTOT KPUITO-BBIMOTaTe b ITU(PYeT JaHHbIe T0JIb30BaTe/iel C TOMOLbl0 KoMOuHaIwuy aaroputMoB ChaCha20,
AES-128, Curve25519, a 3arem TpebyeT BbIkyn B # BTC, uTobObl BepHYTh (hatiiel. OpUruHaabHOe Ha3BaHUE: B
3amucke He ykaszaHo. Ha gaiinie HarucaHo: local.exe. Mcnonb3yetcst CryptGenRandom /7151 reHepaLidy K/roua
M poBaHus.

OOHapyXeHHA:

DrWeb -> Trojan.Encoder.34027

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1

ESET-NOD32 -> A Variant Of Win32/Filecoder.OHO

Kaspersky -> HEUR:Trojan-Ransom.Win32.Generic

Malwarebytes -> Ransom.FileCryptor

Microsoft -> Ransom:Win32/GarrantDecrypt.PAIMTB

Rising -> Ransom.Outsider!1.D74B (CLASSIC)

Symantec -> ML.Attribute.HighConfidence

Tencent -> Win32.Trojan.Filecoder.Wrqd

TrendMicro -> Ransom_GarrantDecrypt. R002CODFG21

© T'eneanorus: npeapiaympue (GarrantDecrypt, Outsider) > TargetCompany

IDR IDENTIFIED v
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Caiit "ID Ransomware" ugeHTuduipyet 310 Kak TargetCompany.
Nudopmanus s uaeHTHPUKATAN

AKTHBHOCTb paHHEro BapyUaHTa 3TOr0 KPUIITO-BbIMOraresisi Obiia B cepeauHe uroHs 2021 r. OpueHTHUpPOBaH Ha
AHIVIOSI3BIYHBIX M10JTh30BaTe/ e, MOKET PacrpoCTPAHSTLCS 10 BCEMY MUPY, HO B OCHOBHOM HarlpaBJieH TIPOTHB

opranu3auuii Ha TaliBane, B FOxxHol Kopee, Taunange v Unauu.
K zammdpoBaHHbIM (aiisam f00aB/sieTcs: paciiipeHye:
.<target_company>

.<target_pc>

.<known_name>

.<known_word>

.mallox c BapaHTamu

Y TIpoume.

B pacClivMpeHrr CHadaJ/id UCI10/Ib30Ba/I0OCh Ha3BaHKEe aTaKOBaHHOI KOMIIaHWY WM Ha3BaHHe aTaKOBaHHOTO
KOMITBROTEPpA. ITo3xe BLIMOraTe/IM CTaIi MCI0/Ib30BaTh JH000€e H3BeCTHOe Ha3BaHHe, yTOOBI COUTE C TOJIKY U

3dMyTaTb NOCTPaZdBIIEro U TOro, KTo 6y,£[6T dHAJ/IM3UPOBATh CJ'Iy‘—IElﬁ.

[Tpumep Takoro paciivpeHus: y haiisios arakoBaHHOM komranuu "Tohnichi" 6si10 paciipenye: .tohnichi

3armcka c TpeboBaHreM BBIKyTia Ha3biBaeTcsi: How to decrypt files.txt

r il
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Cojep)XaHue 3aNMCKH 0 BBIKYIIe:
Your personal identifier: 07B8AC198***
All files on TOHNICHI network have been encrypted due to insufficient security.

The only way to quickly and reliably regain access to your files is to contact us.
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The price depends on how fast you write to us.

In other cases, you risk losing your time and access to data. Usually time is much more valuable than money.

FAQ

Q: How to contact us

A: * Download Tor Browser - https://www.torproject.org/
* Open link in Tor Browser http://eghv5cpdsmuj5e6tpyjk5icgq642hqubildf6yrfnglq3rmsgk2zanid.onion/contact
* Follow the instructions on the website.

Q: What guarantees?

A: Before paying, we can decrypt several of your test files. Files should not contain valuable information.

Q: Can I decrypt my data for free or through intermediaries?

A: Use third party programs and intermediaries at your own risk. Third party software may cause permanent data

loss.

Decryption of your files with the help of third parties may cause increased price or you can become a victim of a

scam.

ITepeBop 3anicKu Ha PyCCKHIl SI3BIK:

Bam nepcoHanbHbil uaeHTUdUKarop: 07B8AC198 ***

Bce datinbl B cett TOHNICHI 3armdbpoBaHb! W3-3a HEJOCTATOYHOM O€30IaCHOCTH.

EnmuHCTBeHHBIN C11ocob OBICTPO W Ha/IEXKHO BOCCTAHOBUTS /IOCTYII K BAIIMM (aiisiaM - 3TO CBSI3aThCS C HAMHU.
LleHa 3aBUCHUT OT TOTO, KaK OBICTPO BBl HAM HaITMIIIUTE.

B Apyrux ciyuasix Bbl pUCKYeTe IMOTePATh BpeMsl ¥ JOCTYTI K JaHHBIM. OOBIYHO BPEMST TOPa3zio JOPOXKE JeHeT.
FAQ

B: Kak ¢ Hamu CBs3aThCA

O: * 3arpysure 6pay3ep Tor - https://www.torproject.org/

* OTKpolTe CChUIKY B Opay3epe Tor
http://eghv5cpdsmuj5e6tpyjk5icgq642hqubildf6yrfnglg3rmsqk2zanid.onion/contact

* CnelyiiTe MHCTPYKLIMSIM Ha caiiTe.
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B: Kakue rapantumn?

O: Ilepep omaroil Mbl MOYKeM PacCLIM(PPOBATh HECKOJ/IBLKO BalllMX TeCT-(aiioB. daiiibl He JO/KHBI COZlep>KaTh

LIeHHOM MH(OpPMaLnK.
B: Mory nu s pacumdpoBaTh CBOM JlaHHBIe OeCIIaTHO WX uepe3 MOoCPeJAHUKOB?

O: Mcnonb3yiiTe CTOPOHHME TIPOrpaMMbl U TTOCPeIHMKOB Ha CBOM CTpax M pUcK. [IporpaMMbl CTOPOHHUX

MpOM3BOZMTe/Iell MOTYT IIPUBECTHU K NOTepe JaHHBIX.

PaC]_LII/ICl)pOBKa BalllnXx d)aﬁHOB C TIOMOLLBIO TPETbUX JINL] MOXKET IPUBECTU K YAOPOXAHHWIO UK Bbl MOXKeTe CTdTh

JKepTBOM MOLIIEHHUUYeCTBa.

[TocTpazaBiuas komranus, moceTuB URL BeiMorarenei, o/bkHa yKasath 1D 13 3anMCKY U CBOM KOHTAKTHBIN

email AJIA TI0/Ty4eHuUd IMrcCbMa OT BBIMOTaTeJIel.

[ - - i . wog o Qms T @ ®

Kopotkoe coo01ieHue Ha caiite:

Your company's files have been encrypted!

OBHHMBHHE! Hogrle paciirpeHund, email 1 TekCThI 0 BBIKYTIE€ MOXXHO HaWlTU B KOHIIe CTaTbH, B 0OHOBJIEHUSX.

TamM MOryT OBITb Pa3/IMUMs C TEPBOHAYAILHBIM BAPHAHTOM.
Texanueckue geraau + I0C

MoykeT pacnpoCTpaHsSIThCs MyTEM B3/i0Ma uepe3 He3aluileHHY0 KoHpurypauuto RDP, ¢ momolsto email-criama
Y BPEJIOHOCHBIX BIOYKEHUH, 0OMaHHbBIX 3arpy30K, O0THETOB, FKCIIOUTOB, BPEIOHOCHOH PeK/IaMbl, BeO-UH)KEKTOB,
(banbLUIMBBIX 0OHOBJIEHU, TePETTIaKOBAHHBIX U 3apayKEHHBIX MHCTAMIATOPOB. CM. Takxke "OCHOBHbIE CIIOCOOBI

pacrnpoCcTpaHeH sl KPUITTOBBIMOTaTe el Ha BBOIHOM CTpaHuIle biiora.

Onymo BCeryla MCT0/b30BaTh AKTYalbHYI0 aHTUBUPYCHYIO 3auTy!!!
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Ecu BbI ipeHebperaeTe KOMIUIEKCHOM aHTUBUPYCHOM 3aInuToi Knacca Internet Security i Total Security, To

X0Ts1 OBl ZienaiiTe pe3epBHOe KOMMPOBaHKWe BaXKHBIX (aiiyioB 1o MeToxy 3-2-1.

» YnasnsieT TeHeBble KOIUHU (aiiyioB, OTK/IFOUaeT (GyHKIMM BOCCTAHOB/IEHUS U UCTpaBieHrst Windows Ha 3Tare

3arpysku KOMaHzaMu:
vssadmin.exe delete shadows /all /quiet

bededit /set {current} bootstatuspolicy ignoreallfailures
bededit /set {current} recoveryenabled no

ITo 3aBepreHNY MKUPPOBAHUS CAMOY/AISETCS.
BripybaeT ciiefyrornye mporeccsr:

fdhost.exe, fdlauncher.exe, MsDtsSrvr.exe, msmdsrv.exe, mysql.exe, ntdbsmgr.exe, oracle.exe,
ReportingServecesService.exe, sqlserv.exe, sqlservr.exe, sqlwrite, u pyrve, KOTOpble MOT'YT TIOMEIIIATh

11(poBaHuI0 (aiiioB.

Crucok TunoB ¢aiiioB, MoABEPrawuxcs MHU(pPoOBaHHUIO:

910 mokymenTbl MS Office, OpenOffice, PDF, TekcToBbIe datisibl, 6a3bl JaHHBIX, hoTorpaduu, My3bika, BUIEO,

(haiinb1 06pa30B, apXUBHI U TIP.
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CnMCcoK UCK/TIoueHni-1:

.386, .ani, .bat, .bin, .cab, .cmd, .com, .cpl, .cur, .dll, .drv, .exe, .hlp, .hta, .ico, .key, .1df, .Ink, .msc, .msi, .msp, .nls,

.ocx, .prf, .scr, .shs, .spl, .sys, .wpx
CIHCOK MCK/TIOUeHHH-2:

.386, .adv, .ani, .bat, .cab, .cmd, .com, .cpl, .cur, .deskthemepack, .diagcfg, .diagpkg, .diangcab, .dll, .drv, .exe,
.hlp, hta, .icl, .icns, .ico, .ics, .idx, .key, .Ink, .lock, .mod, .mpa, .msc, .msi, .msp, .msstyles, .msu, .nls, .nomedia,

.ocx, .prf, .ps1, .rom, .rtp, .scr, .shs, .spl, .sys, .theme, .themepack, .wpx
CnucoK MponycKaeMbIX AUPEKTOPHIA:

$windows.~bt, $windows.~ws, appdata, application data, Assemblies, boot, boot, Common Files, Core Runtime,
google, intel, Internet Explorer, Microsoft Analysis Services, Microsoft ASP.NET, Microsoft Help Viewer,
Microsoft MPI, Microsoft Security Client, Microsoft Security Client, Microsoft. NET, mozilla, msocache,
Package, Package Store, perflogs, programdata, Reference, system volume information, tor browser, Windows,
Windows Defender, Windows Kits, Windows Mail, Windows NT, Windows Photo Viewer, Windows Portable

Devices, Windows Sidebar, Windows Store, windows.old, WindowsPowerShell

daiiibl, cCBA3aHHBIE ¢ 3TUM Ransomware:

How to decrypt files.txt - Ha3BaHue ¢aiina ¢ TpeboOBaHKEM BBIKYIIA;

local.exe - Ha3BaHMe BpPeJOHOCHOTO (haiina.

Pacnonoxenus:
\Desktop\ ->
\User_folders\ ->
\%TEMP%\ ->

3anucu peecTpa, CBA3aHHbIE C 3TUM Ransomware:

Key created \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000_CLASSES\tohnichi_auto_file\shell\open\command rundll32.exe

Set value (str) \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000_CLASSES\tohnichi_auto_file\shell\open\command\ = "%SystemRoot%\\system32\\NOTEPAD.EXE %1"

rundll32.exe

Key created \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-1000_Classes\Local Settings
rundll32.exe

Key created \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-1000_CLASSES\Local
Settings\Software\Microsoft\Windows\Shell\MuiCache rundll32.exe
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Key created \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000_CLASSES\tohnichi_auto_file rundll32.exe

Key created \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-1000_CLASSES\.tohnichi
rundll32.exe

Key created \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000_CLASSES\tohnichi_auto_file\shell rundll32.exe

Key created \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000_CLASSES\tohnichi_auto_file\shell\edit\command rundll32.exe

Set value (str) \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-1000_CLASSES\.tohnichi\ =

"tohnichi_auto_file" rundll32.exe

Key created \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000_CLASSES\tohnichi_auto_file\shell\edit rundll32.exe

Key created \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-1000_Classes\Local Settings
rundll32.exe

Set value (str) \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000_CLASSES\tohnichi_auto_file\ rundll32.exe

Set value (str) \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000_CLASSES\tohnichi_auto_file\shell\edit\command\ = "%SystemRoot%\\system32\\NOTEPAD.EXE %1"
rundll32.exe

Key created \REGISTRY\USER\S-1-5-21-2513283230-931923277-594887482-
1000_CLASSES\tohnichi_auto_file\shell\open rundll32.exe

CM. HUKe pe3ysbTaThl aHaIl30B.

MpboTeKchbI:

CM. HuKe pesy/bTaThl aHa/IM30B.

CeTeBble NOoAK/TIUEeHHUA U CBA3HU:

Tor-URL: hxxx://eghv5cpdsmuj5e6tpyjk5icgq642hqubildf6yrfnglg3rmsgk2zanid.onion/contact

Email: -
BTC: -
CM. HIDKe B 0OHOBJIEHUSIX pyrHe afipeca U KOHTaKThI.

CM. HIDKe pe3y/ibTaTbl aHA/IN30B.

Pesysibrarnl aHa/1M30B:

I0C: VT, HA, IA, TG, AR, VMR, JSB
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MD?5: d687eb9feal8e6836bd572b2d180b144

SHA-1: 0e7f076d59ab24ab04200415cb35037c619d0bae

SHA-256: 863e4557e550dd89e5cale43c57a3fc1889145¢76ec9787e97f76e959fc8elel
Vhash: 015056655d155510f8273hz2075zabz

Imphash: c8318053dac1b12c686403fde752954¢

CrerneHb pacrpoCTPaHEHHOCTH: CPeHsIs.

IMoxpobHbIe cBeieHMs1 COOMParOTCs perysisipHo. ITpuckiiakiTe 06pasibl.

=== ICTOPUS CEMEVICTBA === HISTORY OF FAMILY ===

HWcropust 3TOro ceMelicTBa BEIMOTaTesIel Mocie/[oBaTe/IbHO OTPaKeHa B ZJ00aB/IeHHBIX HIDKE BapHaHTaXx.

=== BJIOK OBHOBJ/IEHUMI === BLOCK OF UPDATES ===

BapuanT ot 7 urona 2021:

Pacmmenue: .artiis

Lens araku: Artiis

3ammcka: HOW TO RECOVER !.TXT

TekcT B 3amucKe OTVIMYAETCS TOMBKO Ha3BaHHWEM TI0CTPa/jalliell KOMITaHUH:

gk

All files on A.R.T.I.S network have been encrypted due to insufficient security.

ok
Tor-URL: hxxx://eghv5cpdsmuj5e6tpyjk5icgq642hqubildf6yrfngqlq3rmsgk2zanid.onion/contact
Datim: local.exe

Pesynbratel ananusos: 10C: VT, IA

MD5: 1438557a2ce68d12cbd540d3d256¢583
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SHA-1: 7edf16629b924e3f479ea0e82e91a32c54706489
SHA-256: 63fd08783dd07959fbdaadc26058a3b7e29c1c7053b570989be352db9b541£36
Vhash: 015056655d155510£8273hz2075zabz

Imphash: c8318053dac1b12c686403fde752954c

» OGHapy>KeHHs:

DrWeb -> Trojan.Encoder.34027

ALYac -> Trojan.Ransom.GarrantyDecrypt

Avira (no cloud) -> TR/AD.RansomHeur.hmjvc
BitDefender -> Gen:Heur.Ransom.REntS.Gen.1
ESET-NOD32 -> A Variant Of Win32/Filecoder.OHO
Kaspersky -> HEUR:Trojan-Ransom.Win32.Generic
Malwarebytes -> Ransom.FileCryptor

Microsoft -> Ransom:Win32/GarrantDecrypt.PAIMTB
Rising -> Ransom.Outsider!1.D74B (CLASSIC)
Symantec -> Trojan.Gen.2

TrendMicro -> Ransom_GarrantDecrypt. R002CODFG21
Bapwuanr ot 10 aBrycra 2021:

Pacumpenue: .herrco

Lens araku: HERRCO

3armmicka: How to decrypt files.txt
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Forsce Dascutsbls inf

Lamqien Frashn i

e

Pesynbrartel ananuzos: 10C: VT, IA, TG

MD5: af8c28577e447bb43f80cc81c518d146

SHA-1: 206f2335b0d7e42553bac9841e67b7f3c8e2d645
SHA-256: 415321444d2ab732e84ff7acb4739e09827ee2fcc748d0fald7504bae1d133a3
Vhash: 015056655d155510f8z73hz2075zabz

Imphash: c8318053dac1b12c686403fde752954c

» OGHapy>KeHHUs:

DrWeb -> Trojan.Encoder.34027

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1
ESET-NOD32 -> A Variant Of Win32/Filecoder. OHO
Malwarebytes -> Malware.Al.140777825

Microsoft -> Ransom:Win32/GarrantDecrypt.PAIMTB
Rising -> Ransom.Outsider!1.D74B (CLASSIC)

Symantec -> ML.Attribute.HighConfidence
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https://id-ransomware.blogspot.com /2021 /06 /tohnichi-ransomware.htm|

Tencent -> Win32.Trojan.Filecoder.Lgfc

TrendMicro -> Ransom.Win32.GARRANTDECRYPT.SM
Bapwuasr ot 26 okTab0psa 2021:

Pacmvpenue: .mallox

3ammmicka: RECOVERY INFORMATION.txt

Email: israel@mailfence.com, mallox@tutanota.com

@aitnel: ConsoleApp2.exe, AdvancedRun.exe
Pesynwrartel aHamusos: I0C: VT, IA, AR

MD5: 315aaf1f0128e50999fd5b82949a9267

SHA-1: cf16a16a1865d444da3a9636cdc176fcc5b6c758
SHA-256: e5f20c03da31983648fca8c76f9be565e7d2fb13e2c5bc85da012d72e81dbflc
Vhash: 23503675551140133811030

Imphash: £34d5f2d4577ed6d9ceec516¢c1f5a744

» OOHapy>KeHHs:

BitDefender -> IL: Trojan.MSILZilla.13190

DrWeb -> Trojan.Loader.892

ESET-NOD32 -> A Variant Of MSIL/Kryptik. ADHJ
Microsoft -> Trojan:MSIL/AgentTesla. KA!MTB
Symantec -> MSIL.Packed.9

Tencent -> Win32.Trojan.Ransom.Ctho

TrendMicro -> TROJ_GEN.R02CC0DJT21
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BapwuaHT ot 27 Hosi0ps1 2021:

Lens ataku: BRG

Pacummpenue: .brg

Datim: 79wnbm97b.dll

Tor-URL: hxxx://eghv5cpdsmuj5e6tpyjk5icgq642hqubildf6yrfnglq3rmsqk2zanid.onion/*
Pesynwrartel aHamusos: I0C: VT + TG + IA

MD5: 99e949ddd57dbc19457eba5f235516f3

SHA-1: 99f9270e85ec53b8dada459279d30e8b169462c1

SHA-256: e351d4a21e6f455c6fcadled4c410c045b136fa47d40d4£2669416ee2574124b
Vhash: 015056655d155510£8273hz2075zabz

Imphash: c8318053dac1b12c686403fde752954¢

» OOHapy>KeHHs:

DrWeb -> Trojan.Encoder.34027

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1

ESET-NOD32 -> A Variant Of Win32/Filecoder. OHO

Microsoft -> Ransom:Win32/GarrantDecrypt.PAIMTB

Rising -> Ransom.Outsider!1.D74B (CLOUD)

Symantec -> Ransom.CryptoTorLocker

Tencent -> Win32.Trojan.Filecoder.Hxgj

TrendMicro -> Ransom.Win32.GARRANTDECRYPT.SM

-l
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Bapwuasr ot 16 aekabps 2021:

Lenb araku: Architek

Pacmmipenue: .architek

3ammmicku: How to decrypt files.txt

Datin: share.exe

Pesynerarse! anamsos: 10C: VT

MDS5: 2acb21c02b38dad982d78ebff7cfa2d3

SHA-1: 75543627f8f2ab0c85228372a0eca6928ee84b7d
SHA-256: af723e236d982ceb9ca63521b80d3bee487319655c30285a078e8b529431c46e
Vhash: 015056655d155510£82731z2dz2075zalz17z
Imphash: 23aaf53347d1ff573792bd5165932149

» OGHapy>KeHHUs:

DrWeb -> Trojan.Encoder.34933

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1
ESET-NOD32 -> A Variant Of Win32/Filecoder.OHO
Microsoft -> Ransom:Win32/GarrantDecrypt. PAIMTB
Rising -> Ransom.Outsider!1.D74B (CLOUD)
TrendMicro -> Ransom.Win32.GARRANTDECRYPT.SM
=== 2022 ===

Bapuanrt ot 5 siuBaps 2021:

Pacmvipenue: .mallox

3ammicka: RECOVERY INFORMATION. txt

Email: recohelper@cock.li, mallox@tutanota.com
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@atin: hbatka.exe

Pesynwrartel ananusos: I0C: VT + IA + TG

MD?5: a765dbcbac57a712e2eb748fe6fd5e7c

SHA-1: 59¢51f9d5f699b6aa6b3e37fcd93da87ce79d815

SHA-256: 7e6cd2bf820d81c9389c549cfe482bcdb1b57¢5£39d53b63cd1efb79699e7ae6
Vhash: 2740365555111083340010

Imphash: £34d5f2d4577ed6d9ceec516¢c1f5a744

» OOHapy>KeHHs:

BitDefender -> Trojan.GenericKD.38452928

DrWeb -> Trojan.Siggen16.26133

ESET-NOD32 -> A Variant Of MSIL/TrojanDownloader.Agent.JXX
Malwarebytes -> Ransom.Mallox

Microsoft -> TrojanDownloader: MSIL/MalloxAgent!MTB
Symantec -> MSIL.Downloader!gen7

Tencent -> Msil.Trojan-downloader.Agent. L mkj

TrendMicro -> TROJ_FRS.ONA103A622

BapuaHnr ot 25 siuBaps 2022:

Pacumpenue: .exploit

3armicka: RECOVERY INFORMATION.txt

Email: newexploit@tutanota.com

SOUR ALES AR [RCRYPTED 08

O DICAYPT, FOLLOW THE IRSTRCTIONS

T rerover dame o reved deerype tmol

= e prioe Fer deceypiion ol e
vy wll IBie 8 BELTyia S0l

Pesynwrartel aHanusos: VT + TG + IA

MD5: 1f6297d8f742cb578bfa59735120326b
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https://www.virustotal.com/gui/file/7e6cd2bf820d81c9389c549cfe482bcdb1b57c5f39d53b63cd1efb79699e7ae6/detection
https://analyze.intezer.com/analyses/0cd2dfa1-83b7-42d3-b0ec-4c9c55565fef
https://tria.ge/220105-lxw84sabh4
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https://www.virustotal.com/gui/file/3f843cbffeba010445dae2b171caaa99c6b56360de5407da71210d007fe26673/detection
https://tria.ge/220125-q1geaaghd5
https://analyze.intezer.com/analyses/73edb891-7467-4968-97ec-1cc4fb5268be
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SHA-1: ff6eca213cad5c2a139fc0dcOdc6a8e6d3df7b17
SHA-256: 3f843cbffeba010445dae2b171caaa99c6b56360de5407da71210d007fe26673
Vhash: 015056655d15551138277122dz2065zalz17z
Imphash: 1c1a27cb29df6923d860b330c9f7a54f

» OGHapy>KeHHs:

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1

DrWeb -> Trojan.MulDrop19.15312

ESET-NOD32 -> A Variant Of Win32/Filecoder.OJC
Malwarebytes -> Ransom.FileLocker

Microsoft -> Ransom:Win32/GarrantDecrypt. PAIMTB
Rising -> Ransom.Outsider!1.D74B (CLOUD)

Symantec -> Downloader

Tencent -> Win32.Trojan.Filecoder.Eaxm

TrendMicro -> Ransom.Win32. NEWEXPLOIT.THBOBBB
Bapuanr ot 14 deBpans 2022:

Pacumpenue: .carone

3ammmcka: How to decrypt files.txt

Tor-URL: hxxx://jnjorcburoayrwfrmnq3czngju76wdjyuyufqaep6joutvidohuh24ad.onion/contact

Pesynwrartel ananu3os: I0C: VT + TG
MD5: ed2fd6050340ecc464621137c7add3ad

SHA-1: 07adc67a3c72e76127ced9c0d72cea32b40d5c55
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https://tria.ge/220215-c5e55acbcm/behavioral1
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SHA-256: 53d606ea6cea8fbadcadfddlaf411c1212ad20678cd22a43697c4b8e9b371£62
Vhash: 015056655d155510£82731z2dz2075zalz17z
Imphash: 23aaf53347d1ff573792bd5165932149

» O6Hapy>KeHHs:

DrWeb -> Trojan.Encoder.34933

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1
ESET-NOD32 -> A Variant Of Win32/Filecoder. OHO
Microsoft -> Ransom:Win32/GarrantDecrypt. PAIMTB
Rising -> Ransom.Outsider!1.D74B (CLOUD)

Tencent -> Win32.Trojan.Filecoder.Akyx

TrendMicro -> Ransom.Win32.GARRANTDECRYPT.SM
Bapuanr ot 20 deBpans 2022:

Pacmmpenue: .avast

3ammcka: RECOVERY INFORMATION.txt

Email: mallox@tutanota.com, recohelper@cock.li

Pesynwrarel aHanu3os: VT + AR

Bapuanr ot 23 deBpans 2022:
Pacmvpenue: .consultransom
3ammcka: RECOVERY INFORMATION.txt

Email: consultransom@tutanota.com
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» CopiepkaHue 3arm1cKu:

YOUR FILES ARE ENCRYPTED !!!

TO DECRYPT, FOLLOW THE INSTRUCTIONS:

To recover data you need decrypt tool.

To get the decrypt tool you should:

1.In the letter include your personal ID! Send me this ID in your first email to me!

2.We can give you free test for decrypt few files (NOT VALUE) and assign the price for decryption all files!
3.After we send you instruction how to pay for decrypt tool and after payment you will receive a decryption tool!
4.We can decrypt few files in quality the evidence that we have the decoder.

CONTACT US:

consultransom@tutanota.com

consultransom@protonmail.com

YOUR PERSONAL ID: ***

Pesynbratel ananuzos: 10C: VT + IA + TG

MD5: 8e4fa69d87a6d3c6d7e6c699b25cc2ab

SHA-1: e5981cfe6ded85b01b10f4b2a5fc2f8537a63b31

SHA-256: 6a0d713e89b61a8709f8d55e19631ec31370d87880a478704609eee78ccd3c18
Vhash: 015056655d1555613827222dz2061z11zal1z17z

Imphash: 7d1alba7b3fa066ca05e323a7d526151

» OGHapy>KeHHs:
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https://blogger.googleusercontent.com/img/a/AVvXsEgtb_aae51j3PjRm6i2D3I59BwRwsp7HWusQGimPC5yAIpGMtp_btbV3QXlbYsff_4CWqT7AcslshVmtK992v5mgxVVDKKh826Nkw6ZTgle7vJGAjLYrzbQjkwwAIAh0eXc_oXEbaQbnS6LE82PrTRNMMeWf1V_u9hmgAlRsJI424RiaFhZVt3xxqru=s904
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https://analyze.intezer.com/analyses/35cd9fb4-4da1-4f70-a95c-a898be4f0531
https://tria.ge/220224-g66fxsdddj/behavioral1
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DrWeb -> Trojan.Encoder.34991

BitDefender -> Gen:Heur.Ransom.REntS.Gen.1

ESET-NOD32 -> A Variant Of Win32/Filecoder.OJC

Microsoft -> Ransom:Win32/GarrantDecrypt.PAIMTB

Rising -> Ransom.Outsider!1.D74B (CLOUD)

Symantec -> ML.Attribute. HighConfidence

Tencent -> Win32.Trojan.Filecoder.Eckt

TrendMicro -> Ransom_GarrantDecrypt.R002CODBN22

Bapwuant ot 7 mapta 2022:

Pacmvipenue: .devicZz

3armicku: HOW TO RECOVER.TXT, RECOVERY INFORMATION.txt

Email: deviceZz@mailfence.com

» CojeprkaHue 3arucKu:

YOUR FILES ARE ENCRYPTED !!!

TO DECRYPT, FOLLOW THE INSTRUCTIONS:

To recover data you need decrypt tool.

To get the decrypt tool you should:

1.In the letter include your personal ID! Send me this ID in your first email to me!
2.We can give you free test for decrypt few files (NOT VALUE) and assign the price for decryption all files!
3.After we send you instruction how to pay for decrypt tool and after payment you will receive a decryption tool!
4.We can decrypt few files in quality the evidence that we have the decoder.
CONTACT US:

deviceZz@mailfence.com

YOUR PERSONAL ID: #**

Bapwuant ot 7 masn 2022:

Pacumpenue: .acookies
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3armmicka: RECOVERY INFORMATION.txt

Email: acookies@tutanota.com, acookies@onionmail.org

Bapwuanr ot 17 mas 2022:
Pacumpenue: .bozon3
3armicka: RECOVERY INFORMATION.txt

Email: mallox@stealthypost.net, recohelper@cock.li

BapuaHnT ot 22 urons 2022 vy paHblie:
Pacmmpenne: .FARGO

3ammcka: FILE RECOVERY.txt

Email: mallox@tutanota.com, recohelper@cock.li
Pesynbrartel aHanusa: VT + IA

OO6HapyXeHHUs:

DrWeb -> Trojan.Encoder.35480

BitDefender -> Generic.Malware.2g.5A4C2FA8

ESET-NOD32 -> A Variant Of Win32/Filecoder.OJC
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg-FE7ekuElOomnUWi74j4aZaQzea_KbIxVaZIfNnKL7Sn9Kj3iaCm8Adxj8YnmJkcXTrrg8UmjiKrfAWjklQcacEM2UjEsVOk3h9R9vwmLhWwHqsBdtxfG-KgCWlgJzyKxHZvjjYw3AIatCDNzrWlmhgduPKXNrvzGn4NVeHHGtyf5-L06psZ5SIwk/s869/7-5-22.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEg-FE7ekuElOomnUWi74j4aZaQzea_KbIxVaZIfNnKL7Sn9Kj3iaCm8Adxj8YnmJkcXTrrg8UmjiKrfAWjklQcacEM2UjEsVOk3h9R9vwmLhWwHqsBdtxfG-KgCWlgJzyKxHZvjjYw3AIatCDNzrWlmhgduPKXNrvzGn4NVeHHGtyf5-L06psZ5SIwk/s869/7-5-22.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhryZNc4aL9QmoleeeBDM30rpoc3T9THrSGjdVvCpMB_IspENJBjDqQfU04lsGg4RqcsqSybmFAMOnQg-uDYvTpfCGqY5jMWFcr9J59kIEReltSoi_ksV68KzL9mVnH2934Fra2XTSB48wHv-lDko6QJJ22DJBzIGGqj3POrq6L1mRoCN9C8g_fLV94/s973/note-17-5-22.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhryZNc4aL9QmoleeeBDM30rpoc3T9THrSGjdVvCpMB_IspENJBjDqQfU04lsGg4RqcsqSybmFAMOnQg-uDYvTpfCGqY5jMWFcr9J59kIEReltSoi_ksV68KzL9mVnH2934Fra2XTSB48wHv-lDko6QJJ22DJBzIGGqj3POrq6L1mRoCN9C8g_fLV94/s973/note-17-5-22.png
https://www.virustotal.com/gui/file/df64e87ecb30f4cadf54f2c1b3d3cba8cc2d315db0fd4af2d11add57baa56f6a/detection
https://analyze.intezer.com/analyses/a7948061-a3ff-4f1c-9627-324fcf77634e
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=== 2023 ===

Bapuanr ot 11 ssuBaps 2023 (Bo3M0XXHO 0611 B 0KTsAOpe 2022):
Pacmpenue: .FARGO3

3ammmicka: RECOVERY FILES.txt

Email: mallox@stealthypost.net, recohelper@cock.li

Bapuanr ot 21 anpesns 2023:

Pacmvipenue: .brocamel

Lenb: BroCamel

3ammcka: How to decrypt files.txt

Tor-URL: hxxx://hye34tlszbt562z34d4k36eia2vq5tnhhd3mimrt5n5cdovbgnan3myd.onion

IobapneHre HOBbIX 0OPA3L[0B U BADUAHTOB MPEKPAIIEHO.
CHHCOK MONo/IHsAeMbIX BADHAHTOB M 00pas31[oB 0T rivitna:
.mallox

.bitenc

xollam

.malox

.maloxx
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgAi9A15odGoQJiBWwTkBT3q4JVhjdeAiLyEEV1hYLlnW-P3CBumY0YbRttw8WvIu7Qrt2YZDY2aIOrMhWxvaNv__UKHNltw43W9K5uYYeYQtOLli_FxxFLjeUGKUFqsK4c66sOHA69p0S7EXW75OqjwUlhsZr6knfagOtat1tTvOXh3I2ptBjau-CZ/s858/note-22-6-22.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgAi9A15odGoQJiBWwTkBT3q4JVhjdeAiLyEEV1hYLlnW-P3CBumY0YbRttw8WvIu7Qrt2YZDY2aIOrMhWxvaNv__UKHNltw43W9K5uYYeYQtOLli_FxxFLjeUGKUFqsK4c66sOHA69p0S7EXW75OqjwUlhsZr6knfagOtat1tTvOXh3I2ptBjau-CZ/s858/note-22-6-22.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjbuEAPry4Am2Bd3YayEBeQxTABsopGrpdgO3cMsAYa3pfT3ga-59aWST-beHhnubOYgRQEtlm66umTetlXp_uGfKiP8El9JxKgkvzP5qpg9Q3qy9rve3-yDDsRc0JscQ-vLrI78shEL6sPA9xYtLw04L-KgGi4tJnTq68VTKsywZ97bvp8ARaI9HPX/s980/note-21-4-23.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjbuEAPry4Am2Bd3YayEBeQxTABsopGrpdgO3cMsAYa3pfT3ga-59aWST-beHhnubOYgRQEtlm66umTetlXp_uGfKiP8El9JxKgkvzP5qpg9Q3qy9rve3-yDDsRc0JscQ-vLrI78shEL6sPA9xYtLw04L-KgGi4tJnTq68VTKsywZ97bvp8ARaI9HPX/s980/note-21-4-23.png
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.malloxx

.mallab

.malx0
github.com/rivitna/Malware/blob/main/Mallox/MallabDecryptorEx/Supported_samples.txt
=== 2024 ===

HogBoctb ot 5 utons 2024:

Trend Micro coobiriaeT, uto HOBbIM BapuaHT TargetCompany Ransomware s Linux (anst VMware ESXi)

TIpOBepsieT aJMUHUCTPATUBHbBIE TPUBHUJIETHH, TIPEXK/IE UeM MPO/I0/KUTh BPeIOHOCHYIO rpoLienypy. UToObl
3arpy3uTh U BBITIOIHUTL CBOH T€i/10a7l, 3/I0YMBIIUIEHHUKY UCIO/b3YIOT COOCTBEHHBIN CLIEHAPHUA, KOTOPBIH MOXKET

TepeHOCUTh JJaHHbIe Ha /iBa OTAeIbHBIX CepBepa.

ITomae B 1je/IeBYIO CUCTEMY, Meiioa rpoBepsieT, paboraeT jiu oH B cpege VMware ESXi, BBITIO/NHSS KOMaHIY

"uname" u umia "vmkernel".

3arem coszaetcs aiin TargetInfo.txt u oTripaBnsieTcst Ha cepBep yrpaBieHust M KOHTposist (C2). OH cofepskut
rHbOopMaruio o kepTBe (MMst xocTa, IP-azpec, ceegenus: 06 OC, Boie/Iiye B CHCTEMY T10/Ib30BaTe/In 1

TIPUBUJIETHH, YHUKAIbHbIE UIeHTU(UKATOPBI ¥ CBeleHUsI O 3ain(poBaHHBIX (haiiax U KaTanaorax).

Ransomware 1mugpyet ¢aiisibl ¢ paclvpeHUsiIMY, CBSI3aHHBIMU C BUPTYyanbHOW MaHol (vindk, vimem, vswp,

VmX, vimsn, nvram), 100assisis K mosydeHHBIM (aiinam pacimpenue ".locked".

Hakowget, o6aBsteTcs 3amicka ¢ TpeboBaHueM BhiKyTia mofi HazBanneM HOW TO DECRYPT.txt, cogeprkariiast

WHCTDPYKLUHWU AJIS )KEPTBBI O TOM, KdK 3dIlJIaTUTh BBIKYII U TTO/TYUYUTh [{eﬁCTBHTEHBHLIﬁ K/THO4Y ,E[eI_HI/ICprBaHI/IH.

=== BJIOK CCBUIOK u CITACUBOK = BLOCK OF LINKS AND THANKS ===

http://
k Read to links:

Message + myMessage + Message

Write-up, Topic of Support

Onucanne y Drileb >>

& BHumaHue! B HekoTopbix cnyyaax dannbl MOXXHO paclmndpoBaThb.

Mnwute no aton ccbinke k Mankny [bkunnecnu >>
**k%

Wnn ckauante pewwndpoBlumK oT Avast mo ccbinke >>

PacwwndppoBka anA BapuaHToB c pacwwupeHuamn: .mallox, .exploit, .architek, .brg
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https://www.trendmicro.com/en_us/research/24/f/targetcompany-s-linux-variant-targets-esxi-environments.html
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjYBZt19lOHnKEb5XZgyBZebjojn4K4mFbR_VI6yJmTXxF2m3tx6Zm1iC98AkvPQFwYQwv3bewlSR9L6HqmwXjfcV5INP-wVNsftrVdD6Q8oHt5Xl8Zi_ljhTrKHDHTLcR7vRwhJW9nHD8/s1600/address2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjYBZt19lOHnKEb5XZgyBZebjojn4K4mFbR_VI6yJmTXxF2m3tx6Zm1iC98AkvPQFwYQwv3bewlSR9L6HqmwXjfcV5INP-wVNsftrVdD6Q8oHt5Xl8Zi_ljhTrKHDHTLcR7vRwhJW9nHD8/s1600/address2.png
https://twitter.com/fbgwls245/status/1405052491465564162
https://twitter.com/Amigo_A_/status/1406527797426806786
https://www.bleepingcomputer.com/forums/t/763499/targetcompany-ransomware-support-topic/?p=5291212
https://www.bleepingcomputer.com/forums/t/763499/
https://vms.drweb.ru/virus/?i=24337208
https://twitter.com/demonslay335
https://decoded.avast.io/threatresearch/decrypted-targetcompany-ransomware/
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N

o Mallox decryptor (extended version) by rivitna
*.mallox (from October 2022 to March 2023)
*.xollam (January 2023)

*.malox (from April 2023 to July 2023)

*.mallox (August 2023)

* . xollam (August 2023)

*.malloxx (August 2023)

*.mallab (from September 2023 to October 2023)

Link: https://github.com/rivitna/Malware/tree/main/Mallox/MallabDecryptorEx
Archive password: 5r1@*21h-baVuK(=7acc

BIg

Thanks
N Thanks:

dnwls@719, SIRi, Michael Gillespie, rivitna

Andrew Ivanov (article author)

Company Avast

to the victims who sent the samples

© Amigo-A (Andrew Ivanov): All blog articles. Contact.

Source: https://id-ransomware.blogspot.com/2021/06/tohnichi-ransomware.html
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https://www.bleepingcomputer.com/forums/t/763499/targetcompany-ransomware-tohnichi-mallox-xollam-support-topic/?p=5578318
https://github.com/rivitna/Malware/tree/main/Mallox/MallabDecryptorEx
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhv9TtTfWa3HaCSn0XfAdgdi7MV2XGm6ZcI20LOTpRV58LhPidrCLRZ9M5ZGlEXKrvMPBh3ZwN5qR77NQwktc-zEq-QNLRcVpIB53xvEYRaZyvUVJR8o9eBUy_99ecM0CbkbVx-0j0yqZA/s1600/big-thanks2.png
https://id-ransomware.blogspot.com/p/contact.html

