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jyitmsapple[.]com-info[.]io join-facetime[.]com-info[.]io ixcmym[.]sapple[.]com-info[.]io
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cpjkdafdrw[.]com-info[.]io comusted-device-apple[.]com-info[.]io com-info[.]io
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zjzmfsssm[.]ssssverify-apple[.]com-info[.]io
zhsexssssssm[.]ssverify-apple[.]com-
info[.]io

xnwhrsssssm[.]ssverify-apple[.]com-info[

https://www.lookout.com/threat-intelligence/article/bitter-hack-for-hire

Page 12 of 26



com-en-uk[.]co com-remove[.]info com-ar-me[.]info
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neww[.]com-auth[.]cc new[.]com-auth[.]cc mail[.]com-auth[.]cc

review-appleid[.]com-ar[.]io new[.]com-ar[.]io mail[.]com-ar[.]io

com-ar[.]io appleid-number[.]com-ar[.]io appleid-apple[.]com-ar[.]io

reportsuscripcion[.]apple[.]com-ar[.]info reportproblem[.]apple[.]com-ar[.]info mail[.]com-ar[.]info

lcloud[.]com-ar[.]info iforgot-applehelp[.]com-ar[.]info icloud[.]com-ar[.]info

com-ar[.]info appleid[.]com-ar[.]info appleid-apple[.]com-ar[.]info

apple[.]com-ar[.]info dash[.]com-ae[.]org crm[.]com-ae[.]org

com-ae[.]org clients[.]com-ae[.]org client[.]com-ae[.]org

checkdata[.]com-ae[.]org blog[.]com-ae[.]org backend[.]com-ae[.]org

app[.]com-ae[.]org api[.]com-ae[.]org ae3eb0c0-ab31-4ea7-a29c-c5886e35721a

admin[.]com-ae[.]org account[.]com-ae[.]org 99e27236-9c0a-4c7f-b114-f181d0c00173

https://www.lookout.com/threat-intelligence/article/bitter-hack-for-hire

Page 13 of 26



76194fdc-fde2-4128-b4e5-6e185e89d224[.]com-
ae[.]org

43e92d22-0923-4424-8e4c-
6f1aa0397af4[.]com-ae[.]org

zpciomail[.]com-ae[.]org

webtest[.]com-ae[.]org testy[.]com-ae[.]org testing[.]com-ae[.]org

test[.]com-ae[.]org t-mobile[.]com-ae[.]org stg[.]com-ae[.]org

staging[.]com-ae[.]org stage[.]com-ae[.]org portal[.]com-ae[.]org

old[.]com-ae[.]org new[.]com-ae[.]org members[.]com-ae[.]org

mail[.]com-ae[.]org lhyjkqcm[.]com-ae[.]org kb[.]com-ae[.]org

join-call-facetime[.]com-ae[.]org
ipnzrwww[.]join-call-facetime[.]com-

ae[.]org
f745f976-7714-445e-abf6-66fc1ab0a7bb[

f127d70b-1bcf-4915-9868-768000ef915d[.]com-
ae[.]org
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dashboard[.]ar-id[.]co confirm-your-identity[.]ar-id[.]co ck02-fb1ef20944-89b8cbf0[.]ar-id[.]co

beta[.]ar-id[.]co backend[.]ar-id[.]co b0d782ca-68ae-4ea6-adea-db30255b4786

asset[.]ar-id[.]co app[.]ar-id[.]co api[.]ar-id[.]co

https://www.lookout.com/threat-intelligence/article/bitter-hack-for-hire

Page 14 of 26
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23cfcd9f96e5[.]ar-id[.]co

verify-id[.]acc-mn[.]info

trusted-device-apple[.]acc-mn[.]info test[.]acc-mn[.]info sgnl-link-device[.]acc-mn[.]info

mail[.]acc-mn[.]info join-facetime[.]acc-mn[.]info imanage-rev[.]acc-mn[.]info

icloudrive[.]acc-mn[.]info ft-rev[.]acc-mn[.]info acc-mn[.]info

734yhihudnsifsdf[.]acc-mn[.]info hi[.]ac-us[.]cc hello[.]ac-us[.]cc

appleid-verify[.]ac-us[.]cc ac-us[.]cc testsjdfhksdhfksdf[.]botim-app[.]pro

mail[.]botim-app[.]pro download[.]botim-app[.]pro botim-app[.]pro

wtzdscpanel[.]logs[.]re sgnl-org[.]logs[.]re rv-mn-en[.]logs[.]re

nhcpowtzdscpanel[.]logs[.]re mail[.]logs[.]re logs[.]re

kkkwazhbwmwww[.]ft-cll[.]logs[.]re join-facetime[.]logs[.]re imanage[.]logs[.]re
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document-cloud[.]logs[.]re dayxfgtb[.]logs[.]re coj599r8re8c98r9c99c9[.]logs[.]re
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68132f32059d[.]logs[.]re

2fa-sgnl[.]logs[.]re idms-mng-rec[.]fullrestores[.]re

mail[.]datarestores[.]nl idms-sgnl-mn[.]datarestores[.]nl idms-rec[.]datarestores[.]nl

idms-mng-rec[.]datarestores[.]nl idms-ft-cll-mng[.]datarestores[.]nl ft-cll-2wefhf34iojofj0ef98h98sd[.]datares

control394sdsdf[.]datarestores[.]nl datarestores[.]nl zoom-uk[.]ar-me[.]cc
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join[.]ar-me[.]cc join-wd-facetime[.]ar-me[.]cc join-us[.]ar-me[.]cc

join-facetime[.]ar-me[.]cc join-face[.]ar-me[.]cc ft-wd[.]ar-me[.]cc

ft-blk[.]ar-me[.]cc connecting[.]ar-me[.]cc connect[.]ar-me[.]cc

confirm-number[.]ar-me[.]cc number[.]id-en[.]io appleid-apple[.]id-en[.]io

webs-ft[.]com-me[.]io web-ft[.]com-me[.]io pdf-cloud[.]com-me[.]io

number[.]com-me[.]io mail[.]com-me[.]io com-me[.]io

appleid-apple[.]com-me[.]io alet-uebu[.]com-me[.]io manage-iservices[.]en-ir[.]org

mail[.]en-ir[.]org join-call[.]bot[.]en-ir[.]org imanage[.]en-ir[.]org

encryption-sgnl[.]en-ir[.]org bot[.]en-ir[.]org 2fa-sgnl[.]en-ir[.]org

num-wid[.]me-info[.]io num-blk[.]me-info[.]io me-info[.]io

mail[.]me-info[.]io join-facetime[.]me-info[.]io ft-wid[.]me-info[.]io

ft-blk[.]me-info[.]io appleid-apple[.]me-info[.]io ale-soun[.]me-info[.]io

zoom-meet[.]com-cc[.]io uk05web-zoom[.]com-cc[.]io mail[.]com-cc[.]io

facetime-nums[.]com-cc[.]io facetime-num[.]com-cc[.]io com-cc[.]io

aler-new[.]com-cc[.]io mng-num-blk[.]ar-id[.]cc mail[.]ar-id[.]cc

kajkjsa[.]j34idf[.]ar-id[.]cc j34idf[.]ar-id[.]cc ft-cll-join[.]ar-id[.]cc

encrytpion-sgnl[.]ar-id[.]cc encryption-sgnl[.]ar-id[.]cc ar-id[.]cc

appleids-trusted-number[.]ar-id[.]cc appleids-manage[.]ar-id[.]cc sgnl[.]org-ar[.]net

org-ar[.]net num-blk[.]org-ar[.]net mail[.]org-ar[.]net

identity[.]org-ar[.]net id-apples-mange[.]org-ar[.]net hydtr[.]org-ar[.]net
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encryption-sgnl[.]org-ar[.]net dhl[.]org-ar[.]net call-facetime[.]org-ar[.]net

appleids[.]org-ar[.]net appleids-truted-number[.]org-ar[.]net yqgsfstaging[.]ale-soun[.]com-en-us[.]info

wow-way[.]com-en-us[.]info meeting[.]zm-me[.]co mail[.]host[.]zm-me[.]co

autoconfig[.]host[.]zm-me[.]co sky-security[.]id-ar[.]ca shghgwhasd[.]id-ar[.]ca

id-ar[.]ca untvhjoin-call-facetime[.]relay-ar[.]co tication[.]net

mail[.]cc-ar[.]co cc-ar[.]co review-apple[.]id-ar[.]cc

ress[.]id-ar[.]cc num-revw[.]id-ar[.]cc num-rev[.]id-ar[.]cc

mail[.]id-ar[.]cc join-facetime[.]id-ar[.]cc id-ar[.]cc

ft-revw[.]id-ar[.]cc ft-rev[.]id-ar[.]cc abde-alt[.]id-ar[.]cc

abcdef[.]ress[.]id-ar[.]cc protect-bdf-bh[.]owa365[.]org owa365[.]org

mail[.]owa365[.]org mail-bdf-bh[.]owa365[.]org test[.]regularsports[.]org

sdfgfdg[.]regularsports[.]org myftasdffg[.]regularsports[.]org mail[.]regularsports[.]org

dev[.]regularsports[.]org regularsports[.]org mpl[.]jcha[.]com-us[.]io

mail[.]com-us[.]io join-faetime[.]com-us[.]io join-facetime[.]com-us[.]io

jcha[.]com-us[.]io hgjsdfsdf[.]com-us[.]io com-us[.]io

call-ft-connect[.]com-us[.]io test[.]final-restore[.]re rec-mng-idmss[.]final-restore[.]re

rec-mng-bdf-gov-bh[.]final-restore[.]re rec-check[.]final-restore[.]re rec-check-mng[.]final-restore[.]re

ms-rec-mng[.]final-restore[.]re mng-rec[.]final-restore[.]re mng-rec-mofa-bh[.]final-restore[.]re
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https://www.lookout.com/threat-intelligence/article/bitter-hack-for-hire

Page 17 of 26



totokpro[.]app-info[.]me totok-pro[.]app-info[.]me tg-secure-call[.]app-info[.]me

rec-cal-tg[.]app-info[.]me mail[.]app-info[.]me join-securecall-tg[.]app-info[.]me
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num-auth-wtid[.]me-info[.]cc num-auth-blk[.]me-info[.]cc mail[.]me-info[.]cc

con-ft-cll[.]me-info[.]cc signal[.]org-ar[.]me org-ar[.]me

mail[.]org-ar[.]me link-device-signal[.]org-ar[.]me encryption-key-plugin-signal[.]org-ar[.]m

xbwzeasg[.]sgnlapp[.]info web[.]sgnlapp[.]info v2[.]sgnlapp[.]info

v1[.]sgnlapp[.]info uat[.]sgnlapp[.]info testing[.]sgnlapp[.]info
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new[.]sgnlapp[.]info marketing[.]sgnlapp[.]info mailer[.]sgnlapp[.]info

mail[.]sgnlapp[.]info encryption[.]sgnlapp[.]info encryption-plugin[.]sgnlapp[.]info

encryption-plug-in[.]sgnlapp[.]info docs[.]sgnlapp[.]info dev[.]sgnlapp[.]info
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totok-shop[.]com totok-pro[.]io totok-pro[.]app

store[.]latestversion[.]ai store[.]appupdate[.]ai static[.]appupdate[.]ai

spiralkey[.]co signal[.]ct[.]ws signal-encryption-service[.]ct[.]ws

noblico[.]net mail[.]app-totok[.]io latestversion[.]ai

download[.]appupdate[.]ai appupdate[.]ai app-totok[.]io
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mng-id-val[.]me-en[.]cc mn-id[.]me-en[.]cc me-en[.]cc
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identity-vel[.]idate[.]me identity-val[.]idate[.]me idate[.]me

hostmaster[.]idate[.]me drive-icloud-val[.]idate[.]me dhl-delivery-verification[.]idate[.]me

data-val[.]idate[.]me conjhgfkjrg3jk4rgk3jfskjd[.]idate[.]me alumni-columbia-edu-val[.]idate[.]me

sdfhsfdj[.]com-ae[.]net mail[.]com-ae[.]net com-ae[.]net
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mail[.]id-ar[.]ca login-office[.]id-ar[.]ca login-office-validate-identity[.]id-ar[.]ca

login-office-auth[.]id-ar[.]ca login-mofa-office[.]id-ar[.]ca link-signal[.]id-ar[.]ca

example[.]id-ar[.]ca call-signal[.]id-ar[.]ca 2[.]id-ar[.]ca

st-prtl[.]hm-en[.]cc mail[.]hm-en[.]cc m-s-info[.]hm-en[.]cc

hot-acc-mail[.]hm-en[.]cc hm-en[.]cc dfdsgsdgsfg[.]hm-en[.]cc

connect-signal[.]hm-en[.]cc conne[.]hm-en[.]cc acc-hot-mail[.]hm-en[.]cc

rec-mng-infor[.]mation-ae[.]re permanent-infor[.]mation-ae[.]re mng-infor[.]mation-ae[.]re

mation-ae[.]re mail[.]mation-ae[.]re sdgsdgsgfdgsdfhdfhdfh[.]ht-id[.]me

msoft[.]ht-id[.]me mail[.]ht-id[.]me ht-id[.]me

auth-rev[.]ht-id[.]me testing[.]me-mng[.]cc sdfgsdf[.]me-mng[.]cc

me-mng[.]cc mail[.]me-mng[.]cc ft-cll[.]me-mng[.]cc
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blnk-num-mng[.]me-mng[.]cc
untvhwww[.]join-call-facetime[.]relay-
ar[.]co

security[.]icloud[.]relay-ar[.]co

relay-ar[.]co mail[.]relay-ar[.]co kgpcaelw[.]relay-ar[.]co

join-call-facetime[.]relay-ar[.]co icloud[.]relay-ar[.]co enfiaqkw[.]relay-ar[.]co

dev[.]relay-ar[.]co demo[.]relay-ar[.]co asdf[.]relay-ar[.]co

app[.]relay-ar[.]co api[.]relay-ar[.]co admin[.]relay-ar[.]co

update-nums[.]id-ar[.]co update-num[.]id-ar[.]co testid[.]new[.]id-ar[.]co

review-apple[.]id-ar[.]co pdf-icloud[.]id-ar[.]co nums-rev[.]id-ar[.]co

num-wrevs[.]id-ar[.]co num-revs[.]id-ar[.]co num-rev[.]id-ar[.]co

new[.]id-ar[.]co mail[.]id-ar[.]co join-facetime[.]id-ar[.]co

id-ar[.]co ftp[.]id-ar[.]co abcde-res[.]id-ar[.]co

abc-ninealt[.]id-ar[.]co srv648[.]co-en[.]app srv1[.]srv648[.]co-en[.]app

signin-id[.]co-en[.]app signin-account[.]co-en[.]app number-ids[.]co-en[.]app

number-id[.]co-en[.]app number-appleid[.]co-en[.]app mail[.]srv1[.]srv648[.]co-en[.]app

mail[.]co-en[.]app jd930iojfhis67349x[.]co-en[.]app id[.]co-en[.]app

id-test[.]co-en[.]app ftp[.]co-en[.]app co-en[.]app

res-all[.]en-me[.]cc manage-id[.]en-me[.]cc mail[.]en-me[.]cc

join-test[.]en-me[.]cc join-facetime[.]en-me[.]cc id[.]en-me[.]cc

icloud[.]en-me[.]cc icaresupport-ap[.]en-me[.]cc ftp[.]en-me[.]cc

ft-testt[.]id[.]en-me[.]cc ft-srt-id[.]en-me[.]cc ft-rec-id[.]en-me[.]cc

ft-fwa-id[.]en-me[.]cc ft-fce-id[.]en-me[.]cc ft-fac-id[.]en-me[.]cc
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en-me[.]cc docs-icloudrive-file[.]en-me[.]cc connect-signal[.]en-me[.]cc

apg-cps[.]en-me[.]cc update[.]totokapp[.]info yhjdshisdg[.]en-info[.]live

verify-login[.]en-info[.]live totokapp[.]info testh[.]en-info[.]live

shrtstulytdvs[.]en-info[.]live rev-auth-num[.]en-info[.]live mail[.]totokapp[.]info

mail[.]en-info[.]live login-security[.]en-info[.]live htkdfsdf[.]en-info[.]live

en-info[.]live egbfdg545rgdfg[.]en-info[.]live webtest[.]app-care[.]cc

web[.]app-care[.]cc web-info[.]app-care[.]cc testweb[.]app-care[.]cc

test[.]web[.]app-care[.]cc test[.]app-care[.]cc page[.]app-care[.]cc

mail[.]app-care[.]cc link[.]app-care[.]cc app-care[.]cc

msnsge[.]ids-io[.]me mng-ml-bdf-bh[.]ids-io[.]me manage[.]ids-io[.]me

mail[.]ids-io[.]me mail-bdf-bh[.]ids-io[.]me join-facetime[.]ids-io[.]me

ids-io[.]me ft-cll-rec[.]ids-io[.]me credentials-checking[.]ids-io[.]me

cloude-manage[.]ids-io[.]me cloud-manage[.]ids-io[.]me zoom-meet[.]me-ar[.]cc

web-wa[.]me-ar[.]cc uk05web-zoom[.]me-ar[.]cc number[.]me-ar[.]cc

me-ar[.]cc mail[.]me-ar[.]cc join-telegram[.]me-ar[.]cc

join-facetimes[.]me-ar[.]cc join-facetime[.]me-ar[.]cc facetime-nums[.]me-ar[.]cc

facetime-num[.]me-ar[.]cc facetime-join[.]me-ar[.]cc appleid-apple[.]me-ar[.]cc

aler-new[.]me-ar[.]cc aler-get[.]me-ar[.]cc owa365[.]cc

mail[.]owa365[.]cc mail-bdf-bh[.]owa365[.]cc mng-ma-il[.]owa365[.]cc

verify-icloud[.]en-id[.]net trusted-device-apple[.]en-id[.]net tracking-dhl[.]en-id[.]net
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sgnl-2fa-manage[.]en-id[.]net mail[.]en-id[.]net join-facetime[.]en-id[.]net

en-id[.]net confirm-your-identity[.]en-id[.]net checkdata[.]en-id[.]net

call-ft-connect[.]en-id[.]net review-app-id[.]mn-id[.]cc mn-id[.]cc

id-manage[.]mn-id[.]cc ft-rec[.]mn-id[.]cc dpa[.]mn-id[.]cc

c0ac71c4-276f-46a4-a7fe-f062c40b47e6[.]mn-
id[.]cc

963d2ae3-9d60-4704-8262-
5854b6c02d29[.]mn-id[.]cc

67f34c48-a901-44f1-af9d-81c80b03b5ea[

tkmbijoin-meet[.]mn-id[.]cc sitemaps[.]mn-id[.]cc sitemap[.]mn-id[.]cc

rin-zm[.]mn-id[.]cc resufg-reg[.]mn-id[.]cc mng[.]mn-id[.]cc

mail[.]mn-id[.]cc join-meeting-zm[.]mn-id[.]cc join-facetime[.]mn-id[.]cc

id[.]mng[.]mn-id[.]cc id-mnge[.]mn-id[.]cc gahpkwww[.]join-meet[.]mn-id[.]cc

ft-mng[.]mn-id[.]cc dps[.]mn-id[.]cc dos[.]mn-id[.]cc

dfsdfsdgretgf65sdg[.]mn-id[.]cc
4f66072b-2276-4136-acaa-
a1a88e294e4f[.]mn-id[.]cc

ft-rev[.]mn-id[.]cc

mail[.]ar-id[.]co ar-id[.]co accounts-apple[.]ar-id[.]co

zocp[.]zm-me[.]co test[.]zm-me[.]co signal-connect[.]zm-me[.]co

s-portel[.]zm-me[.]co mail[.]zm-me[.]co join[.]meeting[.]zm-me[.]co

host[.]zm-me[.]co connect-signal[.]zm-me[.]co telegram[.]com-en[.]io

secure-signal[.]com-en[.]io numbers[.]com-en[.]io number[.]com-en[.]io

mail[.]com-en[.]io join[.]facetime[.]com-en[.]io join-telegram[.]com-en[.]io

join-fts[.]com-en[.]io join-ft[.]com-en[.]io join-facetime[.]com-en[.]io

id-apple[.]com-en[.]io facetime[.]com-en[.]io com-en[.]io
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appleid-apple[.]com-en[.]io alr-res[.]com-en[.]io rec-id-check[.]ar-me[.]co

mngcontrol[.]ar-me[.]co mail[.]ar-me[.]co join-face-time-service[.]ar-me[.]co

id-rec-check[.]ar-me[.]co gsyastf[.]ar-me[.]co d-df-dfd-sddgfssdf[.]ar-me[.]co

auth-privacy[..]ar-me[.]co ar-me[.]co manage[.]ac-im[.]cc

mail[.]ac-im[.]cc facpl[.]ac-im[.]cc fac[.]ac-im[.]cc

cpsl-p[.]ac-im[.]cc ac-im[.]cc 98798hnuyf8diufsd[.]ac-im[.]cc

zo-ref[.]mn-id[.]cc join-meet[.]mn-id[.]cc ft-rev-id[.]en-me[.]cc

ft-faw-id[.]en-me[.]cc zoomandfghu3grufe[.]id-ar[.]net verify-isupport[.]id-ar[.]net

us-04web-zoom[.]id-ar[.]net sgnl-link-device[.]id-ar[.]net sgnl-2fa-authenticate[.]id-ar[.]net

mn-rcv-en[.]id-ar[.]net mail[.]id-ar[.]net join-facetime[.]id-ar[.]net

id-ar[.]net icloudrive[.]id-ar[.]net dhl-delivery-address[.]id-ar[.]net

con[.]call[.]id-ar[.]net call[.]id-ar[.]net call-ft-visual[.]id-ar[.]net

rv-mn-en-infor[.]mation[.]re mail[.]mation[.]re join-facetime[.]infor[.]mation[.]re

ft-call-control[.]mation[.]re control-my-data[.]mation[.]re sasaf[.]mation[.]re

infor[.]mation[.]re idms-rec-infor[.]mation[.]re join-facetime-call-infor[.]mation[.]re

mn-rv-en-infor[.]mation[.]re join-call-facetion-infor[.]mation[.]re verify-infor[.]mation[.]re

mng-rec[.]fullrestores[.]re cdshfis57945tjfkgdfgdf[.]fullrestores[.]re auth-rec-mng[.]fullrestores[.]re

mail[.]fullrestores[.]re join-cll-bot-im[.]fullrestores[.]re fullrestores[.]re

ft-cll-2mzkaldlwpfgg[.]fullrestores[.]re mation[.]re cntflksdlkfghdf[.]tication[.]net

user-verify-authen[.]tication[.]net data-authn[.]tication[.]net join-facetime-call-authen[.]tication[.]net

https://www.lookout.com/threat-intelligence/article/bitter-hack-for-hire

Page 25 of 26



delivery-verification-authen[.]tication[.]net validate-authn[.]tication[.]net mail[.]tication[.]net

cjtjkj45nkejndfk3j4lkfelfwefwef[.]tication[.]net reutowprueptowue[.]tication[.]net dhl-identity-verification-authen[.]tication[

mc-4kdkf3lflj34lfjlj3l4r34r[.]tication[.]net call-ft-enc-authen[.]tication[.]net verify-mail-authn[.]tication[.]net

id-en[.]io facetime-web[.]id-en[.]io join-facetime[.]id-en[.]io

mail[.]id-en[.]io facetime-webs[.]id-en[.]io alert-new[.]id-en[.]io

auth[.]mailbdf-bh[.]net mail[.]mailbdf-bh[.]net rec-mng[.]mailbdf-bh[.]net

mailbdf-bh[.]net verify-apple[.]com-ae[.]net encryption-plug-in-signal[.]com-ae[.]net

join-facetime[.]com-ae[.]net com-en-us[.]info com-en-us[.]me

message-apple[.]com mail[.]message-apple[.]com ns2[.]com-en-us[.]info

join-facetime[.]com-en-us[.]info join-zoom[.]com-en-us[.]info login-live[.]com-en-us[.]info

account-update[.]ar-id[.]co signal-account[.]org en-ir[.]org

totok-pro[.]ae me-info[.]cc connect-signal[.]me

zm-me[.]co join-meeting[.]zm-me[.]co relaxmode[.]org

track-portal[.]co sgnlapp[.]info accountcapabilities-pa[.]google[.]svr-driv
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