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To prevent RATel from being detected by antivirus, please do not upload the payload to TOTAL VIRUS.

Each month I will test myself if the payload gets detected by antivirus.

So you’ll have a photo every month to prove RAtel discretion.

Description

RAT-el is an open source penetration test tool that allows you to take control of a windows machine.

It works on the client-server model, the server sends commands and the client executes the commands and sends

the result back to the server.

The client is completely undetectable by anti-virus software.

Screenshots

Added features

Unicode management (20.02.21) for the version: beta_v0.1

Features

RATelServer:

https://github.com/FrenchCisco/RATel
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https://www.python.org/
https://www.python.org/
https://www.cplusplus.com/
https://www.cplusplus.com/
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https://camo.githubusercontent.com/fd54fdbad542f82035170e24a994083d634728608a8405687a16948d45388387/68747470733a2f2f696d672e736869656c64732e696f2f62616467652f4c616e67756167652d53514c2d677265792e737667
https://github.com/FrenchCisco/RATel
https://github.com/FrenchCisco/RATel
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Multiple Connections

Broadcast commands to all clients

Stores client informations in the database

Encryption of data on the network via XOR

Token management system to identify clients

Unicode management

Client:

Encryption of data send over the network

Startup persistence

Remote command execution via CMD

Remote command execution via Powershell

Encryption of data on the network via XOR

Automatic persistence when running the client

Automatic reconnection

Unicode management

RATelGenerator:

Automatic client compilation

Documentations

Installations:

Windows Installation

Linux Installation

RATelServer:

Arguments RATelServer

Usage RATelServer

RATelGenerator

https://github.com/FrenchCisco/RATel
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https://github.com/FrenchCisco/RATel/wiki/Windows-Installation-Tutorial
https://github.com/FrenchCisco/RATel/wiki/Linux-Installation-Tutorial
https://github.com/FrenchCisco/RATel/wiki/Documentation-RATelServer-Argument
https://github.com/FrenchCisco/RATel/wiki/Usage--RATelServer
https://github.com/FrenchCisco/RATel/wiki/Usage-RATelGenerator


Simple usage

Advanced usage:

Demonstration video

Future features

Keylogger for the version: beta_v0.2

Motivation

I decided to create this project to improve my C++ skills, to learn new notions I didn't know and to learn English.

I intend to maintain and improve the project continuously by adding new features.

Informations

If you are interested in the development of my RATel project and would like to contribute to it, please contact me

by email (juanrubio.dev@gmail.com).

If you have any ideas for features, code improvements or bugs, you can leave me a issues.

Disclaimer:

The use of this software on any device that is not yours is prohibited. If you use RATel on a machine that does not
belong to you, I will in no way be responsible for your actions.

Source: https://github.com/FrenchCisco/RATel

https://github.com/FrenchCisco/RATel
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https://github.com/FrenchCisco/RATel/wiki/Simple-usage
https://www.youtube.com/watch?v=71Cs0qb9B-Y
mailto:juanrubio.dev@gmail.com

