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&2 Tool: SQLULDR2

Names

Category

Type

Description

Information

SQLULDR?2
Malware
Info stealer

(Mandiant) SQLULDR?2 is a command-line utility written in C/C++ that can be used to export
the contents of a remote Oracle database to a local text-based file. There are multiple
command-line parameters available to specify the details of the data export including but not

limited to: query, user, rows, and text.

<https://cloud.google.com/blog/topics/threat-intelligence/apt41-arisen-from-dust>

Last change to this tool card: 26 August 2024

Download this tool card in JSON format

All groups using tool SQLULDR2

Changed

Name Country Observed

APT groups

APT 41 2012-Jul 2025 @

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=83162071-9c3f-4107-a5fc-dbe54e0bb51a
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