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Tax Customer Campaign Infects Targets with RAT
Published: 2022-04-06 - Archived: 2026-04-02 10:57:20 UTC

With the US tax deadline looming, inboxes everywhere are awash in a sea of messages advising their users to

exercise caution and due diligence to prevent fraud and identity theft.

If receiving and downloading files is necessary for business functions, it becomes difficult to avoid downloading a
malicious file. Some measure of risk is unavoidable, especially if data must be received early in the process of

establishing a new client relationship—as is the case for CPAs and tax preparation service providers.

The threat intelligence team at Abnormal Security recently observed a timely campaign targeting accounting and

tax professionals.

Between February 24, 2022, and March 4, 2022, we identified more than 130 emails from threat actors posing as
potential clients. The emails claimed the sender was attempting to locate a CPA ahead of April’s deadline and
obtain individual or business tax filing services for this year. However, each email delivered not the promised tax

documents but instead an obfuscated version of the remote access tool (RAT) Sorillus.

From: David Ans </ @blueyonder.co.uk>
Sant: Thursday, February 24, 2022 8:14 AM
To: | I = .5 1Bk com:

Subject: dawn.simpson Return Service 2021

This is an EXTERNAL EMAIL . Stop and think before clicking a link or opening attachments.

Goodmorning ¢ 5i %,

I am ready to file my tax return so i went onling in search of a cpa in the area, so i found you. It was nice reading about your tax service onling today.

My wife and i will like to know if you can file gur tax return for 2021.
QOur old accouting firm shut down thier service, After checking you out onling, I'm certain that you will provide incredible value to our tax and accounting needs.

We have w-2 and other 1099-R farms.
I can send you a copy of last year tax refund and this year's forms to go over it and let us know your price

Thanks
David

Initial contact by bad actors with potential victim

After initial contact with the service provider was made, the actors sent follow-up messages containing a
megal.]nz file share link to Sorillus RAT. The link was hiding underneath the text, pretending to be a simple PDF

file attachment.
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Thanks for your response
| securely attached my 2020 tax return and 2021 documents for your review
Documents attached securely DAVE_AN1040.PDF Password -7071

| will be waiting to know your pricing and get back to me if you have any questions
Thanks

David

Email with “DAVE_AN1040.PDF” text hiding suspicious megal.]nz file-sharing link

Emails were sent from 10 different addresses but were easily identifiable because the subject lines of the emails
followed a similar pattern. Each referenced business and individual tax documents appropriate for the service

supposedly being offered.

Threat Analysis

Mega[.]nz was used to send the malicious file as an anti-detection technique, and upon visiting the supplied link, a
file masquerading as a PDF named “DAVE_AN1040.PDF” was downloaded. In reality, though, the file was a .ZIP

archive containing a .JAR file.

Samples » DAVID_AN1040.PDF

[] Name . Type Size
|| DAVID_AN1040.PDF.jar  Executable Jar File 361 KB

Malicious .JAR file inside ZIP archive posing as a PDF

The .JAR file had two packages, obfuscated with what appears to be the Zelix obfuscator.
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* AmjtMNZmCyXjPctO.class - Java Decompiler
File Edit MNavigation Search Help
=i EAREE
[ s DAVID_AN1040.POF jar 27
= Qmﬁnﬁ - A1 fap AmitMNZmCyXPetO. dlass 2 .
package com.sorillus.client; ~

= import java.util.Arrays;

@ fip FRAJErWAMUIUEWZL. dass
-ty GXITOnAPDAHFBT . dass
- fab I0exGTy IRz dass
] g lanSwiEmZhiEZdw ). dass

= public final class AmjtMNZImCyXjPctQ {

import java.util.Collections;
import java.util.List;
import javax.annotation.processing.Processor;
final List<? extends Processor® xJ0hgwBzqXAGojZe;

final List<String» DDTYbYgnMCxFLiKN;

public static int qTdvgOfPzIXOSDNS;

2] IXQTaMyCSeTCM. dass & public AmtMMZmCyXiPctO() {
- fap svWamwlwtulecz. dass this({Collections.emptyList(), Collections.emptyList());
f- i JapCOFGDHVSThRWx, dass 3
(524 KPATEVHTPRECLK]. dass
-ty LWURUBEQiqTHEIDS. dass = private AmjtMNIsmCyXjPctO(List<? extends Processor> paramList; List<String> pa
- 45h LIBVBLRXEFHINZE dass this.x]0hguBzgXAGoiZe = paramlist;
B faah L ItnkPulDZKIo. dass this.DDTYDYRNNCxFLIKN = paramlistl;
(- s MmuOLYIGonSvsQPY.dass ¥
1] HBBHuugrridvhl.dass . . - . . i
VY CDPWHYMsPOAD & public final AmitMNZmCyXiPctO IKCHgUrWZFKAygjC(Object... paramVarArgs) {
g P da::ﬁ Processor[] arrayO0fPfrocessor = (Processor(])parasVarArgs[@];
s W‘dﬁ return xOKAswIPgtcFDivz(new Object[] { Arrays.asList(arrayOfProcessor) });
| ) sy }
B QhkiKr AUMKSTY . dass
G- p ROMQTVMGHBDWIFgm. dass = public final AmftMNZmCyvXPctQ xQKAswLPgtcFDjyz (Object[] paramArraylfObject) {
B RiHpQVDrudBhZwy. dass List<? extends Processor> list = (List)paramArray0fObject[@];
- fp TEWVRDVydWimerdM. dass mmdiian s RTINS 1 ek dida AOTURWasIl e R e
-4, ThcaeTURBKF HIZ. dass || S =

Even with the obfuscation, the name of the first package is in clear text, com.sorillus.client. Sorillus is a RAT that

runs in Windows, Linux, and Mac OS, as we can see after some deobfuscation.

public static mmM1JzCNxglmAilP uOeRpAHTQxWAwldm(Object[] paramArray0fObject) {
if (PFOOATOMIjeEpeMA == null) {

String str = System.getProperty(“os.name").tolLowerCase();

if (str.contains("win")) {
PFOOATOMIjeEpeMA = mmM1JzCNxglmAiLP.jOrdZnciYiHbbaeP;

} else if (str.contains("nix") || str.contains("nux") || str.contains("aix")) {
PFOCATOMIjeEpeMA = mmM1JzCNxglmAilP.GGLIXFtPTiHsoILH;

} else if (str.contains("mac”)) {
PFOOATOMIjeEpeMA = mmM1JzCNxglmAiLP.MmqAbblsuHWSEmMNO;

Java class identifying different compatible operating systems

The tool is able to collect the victim’s system information including hardware ID, username, language, webcam,
and OS.
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package com.sorillus.client;

S import 31i1313131313313131313.xTulReixTuvsfpTC;
import java.awt.GraphicsEnvironment;

import java.net.InetAddress;

import java.util.locale;

BUWSKFAMALMCpZSAT(V = 8)
& public class OWVYcDPWHyMsPOAd extends sdAmkKL1kVGvyZIfI {
ExTulRejxTuvsfpTC({"hardwareID")
public String NydmLyjSGLEUIOTB;

ExTulReixTuvsfpTC("usernama"™)
public String wrChghqylOhLDFYF;

@xTulRejxTuvsfpTC(“country")
public String NVolquGzDGsQObtb;

@xTulRejxTuvsfpTC("language")
public String iecmaQcPZVgFxQFU;

@xTuIlRejxTuvsFpTC("webcam™)
public int IgHAnFuAcBxVirSG;

ExTulRejxTuvsfpTC("headless"™)
public boolean VbRgLGhWIzHGCURU;

@xTulRejxTuvsfpTC("operatingSystem")
public String yoHIgTgYVxRzDruR;

@xTuIRejxTuvsfpTC("clientVersion")
public float BzDhrgbWrKmgNgqC;

& public OWVYcDPWHyMsPOAd() {
String strl;
String str2 = System.getProperty("user.name");
boolean booll = yTeCOxWBIbbHIECh.LdPYHOgHpRZaeciA;
boolean bool2 = GraphicsEnvironment.isHeadless();
try {
strl = InetAddress.getLocalHost().getHostName() + /" + str2;
} catch (Exception exception) {

m

strl = str2;
3
- try {
this.Nydm EUIoTB = PKJIYQukAeMxHCbiS.bbV1BIkhxIlukVMs(new Object[@]);

this.wrChghgyJOhLDEYF strl;
this.NVolguGzDGsQ0btb = jtUewubkmXOhEiRN.xacpaFASONdycPdm;
this.iecmaQcPZVaFxQFU = jtUewubkmXOhEiRN.OzaGzkWoxFFiAswB;

this.IgHANFUAcCBXVirsSG = @;
this.VbRgLGhWIzHGCURuU = bool2;

this.yoHIgTgYVxRzDruR = System.getProperty(“os.name");
this.BzDhrabhrKmaNggC = LfBvBcLRXErHDIiZE.vImnmbCxaXaRpIUi;
Locale.setDefault(Locale.ENGLISH);
if (booll) {

try {

OO

Java class with the parameters to collect

When deployed against a victim, Sorillus establishes the connection with its command and control (C2). In this
case, the IP address was 78[.]142[.]18[.]137. The purpose of this C2 connection is to give the threat actor full

control of the victim’s operating system.
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According to VirusTotal, the C2 IP address is associated with HostSlick, a web hosting company based in
Germany, and has previously been linked to five other malicious samples similar to the Sorillus RAT we analyzed.
Currently, the domain justinblairinc[.]Jcom, which may be impersonating a US-based manufacturer and distributor

of shoe store supplies, is also hosted on this IP address.

P... Local Address Remote Address state
TCP win-58bhri079f7.ho... 78.142.18.37:1960 ESTABLISHED

Sorillus RAT connection to C2 IP address

"packetI0"™: @)

E'har&ureiﬂ'?‘ e — " USernaee ™ ; W - — e mm”, " country™: "ie ", "language™: "English”, "webcan™ :0, "headless " false, "operatingSys ten™: “Windows
7", "clientVersion® 4.1, "packet 10" 0}

{"receivedis™ : 164057102474, "packet 10" 1}

{Treceivedits ™ IELEET 104074, "packetIDT 1}

{"receivedds ™ IELEET21074TE, “packetIDT 1}

{oreceivedns ™ 16687100974, “packetID™ 1)

{"receivedMi™ 1646872112474, "packetID™ 1}

{"receivedrs™; 1646872114974, "packetI0™ 1}

{Treceivedst”  1ESG8TI11TATE, "packetID™ 1}

{"packerID™: 22, "instancelD™: 116318957, "creationTime™: 1046672105131

{"serlalizedScreens™: "[ [\ idString\ ™\ VD splay®\ ", \"widthh™: 1938, \"height\": 1080] )™, "packet I0™: 21, "InstancelD™: 116318957, "creationTise™ - 1646872119151}
{"interrupt”:false,"onlylpdate™: true, "start ™ falie, "device™ (&, "width™ .8, "helght™ (8, "quality™ 1.0, " showfousePointer”™: true, "packetID™: 23, "instance D™ 1427340547, "creationTime"™ ;
1646872119131}

{Tinterrupt ™ false,"onlyUpdate™: true, "start” false, “device™ 1, "width ™ ; 700, “height ™8, "gaality™: 1.0, "thowMousePointer ™ i true, "packet T : 23,7 InttandelD™:

1827341547, “crastionTise™ : 1646872129131}

{Tinterrupt™ifalie,"enlyUpdate™: true, "start ™ i falie, "device™ 10, “width™ 700, “height™ 447, “quality™ 1.9, " sthowticutePointer™ s true, “packetID™: 23, "instanceID™:
1427341547, “craationTise™ 1646872119131}

{“receivedts™: 164687110074, "packetID 11}

{"interrupt™:false,"onlylpdate™: true, “start” strue, “device™:0, "width™ : 790, "height™ 447, "quality”™ : 1.8, "showbicusePolinter™  true, "packetID™: 23, " instanceID™:
1437341547, “craationTise™ : 1646872119131}

{~imglytes™:

[-1,-48,-1,-32,0,16,74,70,73,70,0,1,2,0,0,1,0,1,0,0,-1,-37,0,67,0,8,6,6,7,6,5,8,7,7,7,0,9,8,18,12,28,13,12,11,11,12, 25,18, 19,15, 29, 20, 26, 31, 30, 29, 26, 28, 18,32, 36,46, 39, 32, 34,44
35,28, 18,40, 55,41, 44,48,49, 52,52, 52,31, 39, 57,61, 56,50, 68, 46,51, 52,50, -1, -37,8,67,1,9,0,9,12,11, 12, 24,13, 13, 24,50, 33, 28, 33,58, 50,50, 50,50, 50, 50, 50, 50, 50, 50, 50, 58, 5 - 3
@,50,50,58,50, 58, 50,50, 50,50, 50, 50, 59, 50, 59, 50, 50, 58, 50, 59, 50, 50, 50,50, 59, 50,50, 50,50, 50,50, 58,50, -1, -64,0,17,8,2,-121, 3, - 34, 3,1, 34,0,2,17,1,3,17,1, -1, - 60,8, 31,8,8,1,5, o2
o1,0,8,0,0,8,0,0,8,0,1,2,%,4,5,6,7,8,9,18,11,-1,-68,9,-75,16,8,2,1,3,3,2,4,3,5,5,4,4,8,0,1,125,1,2,5,8,4,17, 5,18, 33,49, 65, 6,19, 81,97, 7, 24,113, 20, 5@, - 127, - 111, - 95, 8, 3%, 66, - 70, -
63,21,82,-47,-16, 36,51,98,114, -126, 9,18, 22,23, 24, 25, 26, 37, 38, 29, 40,41 ,42,52, 53,54, 55,56, 57, 58, 67,68, 69,79, 71,72, 73,74, 85,84, 85, 85, 87, 85, 80, 90, 09, 180, 141, 182, 103, 184, 185, 186, 11
5,116,117, 118,119,139, 121,122, 125, -124,-123, =122, =131, -128, - 119, - 118, -118, - 18, - 1B, - 187, ~106, - 105, =104, - 103, - 102, ~34, -93, =92, =01, -, -89, -EH, -&7, -85, -T8, - 77, - 76, =75, =74, -73,
272,271, =70, «52, =61, 68, =59, +58, +57, =56, +55, =54, +85, =45, =4, =43, =42, =41 =8B, =39, =38, =31, =30, 20, =28, =27, =26, =25, =34, =23, =22, =15, =14, 213, =12, =11, = 18, =9, =B, =7, =5, =1, =58,8,31,1,8
.3,1,1,1,1,1,1,1,1,1,8,8,0,8,8,8,1,2,3,4,5,6,7,8,9,18,11 +1,.58,8,-75,17,8,2,1,2,4,4,3,4,7,5,4,4,8,1,2,119,8,1,2,3,17,4,5,33, 49,5, 18, 65,81, 7,97,113, 19, 34,58, =137 8, 29,66, - 111
95,=79,+63,9,35, 51,82, =15, 21,98,114, -47,18, 22, 36,52, 31,37, 15,23, 24,75, 26, 38, 39, 48, 41 42 53, 54,55, 56,57, 58,67, 65,60, 78,71, T2, 73,74, 83,84, &5, 86,57, 82, 89,94, 99, 160,181, 182, 183
184,185, 106,115, 116,117,118, 119,129,121, 122, = 126, =125, 2124, =123, =122, =131, = 138, =119, « 118, =110, =189, =188, - 187, =185, =185, =104, =183, =182, -4, =93, =32, +31, -00, =89, - 58, =E7, -85, =78,
77, =76, -75, ~T4,-73,-72,-71, - 78, -62, =61, - 68, 59, - 58, -57, =56, -55, -54, 45, -45,, 44, -43, -42, -41, - 40, -39, - 38, -38, - 29, - 28, -27, - 16, - 15, -4, 13, =22, - 14, -13, 12, =14, - 10, -9, B, -7, -6, -1,
-38,8,12,3,1,8,2,17,3,17,9,63,0, -31, 187,65, -561, 78, -59, -44 8,104, -4, -BB,-19,68,30,105,2,3,~12,-49,39,-15, -B4, -6, - 18, -68, 33, -84, -4, -23, -2, 26, -67, -114, -58,77, -118, - 83, -64,39,-28
»B6,4,48,28,96,-125,-3, -45,85,21,113,97,73,-39,92, -26,-18, -68,63, 113,184 ,6,-21,-147,12% 51 ,-1,8,60,75,62,63,37, -85, 87,54, 23,22, -8, 36,-118,51, -27,-79, -64  B1%, -45,62, - 38, -57, -4

3
U
0

Example of network trdffic

Once the malware has successfully connected to the C2, remote access is established and the threat actor is able to
start stealing information. Stolen information is encrypted and stored in the victim’s Temp directory until it is

extracted by the attacker.

vl J. <« Users » » AppData » Local » Temp »

| Organize v __| Open Share with » New folder

|,
_ 4 Y Favoiites Name

I

Bl Desktop “_l follow_ memsmms s s

& Downloads L] follow_ MIjeeSumsw-mn S—
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Stolen information stored in the Temp directory

A follow_ N0 SN

Offset(h) 00 01 02 03 04 05 06 07 08 09 OA OB OC OD QE OF

00000930 22 70 61 63 €B 65 74 49 44 22 3A 32 33 2C 22 69 "packecID":23,"i
00000940 6E 73 T4 61 €E 63 65 49 44 22 3A 31 34 32 37 33 nstancelID":14273
00000950 34 31 35 34 37 2C 22 63 72 65 61 74 69 6F 6E 54 41547,"creationT
00000960 €9 6D 65 22 3A 31 36 34 36 38 37 32 31 31 39 31 ime":16468721131
00000970 33 31 7D OA AC 10 3A 85 00 00 00 00 00 C8 A6 13 31}.-.:......E}.
00000980 00 00 00 00 €9 DO 5A 07 00 00 00 00 7B SA 01 00
00000980 AC 10 3A &5 00 00 00 00 00 00 00 00 00 00 00 00
00000940 69 DO 00 00 €8 OB 00 00 7C 9A 01 00 7B 22 [69 &0
000009B0 7 42 79 T4 65 73 22 3A 5B 2D 31 2C 2D 34 30 2¢
000008C0 RD 31 2C 2D 33 32 2C 30 2C 31 36 2C 37 34 2C 37 R NiPul P P
00000900 B0 2C 37 33 2C 37 30 2C 30 2C 31 2C 32 2C 20 20 [aFrkciai I i
00000%E0 [0 2C 31 2C 30 2C 31 2C 30 2C 30 2C 2D 31 2C 20 [ouieie G s i B
00000SF0 [(3 37 2C 30 2C 36 37 2C 30 2C 38 2C 36 2C 36 20
00000A00 [B7 2C 36 2C 35 2C 38 2C 37 2C 37 2C 37 2C 39 20
00000A10 B9 2C 38 2C 31 30 2C 31 32 2C 32 30 2C 31 33 20
00000A20 pB1 32 2C 31 31 2C 31 31 2C 31 32 2C 32 35 2C 31
Q0000A30 pB8 2C 31 39 2C 31 35 2C 32 30 2C 32 39 2C 32 34
00000A40 RC 33 31 2C 33 30 2C 32 39 2C 32 36 2C 32 38 2¢
00000AS0 [(2 38 2C 33 32 2C 33 36 2C 34 36 2C 33 39 2C 33
00000A60 [B2 2C 33 34 2C 34 34 2C 33 35 2C 32 38 2C 32 39
O0000A70 [RC 34 30 2C 35 35 2C 34 31 2C 34 34 2C 34 38 20
00000ABO B4 39 2C 35 32 2C 35 32 2C 35 32 2C 38 31 2C 33
Q0000AS30 P9 2C 35 37 2C 36 31 2C 35 36 2C 35 30 2C 36 30
00000AM0 pRC 34 36 2C 35 31 2C 35 32 2C 35 30 2C 2D 31 2¢
00000280 PRD 33 37 2C 30 2C 36 37 2C 31 2C 35 2C 39 2C 39
00000ACO RC 31 32 2C 31 31 2C 31 32 2C 32 34 2C 31 33 20
00000ADOD (31 33 2C 32 34 2C 35 30 2C 33 33 2C 32 38 2C 33

P P

g
1

o W~
by Ly =

Py A=
7.
L= VR
Ry o=

Beos
uw
=] n =

| = 10
mon o~

W = W o=

Example of encrypted stolen information

What Is the Sorillus RAT?
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& 4 o8 sorillus.com w7 2

orillus Home Features Download Pricing

Remote Admihistration Tool

The best and most beautiful Cross-Platform Rat

Dashboard

Clients

1

Sorillus is a paid remote access tool (RAT) that offers obfuscation and encryption capabilities. While it was first

created in 2019, interest in the tool has increased considerably in the last six months since the previous update.

Beginning on January 18, 2022, different obfuscated client versions of the tool started to be uploaded to
VirusTotal. Sorillus’ features are described in detail on its website. The tool’s creator and distributor, a YouTube

user known as “Tapt”, asserts that the tool is able to collect the following information from its target:
e HardwarelD
e Username
e Country
e Language
e Webcam
e Headless
e QOperating system
e Client Version

Active on YouTube since April 2015, all of Tapt’s recent posts are exclusively videos describing Sorillus RAT and
its functions. Overall, their channel has received almost 75K views, and the timing of their videos is consistent

with updates made to the tool.
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[ O 8 https://www.youtube.com/ct el/UC3GI4krDPmMT79lbg1 TARSPYA or = =

23 YouTube Search a 9

AP

oom
wog
wag

| @ siGNIN

Tapt
m? Ta1 El:’;:.r ribers

HOME VIDEOS PLAYLISTS COMMUNITY CHAMMNELS ABOUT

Uploads B PLAY ALL

[RELEASE] Sorillus w4 | [UPDATE] Sorillus v3 = [Showcase] Sorillus Client Sorillus - Remote
Remaote Administration Tool Remate Administration Tool Jar-Binder | Sorillus v2.0 RAT Administration Tool |..

ews = & months ag £.9K views « 1 year ag 4K views + 1 year ago

The recently-identified malicious activities associated with this RAT are related mainly to information stealing.
However, due to Sorillus’ ability to bundle its client code with any other java code, the range of malicious actions

the tool can take is broad.

€ X 04 sorillus.com,/# . a =

Home  Features D ad Pricing

Client-View Dashboard settings
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Screenshot showing three different Sorillus tool interfaces

The tool supposedly costs 49.99€ for lifetime access but is currently available at a discounted 19.99€.

Conveniently, the Sorillus can be purchased via a variety of cryptocurrencies.

Choose a Payment-Method

B LI ™M

Bitcoin Ethereum Litecoin Monero

B %

Bitcoin
Cash

Payment methods for Sorillus
Protecting Yourself From the Sorillus RAT

For accounting and tax professionals, digital file sharing is a necessity. If you primarily receive documents via
email (as opposed to having clients upload them to a secure portal), you must take precautions to reduce your risk

of downloading malicious files.

One simple step is to avoid opening any attachments or links in emails sent from new or prospective clients until

you (or a member of your staff) have spoken with the client directly.

Indicators of Compromise (IOCs)
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1c7e5f54c879637967ec6937dee9f18afe33a7be71449d4ecdca8c8903e2a97b jar
70a8cdbf0aacd885ec30d3c7632cf7fd4f4fe5814504c0dc7da92feb9ee37861 zip
78[.]1142[.]18[.137 Cc2
ililililililiilililili string
davidans1[@]delveroiin[.]Jcom email
rayjames1101[@]gmail[.]Jcom email
dexatri[.]Jcom domain
begrino[.]Jcom domain
delveroiin[.]com domain

Source: https://abnormalsecurity.com/blog/tax-customers-sorillus-rat
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