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&2 Tool: Munchkin

Names

Category

Type

Description

Information

Munchkin
Malware
Reconnaissance, Backdoor

(Palo Alto) The Munchkin utility is delivered as an ISO file, which is loaded in a newly
installed instance of the VirtualBox virtualization product. This ISO file represents a
customized implementation of the Alpine OS, which threat operators likely chose due to its

small footprint.

<https://unit42.paloaltonetworks.com/blackcat-ransomware-releases-new-utility-munchkin/>

Last change to this tool card: 29 November 2023

Download this tool card in JSON format

All groups using tool Munchkin

Changed

Name Country Observed

APT groups

ALPHYV, BlackCat Gang [Unknown] 2021-Mar 2024 @

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=af87ca7c-f05d-411a-bb2a-f30d9815e71c
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