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 Tool: Moneybird

Names Moneybird

Category Malware

Type Ransomware, Big Game Hunting

Description
(Check Point) Moneybird is a ransomware variant written in C++ associated with Agrius
operations. The name 'Moneybird' is contained in the malware's ransom note and as

strings in the executable.

Information
<https://research.checkpoint.com/2023/agrius-deploys-moneybird-in-targeted-attacks-

against-israeli-organizations/>

MITRE ATT&CK <https://attack.mitre.org/software/S1137>

Last change to this tool card: 29 December 2024

Download this tool card in JSON format

All groups using tool Moneybird

Changed Name Country Observed

APT groups

  Agrius 2020-May 2023  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=4984d292-a0ad-4d6f-ab3b-6a757d769f57

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=4984d292-a0ad-4d6f-ab3b-6a757d769f57

Page 1 of 1

https://apt.etda.or.th/cgi-bin/aptgroups.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://apt.etda.or.th/cgi-bin/listtools.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=4984d292-a0ad-4d6f-ab3b-6a757d769f57
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=4984d292-a0ad-4d6f-ab3b-6a757d769f57
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Malware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Ransomware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Big%20Game%20Hunting
https://research.checkpoint.com/2023/agrius-deploys-moneybird-in-targeted-attacks-against-israeli-organizations/
https://research.checkpoint.com/2023/agrius-deploys-moneybird-in-targeted-attacks-against-israeli-organizations/
https://research.checkpoint.com/2023/agrius-deploys-moneybird-in-targeted-attacks-against-israeli-organizations/
https://attack.mitre.org/software/S1137
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=Moneybird&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=Agrius
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=Iran
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=Iran

