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 Tool: Listrix

Names Listrix

Category Malware

Type Reconnaissance

Description

(SecureWorks) The most commonly observed plugin downloaded and executed by far was
Listrix, a simple file-searching utility. The 2017 and 2018 versions of the module include the

following hard-coded list of file extensions to search for:
*.txt,*.bat,*.pcf,*.vsd,*.zip,*.pfx,*.cer,*.crt,*.pem,*.key,*.cfg,*.conf,*.rar,*.docx,

*.xlsx,*.pst,*.doc,*.rtf,*.pass*.*,*.pdf,*.xls

Information <https://www.secureworks.com/research/updated-karagany-malware-targets-energy-sector>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.listrix>

Last change to this tool card: 23 April 2020

Download this tool card in JSON format

All groups using tool Listrix

Changed Name Country Observed

APT groups

  Energetic Bear, Dragonfly 2010-Mar 2022

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=ad69085b-c367-4429-b6d8-00249a7e0d59

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=ad69085b-c367-4429-b6d8-00249a7e0d59
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