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Use

Exobot can request device administrator

perrnissions.[l;l

Exobot has used HTTPS for C2

communication.!]

Exobot can lock the device with a password

and permanently disable the screen.]

Exobot has registered to receive the

BOOT_COMPLETED broadcast intent.[1]

Exobot has used web injects to capture users’

c1redentials.ul

Exobot can show phishing popups when a

targeted application is running.[l]

Exobot has used names like WhatsApp and
Netflix.[Ll

Exobot can access the device’s contact list.[ll

Exobot can intercept SMS messalcg,es.u;l
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Use

Exobot can open a SOCKS proxy connection

through the compromised device.l1l

Exobot can forward SMS rnessages.[ll

Exobot can obtain a list of installed

applications and can detect if an antivirus

application is running, and close it if it .1

Exobot can obtain the device’s country and

carrier name.[1!

Exobot can obtain the device’s IMEI, phone

number, and IP address.Lll

Exobot can obtain the device’s IMEI, phone

number, and IP address.!1]
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