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&2 Tool: VAMP

Names

Category

Type

Description

Information

Malpedia

VAMP

android.micropsia
Malware

Backdoor, Info stealer, Exfiltration

(Palo Alto) VAMP is fully featured with all the capabilities you’d expect from a malware
family that resides on a phone. Features of the malware include:

* Ability to record calls

+ Contact theft

* Theft of documents stored on the device

* Theft of messages

<https://unit42.paloaltonetworks.com/unit42-targeted-attacks-middle-east-using-kasperagent-

micropsia/>

<https://malpedia.caad.fkie.fraunhofer.de/details/apk.vamp>

Last change to this tool card: 24 April 2021

Download this tool card in JSON format

All groups using tool VAMP

Changed

Name Country Observed

APT groups

Desert Falcons [Gaza] 2011-Oct 2023 @

1 group listed (1 APT, 0 other, 0 unknown)
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