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Key discoveries in the blog

RansomHub’s operators strategically advertised the group’s partnership program on RAMP
forum on February 2, 2024.

RansomHub’s operators took advantage of the impact of law enforcement operations on
LockBit and ALPHYV to release a partnership program and recruit affiliates of these groups.

The threat actors likely acquired the ransomware and web application source code from the
Knight (aka Cyclops) group.

The ransomware works on different operating systems and architectures including x86, x64 and
ARM as well as Windows, ESXi, Linux and FreeBSD.

The group started to use PCHunter to stop and bypass endpoint security solutions.
RansomHub used Filezilla as an exfiltration tool.

RansomHub’s affiliates have disclosed around 44 healthcare companies including hospitals and
clinics.

Affiliates may eventually threaten and report cyber incidents to regulators such as PDPL
(Personal Data Protection Law).

Who may find this article interesting

Cybersecurity analysts and corporate security teams
Malware analysts

Threat Intelligence specialists

Cyber investigators

Computer Emergency Response Teams

Law enforcement investigators

Cyber Police Forces

Who is RansomHub?
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encrypt data via SFTP protocol
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Dissecting a ransomware operation
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A new computer is added to the domain.

The new computer is renamed with the name of a domain controller, but without the trailing “$”.

A new Kerberos TGT is requested using the newly created computer name.
The new computer account is then renamed to any other name.

A Kerberos service ticket is requested using the S4U2self extensions and once obtained can be
used to access any service on the domain controller
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1. It retrieved information about virtual machines (VMs) and forcefully stops them through the
following embedded base64-encoded command:
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2. It deleted shadow copy executing the following embedded command:
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Dissecting RansomHub Ransomware

README_<randoms=.txt

Ransomware variants and cli options

-cmd Execute a specific command before encryption.
-disable-net Disable network interfaces before starting encryption.

-fast Enable fast encryption mode for quicker processing.
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Encrypt specific files only. Example: -file C://1.txt -file D://2.txt.

Target only specific network shares. Example: -host 10.10.10.10 -host
10.10.1011

-no-folder-filter Disable folder filtering, allowing all folders to be targeted.

-only-local Restrict encryption to local disks only.

-background Run the ransomware in the background.

-fast Enable fast encryption mode.

-pass Specify a passphrase for execution.

Encrypt files in specific directories. Example: -path [var/www -path

-path
Pa /var/sqldata.

-verbose Log actions to the console.

-sleep Introduce a delay (in minutes) before execution.
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-path

-sleep

-skip_vms

-fast

-verbose
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Specify a passphrase for execution.

Specify the directory to encrypt (default is [vmfs/volumes). Example: -path
[vmfs/other.

Introduce a delay (in minutes) before execution.

Skip stopping and encrypting VMs listed in a file. Example: -skip_vms skip.txt.

Enable fast encryption mode.

Output encryption logs to the console.

Execute a specific command before encryption.

Enable fast encryption mode.

Specify the target SFTP host. Default: 10.10.10.10:22.

Specify the passphrase for execution.

Encrypt files in specific directories. Example: -path /volumel -path /volume2.

Use a proxy for connecting to the SFTP server. Example: -proxy
socksb://127.0.0.1:1090.

Skip encrypting specific virtual machine files. Example: -skip_vm “VM1”.

Set the number of encryption threads (default is 8).
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Windows Ransomware Internals
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Open a handle to its executable file.
Rename the file to “amd64.exe:dea”.

Close the handle.

Reopen the file handle and set the delete-on-close flag.

Close the handle again.
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Shadow Copies

Event Logs

powershell.exe -Command PowerShell -Command “|”Get-Ciminstance Win32_ShadowCopy [
Remove-Ciminstance|””

EE)

cmd.exe /c “|"vssadmin.exe Delete Shadows /all /quiet|
cmd.exe /c “|"fsutil behavior set SymlinkEvaluation R2L:1|"”

P

cmd.exe /c “|"fsutil behavior set SymlinkEvaluation R2R:1|

cmd.exe /c wevtutil cl security

cmd.exe /c wevtutil cl system

cmd.exe /c wevtutil cl application

BlackCat Cicada3301
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1. Enumerates all accessible files on the remote machines.

2. Encrypts the files using its encryption algorithm.
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3. Writes the ransom note to inform the victim about the attack and payment instructions.
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This random key is used to encrypt the file.

The key itself is then encrypted using the master public key from the configuration.

The ransomware calculates the number of blocks in the file based on its size and the interval size
(default: encrypt 1 MB, skip 3 MB).

The metadata—comprising the encrypted key, block count, and the master public key—is written
to the end of the file.

Reads the file content (including the metadata already written).

Encrypts the content using AES-CBC mode encryption.

Rewrites the metadata at the end of the file after completing the encryption process.
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SFTP Ransomware Internals

Authenticates with the SFTP server using the username and password it requests or retrieves
from its configuration.

Enumerates files within the root directory of the SFTP server.

Encrypts the files, rendering them inaccessible to the server’s users.

Ransomware killer
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MsMpEng.exe AmSvc.exe TaniumCX.exe Ntrtscan.exe

MsSense.exe CrAmTray.exe Traps.exe TmWSCSvc.exe

Page 36 of 41




SenselR.exe

SenseNdr.exe

winlogbeat.exe

elastic-agent.exe

filebeat.exe
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CrsSvc.exe

CybereasonAV.exe

RepMgr.exe

RepUtils.exe

RepUx.exe

Conclusions

cyserver.exe

CyvrFsFlt.exe

fortiedr.exe

ElConnector.exe

hurukai.exe
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Mitre Att&ck Mapping

Yara Rules for Ransomhub

rule RansomHub_AVKiller
{
meta:
company = "Group-IB"
author = "Mahmoud Zohdy"
date = "2024-09-26"
description = "Detection for RansomeHub AV Killer"
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hash® = "c618c943840269eb753cb389029d331c"

$Argument_1 = "-pass” nocase

$Argument_2 = "-key" nocase

$PDB_1 = "Loader.pdb" nocase

$PDB_2 = "C:\\Users\\Private\\Source\\repos\\Loader\\"
$InternalName_1 = "Loader.exe" wide nocase
$InternalName_2 = "Config.exe" wide nocase
$ProductName = "-Game" wide nocase
$EncryptedShellCode_1 = "Config.bin" wide nocase
$EncryptedShellCode_2 = "Data.bin" wide nocase
$FileDescription = "Loader Config" wide nocase

condition:

6 of them

rule ransomehub_ransome

{

meta:

strings:

author = "M.Zohdy Group-ib"

date = "2025-01-29"

description = "Detect RansomeHub Ransomware"
hash@ = "2b7a13837039f4f5ff6aeaabb135e712"
hash1 = "35353c1c33c6e8a9c5944ae1b1541512"
hash2 = "7ea71f9c62e5067da16df949542148da"
hash3 = "271c4158f9a807fd92bfe65bbd4744cf"
hash4 = "4b194e9b87c14d1c24aa0603b5baed0f"
hash5 = "53987a86915d63db7c70998957d5a58d"
hash6 = "4c6616c79ef2904b238dd9ed45ac6054"
hash7 = "389c64831dd5d409153eaf352f5537e1"

$stringd = "extension"
$stringl = "settings"

$string2 = "master_public_key"
$string3 = "remove"

$stringd = "note_full_text"
$string5 = "note_file_name"

condition:

5 of them
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Found it interesting? Don't hesitate to share it to wow your friends or colleagues
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