https://threatexpress.com/blogs/2017 /metatwin-borrowing-microsoft-metadata-and-digital-signatures-to-hide-binaries/

Borrowing Microsoft MetaData and Signatures to Hide Binary
Payloads

Archived: 2026-04-05 19:11:14 UTC

Joe Vest | October 9, 2017 | Tweet This Post:

Page 1 of 6


https://twitter.com/intent/tweet?url=http://threatexpress.com/blogs/2017/10/metatwin-borrowing-microsoft-metadata-and-digital-signatures-to-hide-binaries/&text=Borrowing%20Microsoft%20MetaData%20and%20Signatures%20to%20Hide%20Binary%20Payloads
https://twitter.com/intent/tweet?url=http://threatexpress.com/blogs/2017/10/metatwin-borrowing-microsoft-metadata-and-digital-signatures-to-hide-binaries/&text=Borrowing%20Microsoft%20MetaData%20and%20Signatures%20to%20Hide%20Binary%20Payloads

https://threatexpress.com/blogs/2017 /metatwin-borrowing-microsoft-metadata-and-digital-signatures-to-hide-binaries/

Overviewy

A twitter post by Casey Smith (@subtee) inspired me to update a tool written by Andrew Chiles (@andrewchiles)

and I a few years ago.

During a Red Team engagement, it can be helpful to blend in with the environment as best as possible when

forced to operate from disk. Operating in memory is great, but in many situations or scenarios, you must resort to
binaries on disk. A technique I've used with great success is to modify a binary's resource information (metadata).
This includes fields such as file icons, version, description, product name, copyright, etc. When defeating security

defenses or managing IOCs (See my SANS Breaking Red webcast series for more on IOC management), a threat

will often attempt to trick or deceive an analyst. Making files blend into the environment can cause an analyst to

treat malicious behavior as trusted. If a binary says is it from Microsoft, it must be...

This is where MetaTwin comes into play. This is rewritten to not only modify a binary's metadata, but also add a

digital signature as recently described by @subtee and @mattifestation.

1. MetaTwin starts with a legitimate signed source binary, such as explorer.exe

2. Extracts the resources (via ResourceHacker) and digital signature information (via SigThief)

3. Writes the captured data to a target binary

Demoy

In this example, I'm simply using a default meterpreter reverse_tcp binary. Nothing special here, use any binary

(.exe or .dll). Personally, we're huge fans of Cobalt Strike during real engagements.
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BR Comnmmand Prompt - powershell -ep bypass - O X

As you can see, the file looks and feels like it could belong there. Storing this in a location such as
c:ProgramData... with a modified time stamp, could buy a Red Team operator a bit of time and support long(er)

term persistence.

Interesting Observationsf

AntiVirusy

Often simple modifications can cause defensive tools to react in different ways. Of course AV is often not a show
stopping defensive tool, but we were curious as to how AV handled a default Metasploit meterpreter binary when
modified with MetaTwin. No obfuscation other than the addition of metadata and digital signatures. The results

were interesting...

Default Reverse TCP Meterpreter Binary
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50 engines detected this file
. SHA-256 02d873881fef5b497503a48c221¢c4977e3a1a0d2cfabfa78a8d6c567e63dcal0
EXE File name revimetexe
File size 72.07 KB
Last analysis  2017-10-07 23:09:17 UTC
50/ 65 .

As expected, VirusTotal reported several hits

Metadata added to Reverse TCP Meterpreter Binary

43 engines detected this file
. SHA-256 cc96177e110d4413f918d9b7ef3650eab59bd7fa7al2afe3 7fde7ce3ecd63d1b
EXE Fil2 name 20171007_171704_revmet.exe
Filz size 88.07 KB
Last analysis  2017-10-07 23:23:40 UTC
43 /65 4

Interestingly, adding metadata alone reduced the AV detection rate.

Metadata and Digital Signature added to Reverse TCP Meterpreter Binary

38 engines detected this file
. SHA-256 e653b4d75cc02daseaz58besb’ c1eb6ferd9586fabba77eb570a188338783e66
ExE File name 20171007_171704_signed_revmet.exe
File size 96.42 KB
Last analysis  2017-10-07 23:17:34 UTC
38 /65 s

After adding a digital signature and the metadata, exposure dropped from 76% to 58%. This is important because

we're not even trying to evade AV!
SysInternals AutoRunsq

In additions to Antivirus, you can see how default tool behavior responds to these modifications using

SysInternals AutoRuns.

Using the modified binary, we created simple persistence mechanism using a scheduled task. AutoRuns can be

used to display this type of Windows persistence. But... the modified binary is hidden by default. Take a look...

AutoRuns Default Settings Hide the "Microsoft" scheduled task
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T Autoruns [WINTOadmin] - Sysinternals: wann,sysinternals cam — O >

File Entry Options  User Help

L'I‘ (2] _‘ﬁl Filter: | |
E Book Execute E Image Hijacks 1% appInit |%] KnownDLLs n Wwinlogan .i.\ Winsock Providers
=4 Prink Manitors 7@ LS4 Providers L Metwork Providers :E% WMI B Sidebar Gadgets ﬂ Office
=} Everything é Logon -5' Explorer ,é Internet Explorer ‘j Scheduled Tasks % Services Drrivers D Codecs
Avtorun Entry Dezcription Fublizher Image Path Timestamp
£ Task Scheduler
_j ‘GoogledpdateT askMachineC. . Google Installer Google Inc. chprogram fles [«B6haoogle... 7152016 129,
_j ‘GoogledpdateT askMachinelld Google Installer Google Inc. chprogram fles [«B6haoogle... 7152016 129,
Om “MicrozoftyiwindowshCliphLice. chwindowshsypawowBdhclipu...
[ 7 “Microsoftswindows\DeviceDir... chwindowshspewowbd devic. .
B SMicrosoftswindows'FileHistor. .. chwindowshayzwowE 4\ fhtas.
B SMicrosoftswindowssLocation'. .. chwindowshayzwowEd wind...
B SMicrozoftswindowssMobile Br... chwindowshayswowbdimbae. .
1B sMicrosaitwindowsiHetTrace. . chwindowsspstemd2hgather... 762016 542,
|:| B sMicrosoft\WindowshSvsmaink... o windowsspawowBdaysm...
B sMicrosoft\WindowshTime Zon... chwindowsspawowBdstzayn. ..

The scheduled task is missing

AutoRuns Default Options

= Autaruns MINTMadmin] - Sysinternals: wanmn, sysinternal:
File Entry  Options  User  Help
L'ZI (2] }‘ ~  Hide Empty Locations

E - " Hide Microsoft Entries p
2 Prink Hide Windows Entries Me
=} Everytt »  Hide VirusTotal Clean Entries e

Autarun Entry

Scan Options..,
i3 Task Scl Fant...

A - _'n

Changing the Default Reveals the "Microsoft" scheduled task
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' Autoruns [MAN1Madmin] - Sysinternals: waassysinternals,com - O *

File  Entry Options  User Help

2 R xXE Filker: | |

ﬁ Book Execute E Image Hijacks |%] applnit |%] KnownDLLs ' ‘Winlogon iﬁ Winsock Providers
iz Print Manitors %} L34 Providers ¥ Network Providers :E% WML [ Sidebar Gadgets l] Office
=¥ Everything % Logon ';J Explorer [ﬁ Internet Explorer j Scheduled Tasks % Services Drriwers D‘ Codecs
Autorun Entry Dezcnption Publizher Image Path Timestamp ™
15 \GoogleUpdateT askMachinelld Google Installer Google Inc. c:\program files [#86)hgoogle... 7AB/20061:
[m=] “MicrosoftWisualStudiotSl= . WSk<AutoUpdate exe Microzoft Corporation c:\program files [#86) microzo... B/20/2016 2:

Om “hicrozoft\Windows'CliphLice. . chwindoveshsyswowBdclipu...

O] 7 “MicrosoftvwindowssDeviceDir... o hwindowshspswowEd \devic. ...

B SMicrosoftyWwindowshFileHistor. chwindowshspswowEdifhtas.

B SMicrosoftyWwWindowshLocation®,.. o hwindows gyswowEd waind. .

B AMicrosoftaindowshkobile Br... o uwindows gyzwowEdmbae. .

E “Microzoftwindows\MNetTrace. .. chuwindowzspstem32hgather.,. FAE/Z016 B

[ B “MicrosoftwindowstSysmaint... o hwindoveshspewowBd vaysm. .

B SMicrosoft\windowssTime Zan... chwindoveshspawowBd \tzsun. .

[m=] “MicrosoftswindowsSwindows . Microsoft Malware Pratection . Microsoft Corporation c:\program files windows def... 8/7/2017 11:

53] \Microsoft\WwWindows\Windows ... Microzoft Malware Pratection ... Microsoft Corporation chprogram fileshwindows def. . 8/7/2017 11:

[55] “\Microsoft\WwWindowsSWindows .. Microsoft Malware Pratection ... Microsoft Corporation chprogram fileshwindows def. . 8/7/2017 11:

[ el sMicnsnftaefindomsafind o Microsoft Malware Protechon  Microsaft Corporation cvnmoogran fileshwindows def 872017 17
£ >

&= 20171007 _183033_signed_revmet.e Size: 5 kK
Jf MNetwark Configuration Objects Tirne: 5/24/2009 7:00 PM
Microsoft Corporation Version:  10.0,14393.0

"CiiUsersladminiDeskkopimeta_bwinlZ017 1007 _183033,201 71007 _183033_signed_revmet. exe"

Ready, Clean YirusTaokal, Windows Entries Hidden,

h|

Takeaway9

Based on these observations, it's clear that some AV and EDR tools make poor assumptions based on file metadata
and digital signatures that can make them less effective or confuse an inexperienced Blue Team member. Red

Team operators can use this to their advantage if forced to operate from disk in future engagements.
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