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 Tool: Duuzer

Names
Duuzer
Escad

Category Malware

Type Reconnaissance, Backdoor, Info stealer, Exfiltration

Description

(The Hacker News) Duuzer gives attackers remote access to the compromised computer,

allowing them to:
• Collect system and drive information

• Create, enumerate, and end processes
• Access, modify and delete files
• Upload and Download additional files

• Change the time attributes of files
• Execute malicious commands

• Steal data from infected system
• Know about victim's Operating System

Information <https://thehackernews.com/2015/10/computer-malware-attack.html>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.duuzer>

AlienVault OTX <https://otx.alienvault.com/browse/pulses?q=tag:duuzer>

Last change to this tool card: 28 December 2022
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All groups using tool Duuzer

Changed Name Country Observed

APT groups
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  Lazarus Group, Hidden Cobra, Labyrinth Chollima 2007-May 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=184437d7-3eab-4aaf-9794-be6006ac3558
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