
Threat Group Cards: A Threat Actor Encyclopedia
Archived: 2026-04-05 23:20:19 UTC

Home > List all groups > List all tools > List all groups using tool LuaDream

 Tool: LuaDream

Names
LuaDream
DreamLand

Category Malware

Type Backdoor

Description

(SentinelLabs) LuaDream is a multi-component and multi-protocol backdoor, whose main

features are managing attacker-provided plugins and exfiltrating system and user information.
The implementation and architecture of LuaDream indicates that it is a maintained, actively

developed project of a considerable scale.

Information
<https://www.sentinelone.com/labs/sandman-apt-a-mystery-group-targeting-telcos-with-a-
luajit-toolkit/>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.luadream>

Last change to this tool card: 30 November 2023

Download this tool card in JSON format

All groups using tool LuaDream

Changed Name Country Observed

APT groups

  Sandman 2022  

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=e1d7a857-6891-42e9-a080-2e131500a3ba
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