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IToTOMOK «HeLleH3ypHOro» TPOsiHa WX KaK BOPYIOT Mapo/ii Ha

FTP.
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Buepa s1 pa3bupan «HerjeH3ypHbiii» Tposin (http://vilgeforce.habrahabr.ru/blog/44130.html), a ceroans
pazzenbiBato ero moromka — ftp34.dll. Dra TBapuHKa, KCTaTH, Ky/Jja Kak MHTepeCHee Mo/IaB/IsHoIIero
OOJTBIIMHCTBA TPOSIHOB. XOTs OBl TEM, UTO BOPYET UH(POPMALIMIO He C JUCKA, a TIPSIMO M3 CeTeBOTo Tpadduka.

Kak? CmoTtpuTe nog, Kar.

B niepBoii cepuu ObL1 1TOYTH /0 KOHIIA pa300paH OAXH M3 KOMIIOHEHTOB KoMIulekca « TposiH 3anymnko». OH Aporasn
Ha guck ¢aiin ftp34.dll u 3arpy»xan ero npu nomoiny LoadLibrary. [Ipruem 3T0 MpouCXoAn/Io NpU KaK ok

aKTUBALUX TPOSIHA.

ftp34.dll — daiin pasmepom 4608 6atit, ynakoan UPX, mosToMy B Linux (s joMa B IMHyX€) PacliakOBBIBAETCS 3a
5 cekyH/. PacniakoBanHbI# (aiin Becut 7608 6aiiT. DLL, Kak 1 ee ApoIep, UCTO/b3YeT TOT >Ke MPUHITUITH
mmdpoBanus cTpok — XOR opHuM 6afiToM, Kog GyHKIMHU TOT >ke. CKpunt st [IDA muiieTcs 3a MUHYTY.

IDA 3a60T/11MBO CBepHY/Ia KOZ, TOUKH BX07[a, TlepeMecTHB Kypcop Ha DIIMain. B DIIMain nipoBepsieTcst mprurHa
BLI30BA: €C/IM TIPOU3BOJUTCS 3arpy3Ka OMOIMOTEKN BBITIOHSIOTCS OJHU AeHCTBYS, eC/TU BRITPy3Ka — Apyrue. Tak
Kak call'oB /151 BRITPY3KHM OBLIO MeHbllle, Hauasl C 3TOro Kycka. B mpogype Detach (Ha3oBeM ee Tak) — CTpaHHbIH

KOZI:

.text:10001D2F push eax; IpNumberOfBytesWritten
.text:10001D30 push 6; nSize

.text:10001D32 push offset unk_1001213C; IpBuffer
.text:10001D37 push IpBaseAddress; IpBaseAddress
.text:10001D3D push OFFFFFFFFh; hProcess
.text:10001D3F call ds:WriteProcessMemory

U NoBTOpsieTcs: OH 4 pasa. Eciu st Huuero He nytato, To hProcess paBHbIi -1 03HauaeT 3an1ch B CBOE ke
COOCTBEHHOE a/jpecHOe IIPOCTPAHCTBO. Berblil aHanmu3 CcblIoK Ha afpeca Oydepa [/1s UTeHHs U 151 3alIACH
nokasaj, uto DLL 10BO/BbHO aKTUBHO UMTaeT/NMuILeT B HUX Npy nomolu Read/WriteProcessMemory. OTKpPbITBIM

BOIPOC «3ayemM?» OCTaBIIIO Ha ITOTOM.

JlelicTBUsA NpH 3arpy3Ke

Kax u cBO¥ «poguTenb», 3Ta OUOIMOTEKA MOATOTABIHUBAET CTPOKH, COZIepyKAIIe TIYTH K HY>KHBIM (atiiam:
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%TEMP%\r43q34.tmp u % TEMP%\mpz.tmp. ITIpUCyTCTBHE B CHCTEME IPYTHUX K3EMILISIPOB OUOIMOTEKN
oTipe/ie/isieTCsi IPU NOMOILb MbIOTEKCA, U eC/1 ero HeT, co3zaercs notok Threadl. ViMeHa MbIOTEKCOB s He
TIPUBO’KY, OO COMHEBAIOCh, UTO KTO-TO OyZleT MPOBepsITh CUCTEMY Ha MX Hanuuue :-) Tereps — camoe

nnTepecHoe! bubmoreka [TATUUT ¢ynkimn Windows Sockets B mamsitu. Kak 310 npoucxoaut? Bot koz:

.text:10001B72 push 4; int

.text:10001B74 push offset aSw676Hh; «ws2_32.d11»

.text:10001B79 call decryptXor

.text:10001B7E pop ecx

.text:10001B7F pop ecx

.text:10001B80 push eax; IpModuleName

.text:10001B81 call ds:GetModuleHandleA; ITonyuaem xsu4 ws2_32.d11
.text:10001B87 mov [ebp+ws2_32handle], eax

.text:10001B8A push 5; int

.text:10001B8C push offset aWFs; «recv»

.text:10001B91 call decryptXor

.text:10001B96 pop ecx

.text:10001B97 pop ecx

.text:10001B98 push eax; IpProcName

.text:10001B99 push [ebp+ws2_32handle]; hModule

.text:10001B9C call ds:GetProcAddress; [Tonyyaem azpec GyHKLUH recv
text:10001BA2 mov recvAddr, eax

.text:10001BA7 lea eax, [ebp+NumberOfBytesWritten]

.text:10001BAA push eax; [pNumberOfBytesRead

.text:10001BAB push 6; nSize

.text:10001BAD push offset originalCode; IpBuffer

.text:10001BB2 push recvAddr; IpBaseAddress

.text:10001BB8 push OFFFFFFFFh; hProcess

.text:10001BBA call ds:ReadProcessMemory; UuTaem B Oydep originalCode nepsbie 6 6aliT hyHKLIHM recv
.text:10001BCO mov HookCode, 68h; B 6ydep, 3amucbiBaembiii B Hauasio recv() momelijaeM OIKo/, KOMaH bl push
.text:10001BC7 mov dword ptr HookCode+1, offset newRecv; Cneznom 3a push — azipec Halllero HoBoro
obpaboTunka

.text:10001BD1 mov HookCode+5, 0C3h; U teneps RET
.text:10001BD8 lea eax, [ebp+NumberOfBytesWritten]

.text:10001BDB push eax; IpNumberOfBytesWritten

.text:10001BDC push 6; nSize

.text:10001BDE push offset HookCode; lpBuffer

.text:10001BE3 push recvAddr; IpBaseAddress

.text:10001BE9 push OFFFFFFFFh; hProcess

.text:10001BEB call ds:WriteProcessMemory; ITuiiiem Haiiry BcTaBKy Ha Hadasio recv(). [emno cienaHo!

YBBI, MO/TyUrsICs OH KyZla KaK MeHee uuTaeMbIM, Hexkenu B IDA :-( Bkparije: nonyuunuy afipec Hy>KHOU (QyHKLIU.

CunTasy c 3Toro ajpeca 6 0aiT, moAroToBUIM Oydep C KoZioM
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push offset myRecv

ret

Y 3aycasiy ero B Hayasio TiepexBaThiBaeMoii Tipotieiypel. KomOuHarust push-ret — mepexo/ Ha Hy>KHBII Ham
azipec He COBCEM OYEBH/HBIM criocoboMm. ITepexBarbiBaroTCs cieaytonpe GyHkipu: recv(), WSARecv(),
WSASend(), send(). Teriepb cTaso sicHO, YTO Takoe IHUIIeTCs B TIaMsITh TIpY BeIrpy3ke DLLKU: 3T0
BOCCTaHAB/IMBAETCsl OPUTHMHA/BHBIA KO/ TepexBaThiBaeMbIX QyHKIMM. OcTascs riaBHbIA BOIPOC — Kak
repefaeTcs yrpasjieHue Ha opurMHaibHble GyHKUMK? U uTo ke ¢ Thread1? OHa ycTaHaB/IMBaeT CBOU
06paboTumK (KOTOpBI, KCTaTh, HUUEro KpUMHUHALHOTO He zianeT) npu nomoiiy SetWindowsHookEx. 3auem?

TouHo He 3Haro... Ho Aa 3TO, iyMaro, He Ba)KHO.

DYHKIUU NepexBaTUUuKOB

Y Bcex mepexBaTUMKOB MHOTO OOII[ero: 3T0 KOPOTKKeE MPOIeyPhl, CofiepyKaliiyie, rpybo ToBOpsi, TOMBLKO 2 BBI30BA.
[TepBbIit BBI30B OfIMHAKOB Ayisi iepexBaTurKoB send() 1 WSASend(), a Bropoii — ji1st recv() 1 WSARecv(), To
ecTh pasziesieHre 1o GyHKIMoHany. Ha3oy 3tu nBe dyHKiuu HookSend 1 HookRecv cooTBeTcTBeHHO. BTopoi
BBI30B B [ePeXBaTUMKax pa3HbIi, 3TO BbI30B (PYHKIMU, KOTOPasi aTUMT MepexBaTbiBaeMble (DYHKLIUHU /10
HCXOJJHOTO COCTOSTHUSI, BbI3bIBAET UX, @ TIOTOM MaTUMT B BAPUAHT C TepeXBaTUYMKOM.

®ynukrmy HookSend() m HookRecv() mosyuarot Tpu rapamerpa — cokeT, Oydep u aAnmvHy. HauanbHbIN KOJ, TOXKe
COBIMA/IaeT: TIOJIy4YaeM azipec, K KOTOPOMY TIOZ[K/TFOUEH COKeT, TPe0Opa30BbIBAEM 3TOT aZipeC B CTPOKY, a TAKXKe
TIePeBOJIMT a/ipecC U3 CEeTeBOTO TOpsi/IKa Cie0BaHUs OalT B XOCTOBBIM. TyT BO3HUKAET He COBCEM ITOHSITHBIN MHe

MOMEHT:

.text:100015CA push [ebp+s]; s

.text:100015CD call ds:getpeername
.text:100015D3 push dword ptr [ebp+name.sa_data+2]; in
.text:100015D6 call ds:inet_ntoa

.text:100015DC push eax; Source

.text:100015DD push offset byte_10011C10; Dest
.text:100015E2 call strcpy

.text:100015E7 pop ecx

.text:100015E8 pop ecx

.text:100015E9 push dword ptr [ebp-12h]; netshort
.text:100015EC call ds:ntohs

.text:100015F2 movzx eax, ax

.text:100015F5 cmp eax, 25

.text:100015F8 jnz short loc_10001607

s — cokeT. He moHrMato0, Kak MbI 1TOC/Ie BbI30Ba Ntohs B ax mosyyaeM nopt? Yy Tam 1efiCTBUTENBHO TTOPT OyzeT
U s TUIOXO0 JIOKY uuTan? B obiiem, HHTYUIUS 1 3HaKoMble urcia (25, 80, 110 :-) mozckasaiu, uTo UeT MpoBepKa
T1opTa, K KOTOPOMY OCYILleCTB/IeH KOHHEKT. [/ mpueMa rnepexsaTbiBaeTcst Tpadduk 1o caeyromyM nopram: 25,
80, 110. st mepemaun: 25, 80, 21. ITpuuem Tpadhduk 21-ro mopra o6pabaTeiBaeTcs Kak-To XUuTpo. [Tepesaua mo
80-my mopTy, oX0yke, BHOCUT HEKOTOPbIe H3MeHeHUs B Tpaduk: ecu B repefjaBaeMbIX JIlaHHbIX BCTpeUYaeTcs
CTpOKa «gzip,», To OHa OyzeT 3aMeHeHa Ha 5 6aliT ¢ kozom 0X6E («n»). 3auem? He 3Hato... Ha 3TOT MOMEHT He

paBO6paHHLIMI/I OCTaJIMCh TOJIBKO IMPOLeAYyPhI IMTOKMCKA B IMepe/ilaBaeMbIX JdaHHBIX naponeﬁ Ha FTP 1 nouToBbIxX
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aZpecoB, a TaKXXe 3altiCh 3TOro ,q06pa B (1)&11‘;1]1]:1. CTPOK AJ1s1 BODOBCTBA IMMOYTOBBIX naponeﬁ He BUJHO, PaBHO KadK U

KO71a, OTIPAaBJIAIIero cobpaHHyr HH(GOPMALIMIO 10 CeTH. [is 3Toro, HaBepHOe, eCTb CBOM KOMITOHEHTHI.

Ecnu Takas 3apa3a no/yuyuT paclipocTpaHeHue, TO HUKakie pekoMeHzauuu ot [1nHua tuna «He xpaHuTh naposiv
Ha JJUCKax» He TIoMOryT. OcTaeTcsi TO/IBKO Mepexof Ha I poBaHHbIe KaHasbl CBsi3U. Ho yunThiBas mepexsat

Bcero Tpad¢uKa 310, AyMaro, c/1abo IIOMOXeT :-(

UTo MHe BO BCEM 3TOM He 5ICHO U CTPaHHO:

1) WriteProcessMemory UCITO/Ib3yeT B KaueCTBe X3H/y1a -1. [Touemy coMHeBarOCh, UTO repexBaueHbl OyayT
BbI30BBI /IJ151 BCeX MPUI0KEHNH.

2) 3auem npumensieTcs SetWindowsHookEx?

3) ObHapy>K1BaeTCs JIM aKTUBHOCTB TPOsTHA MTOBe/jeHYeCKUMH aHasu3atopamy? V1 BooO1ie XOTb KaKUM-HUOY/Ib
coToM (KpomMe CUrHaTypPHOrO MOUCKA).

4) OTKyza CTONBKO io/ielt y3HAtOT Mpo Moi TocT? MeHst uMTaeT, HaCKOJIBKO s 3Hato, MeHblile 10 yesoBek :-D

Bpems Ha aHamM3 — 0K0J10 2 4acoB (TIOIyTHO OTBeyasi Ha KOMMeHThI). MIHcTpymeHThl — UPX + IDA Pro +

OllyDbg (moskHO 65110 1 6€3 Hero), To/I0Ba C MO3raMH.

Source: https://habr.com/ru/post/27053/
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