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In the last post, I did an analysis of a set of BBSRAT samples that are characterized by unique mutexes
(cc5d64b344700e403e2sse, cc5d6b4700e403e2sse, cc5d6b4700032eSS) and calls back to a known Winnti
Group C2 (bot[.]googlerenewals[.]net). In this post, I’'m going to continue on analysis of samples related to the

abovementioned mutexes.

When I started on this analysis journey, I was hoping to find more BBSRAT samples. However, the results I
arrived at deviated from expectations, and instead I found a set of dropper malware that used the same mutexes as
those found in the BBSRAT samples I analyzed. The final payload dropped by these droppers is the BlackNix RAT.
Pivoting from the C2 called from this BlackNix RAT, more BlackNix RATs were found on VirusTotal. I was unable
to find any technical blogs on the BlackNix RAT, and hence, here I am.

The following diagram is a sort of a “signpost” for this writing.
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BlackMix RATs

Let’s dip into the first dropper!
Projectl.exe
;7 projectl.exe

5/4/2020 3:42 PM
112 MEB
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The following files are likely from the same source code:
daaa061c88b197fa92d9648306e79875e3a24f392550dacaabd22e5fdba53ebf
75dc821013fe92ef93cefad7d3fe83ad5ce90658e8ef01fcdb0b11652397abec

Judging from the executables’ icon, it looks like the samples are written with Borland Delphi 7, and sadly the
executables’ compilation timestamps are 1992—06—-19 22:22:17 (a well-known bug in Delphi 4-2006). I didn’t
really look into which versions are affected by the compilation time bug, because that’s beside the point. The
samples’ compilation time can still be deduced with the timestamp within the executables’ resources. (Thanks to

Adam’s old post on this[1])

This dropper will drop 2 files system.exe and systemm.exe into %USERPROFILE%\Pictures, execute them and

write a diskshadow.exe to C:\ProgramData\Microsoft\DeviceSync\.

Press enter or click to view image in full size
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system.exe, systemm.exe
SHA256: AEB61477C3F4F2D76 AFODC97B19B01F73C8ADA1FCE91D66ESBOE489E2E807430

Execution of system.exe creates a service to execute itself within the context of the service.

C:\Windows\System32\sc.exe create SESSRV binpath= “cmd /c

\”C:\Users\asuna\Pictures\system.exe\””

C:\Windows\System32\net.exe start SESSRV
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SESSRV Properties | |

SESSRV -
Type: |Own process v| Stattype: |Demand stat - |
Emor control: [Hm v] Group: '

Binarypath: cmd /o "C\Users'\asuna'\ Piclures \system exe” Browse...

User account:  LocalSystem

Password: (IITTTTIT] ]
Service DLL:  N/A
|| Delayed start

[ ok ][ cancel |

The mutexes are set within the execution of system.exe and systemm.exe.

Press enter or click to view image in full size

EeYoymiamese (012} Apatis o RS ) sysermmexe (1192) Poperies . 0 i o sl i
| [Ceneral | statisbes || Performance | Threads | Token | Moduies | | | [[General | Statstics | Performance | Thweads | Token | Modies | Memary | |
Memeory | Envworment | Handes | geu | DiskandMetwerk | Comment | Emvronment | Hendes | job | GPU | DiskandMetwork | Comment | |
|
| Type -  Name . Type = Mame H=
EtvRegsiration  {fa50-0000-0000-0000-D000D:000220} EtaRegatiaion  {ffFa30-0000-0000-0000-000007000220) €
EtwRegstration  {fffffaB0-0000-0000-0000-00000e0005 20} EtwRegstration  {fffffa80-0000-0000-0000-000008000220} ¢ |
Event \BaseNamecObjects TermSr ReadyEvent EtwRegsbation  {FF¥a30-0000-0000-0000-00000900020) 3 |
File Cr\Windows EtvRegstation  {ffFf380-0000-0000-0000-000008000320} 3 |.
File Crindows\SysNOWES EtvRegstration  {ffFFfa80-0000-0000-0000-000006000220} t
Key HELM\SOFTWARE \icresaft iindaws NTICurrentversion' EtvRegstaton  {ffffa80-0000-0000-0000-000004000220} 3 |
Key HELM\SOFTWARE Wicrosoftiindowws NT\Currentviersion' EtiRegstration  [FFFa80-000040000-0000-000002000220) ¢ |
ey HILM|STSTEMControiSetia 1\Cantral s \Sorting Wersion Fie Cr\windows i
Ky HELM Fie C:\Windows \SysWOWES [ |
Koy HELM\SYSTEMControlSet001\Contrel\SESSION MANAGSF Fie \TSCLIENTIC Wsers) d
ey Ha Fie WTSCLIENTIC Wsers) [0
Key HIU| DEFALLT\SOFTWARE MicrasaftiWindows NT\Curred Key HKLMIGOFTWAREMirosaft Windows NTiCurenty... G
ey HKLM\SOFTWARE\Wew64 32N odeWizrosoft Windasws NT Key HILM\SOFTWARE WMicrosoftWindows NT\Currenty... (]
Key FALMISYSTEM Controi5et00 1\ Control s \Customi ocale Key HILMISYSTEMContraiSetd0 1iControlisiSartngiV... Oz
Mutant \BasetlamedObjects\DEVnMutex Key HILM g
Mutant \BasehamedObjects\ccSdEba700032e55 ey HILMISYSTEM ControtSe 0 14Cont olISESSION MA... (]
Mutant \BasehamedObjectsloeSdeb4 P00e 403 2use E Mutant Sessions| 1 \BaseNamedObjects\DEWNMutex [«
Thread system,exe (9012): 823 Mutant \BaseNamedObjects\ccsdeab3Hm0edsezsse 1 ¢
Thresd system.exe (4012): 1136 l Thread systemm.exe (1192): 323 i
Thread system.exe ($012): 1136 WindonStaton  \Sessions\{\Windows [WWindowStatons [IWinSte0 g
Thread system.exe (4012): 1232 WindowStaton  \Sessions\1\Windows WindawStatons WinGia0 G
WindonStation  \Windows!WindowStations'Gervice - Je 75 | ) = —— ;
i W WindowStatians\Service Oxd- 3875 L

systemm.exe attempts to copy diskshadow.exe to a network location
WTSCLIENT\%userprofile%\AppData\Roaming\Microsoft\Windows\Start Menu\Programs\Startup\. The sample

Page 3 of 28



https://medium.com /insomniacs/shadows-with-a-chance-of-blacknix-badcOf2f4 1cb

also attempts to locate and copy a 1.jpg.Ink within the same directory as diskshadow.exe, but this file was not

created by the previous dropper.

In gist, the sample’s job is to copy the payload diskshadow.exe to a host that is connected to the current victim via
RDP and set persistency to run at startup. This is possibly a tool meant for lateral movement within the victim

network. The same technique is also found in the execution of the BBSRAT samples analyzed previously.

The following screen captures referenced one of the BBSRAT trinity files, lockdown.dll (MD5:
166D28FF69019D9991EECBD26DC1E266):

Press enter or click to view image in full size
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Copy file to network location. Left: system.exe; Right: lockdown.dll

The mutexes come into play with the same “usage” as what was seen in the BBSRAT samples as well.

Press enter or click to view image in full size
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One of the places where mutex is set. Left: system.exe; Right: lockdown.dll
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Given that even the sleep counter is identical, I would suspect that the two executables might share the same “base

code” (or perhaps copied from the same “reference code”). The proximity of their compilation time also suggests
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that perhaps the same author is behind both executables.

System.exe: 13 May 2018 19:34:27
Lockdown.dll: 6 May 2018 17:59:24

Press enter or click to view image in full size
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Same sleep counter. Left: system.exe; Right: lockdown.dll

Enough of the dropper, let’s look at the actual evil payload now.

Diskshadow.exe

ww CFF Explorer VI - [diskshadow.exe]
[File Settings 7

'Ir_;|E|

H @ diskshadow exe *
- T
- Marme Virtual Size Virtual Address | Raw Size Raw Address | Reloc Address |
Bl I File: diskshadow exe | 1 1
— (& Dos Header ; | ] |
L&l Nt Headers Byte[8] Dword Dword | Dword Dword Dword
S £ Hendey UPXD 00144000 00001000 00000000 00000400 00000000 |
A&l Optional Header
[l & Data Directones fx] Urxl 000ADOOD 00145000 000ACADD 0000400 Q0000000
— W Section Headers [ rsre 00004000 001F2000 0000300 DDDACEDD 00000000
F— I3 import Directocy
— 2 Resource Drectory |

UPX section names

With just one look at it, we’d know it’s UPX-packed. So let’s unpack it quickly.
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After unpack:

MD?5: 40835ED7C92F33F7F377D4472228CB65
SHA1: 033E97D4AC3AE3CEC00A206F2AD5CCC922DBD326
SHA256: C5BAB78FCA3DBOCESFFFF5838A5A4A93D930E715DED1CBD8ASB3CAFOCDCES03C

With the assistance of Procmon, we can see that the binary will drop 2 files, intel.exe and inte.exe into the C:\intel
directory. I located the code responsible for creating the files (refer to screen capture below). The binary also sets

2 persistency mechanisms. Note the presence of Simplified Chinese words within the name of the registry key —
BEHTRIFERF (translates to “ Update Schedule Program”). This is not the only place where Simplified Chinese

words are observed.

regsetval sz HKEY_CURRENT_USER\Software\Microsoft\Windows\Current Version\Run “intel S 34T
THRIFER” “c:\intel\inte.exe”’,0

» «

shortcut “c:\intel\inte.exe” “~$folder.startup$” “Windows Calculator”

Lo titee

Lostiiioe

(-2l i Attributed: noreturn

[l

Bt Al S _TFornl ForsCreate proc mear

SALAD19C BE 43 D2 44 2 [ eax, offset _str_c__intel intel .Text
eBda0lAL EB AE BY FB FF call near ptr word 483554

SRLEDLAL BE OB test al, =l

BRLLDUAR A A% B2 00 6 D jﬂ: IH“-‘FZJT

]%1

foll 4 =
SRLEDLAT BE 64 DI 44 9 oy eax, offset _str_c_ Intel.Text
@p4s01B3 L6 D9 B3 FD PP call loc_sB588
BLEDIBE 6B F4 31 00 03 puth 1Fak i dwriilliseconds
SB4ED1B0 EB A6 FA FB FF call ngas pir Sleep
SB4E01CT BE TR DI 44 &b W gax, offset FlleWeme : ~c:\\lntel\iintel. exe”
@@4E01CT EB 40 FD FF FF call createfile writefile 44CF1E
BSALEDICC BE B4 DI 44 B oy eax, offset slIntelInteExe ; “c intelviinte. ene”
BBLE0100 EB CE FD FF FF call createfile writefile aacrac
SRLEDLDE B BE push 8 § mEhowCmd
SRLEDIDE &8 98 DI 44 0 push offset Mrectory ; lpldrectory
SeEl1D0 66 9C DI &4 ) push offiet Parameters ; egietval &3 HE CURRENT USERVGaftma”. ..,
SBLEDLET 6B M DI 44 0 push  of faet FileMsse ; “c:'intel\\intel, pxe”
SRLEDIET &B 14 DI 44 0 push affiet Operation - o
BRLANIEC B4 BO push a8 § Eeend
@4E01EE EE F3 B4 FD FF call ShellExecuted
BBLENIFY B4 BE push a } mShowCmd
BRLED1FS BE 98 DI 44 2 push offset tdrectory ; lpDirectory
SMLE01FA BF 1C DI &4 & push offset aShortcutCintel ; hortout § intelViinte.exe ~$fo
BREED1FF &8 O D7 44 ) push offset FileNeme ; “c:'intel'\intel, exe
SRLE0204 6B 14 D) 44 & push affiet Operation apen”
[ U ] push @ § Feend
440208 EE D B4 FD FF <all ShellExecuted
SBLE0210 &E F4 @1 BE puszh 1Fah : dwMilliseconds
eRLa0I15 EE 4E FA FB FF call near ptr Sleep
BRLIDILA B4 BE puszh B § eEhowCmd
BRE021C GF 98 DI 44 push offset Mrectory ; lphirectory
Q80221 &8 98 07 44 0 push offset Mdrectory ; lpParsseters
SRLE0E GE G4 DI &4 puth offget sCIntellntefxe @ ; “C:\ulntel'inte, exe
BBLEDIIM EB 14 DI &4 0 puth  offset Operstion : “open”
[ttt U push @ i Bwnd
@34E0232 EBE BS 84 FD FF enll ShellExecuted
?4
s =
BBEEDI 3T
BRAAD2 3T L 440237 3 uEsitCode
BDAA0IIT BA B push 8
SBLADIIF EE SE 9@ FB FF call nesr ptr Hor\ddml
Lootliri ] _TFgral_ForeCreate endp
SEEDT 13

Set persistency

The two files dropped are:
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inte.exe intel.exe
4,/28,2020 3:00 PM @ MirCrmd
1.50 MB MirSoft

intel.exe
SHA256: 12459A5E9AFDB2DBFF685C8C4E916BB15B34745D56EF5F778DF99416D2749261
This is the NirCmd executable from Nirsoft. NirCmd is a small command-line utility that allows you to do some

useful tasks without displaying any user interface.

inte.exe
SHA?256: F46520C2284E20C42AFA6E9B90E380735BFDF29817828369D5F1270A887E6979

This is the actual BlackNix RAT, which is the meat that we want to analyze.

Both diskshadow.exe and inte.exe are written in Borland Delphi and their compilation datetime stamps are as

follow:

File: C:\ProgramData\Microsoft\DeviceSync\diskshadow.exe
PE Comp.: 1992-06-19 22:22:17 2A425E19, 708992537
.rsrc comp.: 2018-10-22 22:50:06 4D56B643, 1297528387

File: C:\Intel\inte.exe
PE Comp.: 1992-06-19 22:22:17 2A425E19, 708992537
.rsrc comp.: 2018-10-22 22:49:20 4D56B62A, 1297528362

Judging from the compilation datetimes, they might be the output of a generator. Here, I could also make a guess

at the chronological logic of when the files are prepared.

The difference in compilation datetime may be indicative that there is a pool of tools
ready for deployment, and are ‘selected’ to be packed into dropper?

ik FERiRIAC EOmpCTEnt The compilation datetime of this component may

may be reused by many
other campaigns? be indicative of an active campaign period?
Dropper [ lateral movement BlackMix RAT Dropper Dropper
(system.exe) [diskshadow.exe) [project1.exe) (projectl.exe)
ready ready ready ready
Yy i P £y
p— e ey o
2018-05-13 19:34:27 2018-10-22 22:50:06 2019-01-08 08:47:28 2019-03-28 15:13:52

inte.exe

As with my usual style, I will start with a quick look at strings to try to guess the behaviour of the sample, before
diving into dynamic and static analysis. Fortunately, the sample contains many helpful and descriptive strings that
can help us deduce the features that this RAT provides, including Keylogger, FileManager, ProcessManager etc.
Pretty typical RAT stuff.
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Press enter or click to view image in full size

2ep77504  ScreenCapture|
@ROTFE3Il  TSCreenspy

eep77A3®  sScreenshot|FirstScreen|
eep72e72 screenshot|Nextscreen|
eee72e92 screenshot|Mothing
28e87867C stopscreenshot
eep7Ie3e Filemanager|

BeRTITIE  AROOTH

2ep7a738 KDESKTORE

eeB7ITAC  EMYDOCUHMENTSH
@BB7I7TE4  HAPPLICATIONDATAX
@8E7I728 IPROGRAMFILESE
BBBTITIZ  IWINDOWSE

BEBTATAC REYSTEMH

BRBTITCE  KTEMPY

@287985C File Folder

@8BT7A2A2 Error Renaming File:
@BETAZCE  To

2BB7AZES Renamed File:

@ep7A3B4 Error Deleting File:
@EOTA3E® Deleted File:

2@e7ACs2  Foldertist|

eeB7ACSC FileList|

@BBTACTC  open

@BBFACEC FileTransfer|OpenFile|
BERTACAC FileTransfer|writeFile]|
@EBTACCC FileTransfer|CloseFile
2ee7ADAL  TSearchPointer
eeB7AE2® Filesearch|

@eB7B3ER Files|

28878482 SearchComplete
@8E7B672 File Folder

BEBTCCI4  WindowManager |
@@B7C054 Enabled

@887CD54 Disabled

eep7CD78 - visible
eeB7C0EC - Hidden
eeB7C0AR - Maximized

eeeFCoBE - Minimized
270388 Error Ending Process:
2BB7D3AE  Successfully Ended Process:

Press enter or click to view image in full size
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gee7DERs  GetForeGroundiindow
2ep70CCE CreateToolhelp3zsmapshot
BRBTEESE ProcessManager|
EBBTEFEE Error Ending Process:
SRBTEFD2 Successfully Ended Process:
eeBTFE9C  KeyLogger|

SBBTFECE  «<specialkeys[
2BBFFEEE ]</specialkey>
BBBTFEFE Clipboard|[

B@BFFCIE  Caption|[

@@BTFC2C Singlekey|

2ee7FDEE  Start

eeeTFD7e  Status|

eepTFDEE  Stop

@BRTFDSE Status|

eeBTFESC Installedapplications|
28828238 DisplayName

28828234 SOFTWARE\Microsoft\Windows\wCurrentversion\uninstall®
2eese2EC  Displayversicn
22p5@384 Publisher

2epEE3I1E Uninstallstring
eepzezie Quietuninstallstring
SRBEB4TE  List

2282848C software\microsoft\windows‘\currentversion\uninstally
2eese4cc  Uninstall

eegegesdC  open

PERSASEC RegEdit|

@B8P596Ee HKEY_CLASSES_ROOT
BBBE@ETC  HKEY_CURRENT_USER
2BB2EE9E HKEY_LOCAL_MACHIME
28030684 HKEY_USERS

SBBSGECE  HKEY_CURRENT_CONFIG
22BR6B0FE  Enumvalues

eep20EDE Remoteshell|

@geslens  Command |

eepa123C SystemInfol

@geE2e54  IsNTAdmin

2e032068 Administrator
geeszese Limited

@eRS2RAE HARDWARE\DESCRIPTION\System\CentralProcessor\@\~MHz
eeps218E tmp.htm

BB11AS3C  OnConnect|

8B11A578 HROOTH

88114588 EDESKTOPE

88114534 EMYDOCUMENTSE
BB11ASAC  XAPPLICATIONDATAY
BB11REZE SETTINGS

BB11REAC exe.exe

BB11AEBC False

BB11AECC [Random-Number-Here]
SR11AEEC 127.82.8.1:76

2pllsaFes root

8B11AF14 5888

eg11aF3e  True

@e11ar4g Administrator
8811AFD@ 112.213.167.134
28118184 Idle

ee1182Ee C:\Intel\inte.exe
ee11845C C:h\Intelirinte.exe
28118478 354623

A YARA rule hit
The sample happened to match James_inthe_box’s YARA rule[2] on BlackNix RAT:
rule BlacknixRAT_bin{

meta:

description = “BlacknixRAT”

author = “James_inthe box”

reference = “https://app.any.run/tasks/e3d845db-09b5-462d-8290-cbb4bb4a505f/"
date = “2019/02”

maltype = “RAT”

strings:

$string1 = “[Random-Number-Here]”

Page 9 of 28



https://medium.com /insomniacs/shadows-with-a-chance-of-blacknix-badcOf2f4 1cb

]

$string2 = “ScreenCapture’
$string3 = “TScreenSpy”
$string4 = “KeyLogger”
$string5 = “RemoteShell”

condition:
uint16(0) == 0x5A4D and all of ($string*) and filesize < 2000KB

Based on the strings seen above, the strings that matched the YARA rule did not look unique enough to confirm

that this is indeed a BlackNix RAT. James_inthe_box also provided a snort rule:

alert tcp any any -> any 80 (msg:”Blacknix RAT Detected”; flow:established,to_server; content:”|32|”;
depth:1; content:”|7c 78 01 6d 8e|”; within:10; reference:url,https://app.any.run/tasks/e3d845db-09b5-
462d-8290-cbb4bb4a505f/; classtype:trojan-activity; sid:20166298; rev:1; metadata:created_at
2019_07_18;

Let’s see what we have in the network data.

Ml Wireshark - Follow TCP Stream (tcp.stream eq 164) - packets_20200428_150504.pcap L= | E )
00000000 32 34 38 7c 78 @1 65 4F 3b 4e 3 40 10 5 286 5b  248|x.e0 ;N.@..([
80000010 42 11 cb 3f 99 bS bb 10 13 14 44 20 92 bl d2 b8 B..?.... ..D ....
20000020 59 bc 43 b2 ¢2 99 b5 76 db 22 c5 dc 8a @e 71 82 C e
eeoeea3e 38 of 3d 16 a4 48 c9 48 ef cd bc 4f 33 ef 38 b3 B.=..@.H ...03.8.
20000040 88 d@ 7a 7e fb fe fc 68 45 83 aa @3 af 17 7 93 T
20000050 32 c9 f3 3a 97 b7 69 5a 71 94 c7 41 94 c9 28 19 r SR G e R e
20000060 57 2c 59 7@ 8d c6 83 16 95 57 1le 88 c3 23 7d &8d W,¥p.... .W...%}.
00000070 9b ce d@ 96 a7 7a 67 d@ 99 77 ca Sb c7 f1 fb 57 ..... Zg. wW.[...H
20000080 2c 43 c9 69 10 86 e2 e6 Ba 7 49 ac 9f 36 62 22 e L T D h
20808092 26 ab B3 42 18 ¥4 180 c@ le 46 63 b5 28 @b 11 65 anaBasas «FCalaa8
20000040 69 3a de 4b ab 87 a3 f8 71 eb 49 e9 42 2c 95 41 i:.Keooo q.0.B,.A
eeopeepe f1 27 c6 76 26 79 6d 5@ db 57 12 97 e2 7c e5 ec «ovBymP LW, o |
20000eCe 33 10 19 8b aa bb e® b9 ea 88 e 3c 2b la le 51 Besraves sastta
20000000 13 38 6a 7e 9f 6e 4a a@ 17 of fb 53 df b6 c3 Be «8j~.nl. .0.5....
e00000ED do d3 49 32 ed fb 52 79 d5 dc d9 56 75 ed d7 15 sadZaRy o oaWUe s
eeo0eare 3b 6b 3d of fd 1b fe 1 82 d9 79 b7 H o s

Yup, I see a 7C 78 01 but that’s not an exact match with the pattern in the snort rule. Hang on a second.. 78 01
looks like the ZLIB magic header. There we go!

Press enter or click to view image in full size
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Recipe

From Hex

Delimiter  Space "

Zlib Infiate

Startindex @

Inilial output bulfer size @

Buffer expansion lype  Adaplive v
Resize buffer aner decompression

Werify result

length: <88

Input nes: 3

5§ Cex0 |5 Resetlayou

7901654 3b2ec 240100528504 211 b3FHObEbDIR1314422092b1d2b859bcA2b20 29905 TEA622¢5d0 Ba0e
7laz3gefidicadqecosgefcabeafiiefigbiggdelarefofefcoB4503aa03af17f70332¢9F 33307076958
7154c74104c0201057 2 507 0BdcEE316055T 1088 323 7dEd0bced@06aT Ta6TdOOOT TeaSbe TF1FD5T2c43
€O69108602668aF 740aCHT 3662220646834 2187418CA10466305 2881165693 ad04babsT 33787 1ebages |
422c9541F127¢67626796d504b57129Te2Tce5ec3310198baabbedbieadddelc 2blales113386a7e0f e
43a0176ffb53dfbbcifeddd34032edfbs270d3dcdI56750dd 715 3bAb3dOFFd1bfedl1 82497007

wi s M R (@ D8]
OnConnect | *38%| asuna | asuna |WIN-D30OUEEI445 102, 168.32.128| |United States|@|United
States |English|Administrator|20E2808(4.80 GB|x32dbg - File: inte.exe - PID: 1644 -
Module: inte.exe - Thread: Maln Thread 1668 |Windows 7
(Professional)|False|False|C:\|C:\Wsers\asuna\Desktoph |C: Wsersiasuna\Documentsh 1Y
Usershasunatappbatailocal\ US| reot] . venrnnna]

output

I noticed some weird characters, which could be indicative of Unicode (maybe Chinese...?). Let’s try.

Press enter or click to view image in full size

Recipe

From Hex

Delimiter  Space v
Zlib Inflate

Start index @

Initial outpul buffer size @

Buffer expansion type  Adaptive v

Resize buffer after decompression L

Verify resutt [

Decode text

[

Encoding | Simpified Chinese GBI (936)

leAgeh: <88

lines; 3 | N Ceario | (L Resellajout

Input

7881654f3biac24810e5285b4211cb3f99b5hb181314442892b1d42b859bc43b2c290b5T6d622c5dc Bade
7iez3gefidltascpcoadefcdboaf330f38b308d07aTefbf ef 0045032003 17F79332¢9F 33207076953
7194¢74194002019572¢597084068216955 710884322 74Bd9bcedROATTAG7CR9OT TCasbe TR IFDET 2e42
cH691085e2e568af740acof366222e0a6834218F418c01e4663b5280b1165693adedbabB7a3fE71ebsted
422¢9541F127c67626796050db571207 27 ceSec3310198baabbedbbeadBie3ciblale5 1133862704 e
4220176 b5 2dfbecIRedBd349320dfb5270d5dcdISE750ddT IS 3DER2AOFFd 1bFed182407007

Sutput e i @0 % %
L5 1

onConnect |14 | asuna |asuna |WIN-D385US81445192.168,32.128| |united States|e|united

States|English|adainistrator| 2152808 ]4.00 GB|x32dbg - File: inte.exe - PID: 1644 -

Module: inte.exe - Thread: Main Thread 1888[Windows 7

(Professional) [False|False|C:\|C: \Wsers\asuna\Desktopy |C: \Wsershasuna\Documentsi o\

Usershasuna\ApphataiLocal\Jus|root| .. ooancaaas]

Indeed! #J44 is translated to mean Initial Start, and “24%2808” might mean 2 Cores (probably referring to the

CPU cores). I’ll step through the code that forms up this data in abit. Now, let us try to confirm if this callback

belongs to BlackNix family.

The YARA and snort rules mentioned above referenced a sample (SHA256:

A4DA694DED531EC60CA5A242C554B6A7062E12FF633D34656C4CA9DF86E42DD5). Let’s sidetrack and

see what this sample does.

This sample is packed with VMProtect, so to save time, I’'m just going to execute it and see what happens. Upon
execution, a new file phpalpha.exe is created in C:\Intel\ExtremeGraphics\CUI\Resource. Turns out the file has

the same hash as the parent binary.

Press enter or click to view image in full size
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L Rpsar
Cntel Beremalractecy LU Resoure 'ohoaiohs.
S CUNFissour - %o;r%rluuﬂﬂnm»&mﬁw €Ul & Reiource
\CUN R Ogesize ®  Inchoseinbbisry ¥ Shavewith =
1 b Excremmaraciicy U Repurce ohpaipha e -
TP, & Hame Date mdidied Type Sire
B Desttop 4 phpalphasoe LM XSIPM Apphcatin 1,552 KB
it Ercrmme ot CUN Fasoure ohoaioha e
L U Downloads
Tal I Racent Plsces
N R
T r— i Lbearies.
= Decuments
c' LU R’ it Music
“ntel" ErremaCranhics AT s’
ohpaipha s =T
H videos
A R’
el Excrmmmeliraptic A Pewre'phpaloha exe
1% Computer
— L Local Dk (€
el Bt rsorecs AT Fistrse phosichs an
! i Network
U s
The network callback looks like this:
Press enter or click to view image in full size
WOFG  TRMEIIENE o IR =1 oo T 3
ior recme wmumwn:lmﬂnmn - ag lesETiRM ey !
r e 112441 s ado s 043 - - ]
] Gt vt g
e o L 1 192,568, 02,558 142,308, 10,058 s 05 SHaA iy Bnebbe A b, Liag)d, cies
e heave 103 WS T 1245000 180 8 R 193368, 33378 143 208.33.318 82 Standaed guary respovEe Gusboe & midnioit. LaeghT.oom A 193.0.3,831 "
JEF Covmat 150 ME 10 RSN o RS INNES IP2.0es, 02008 .22 32 S020% =« B [3N] feged BUAeELIT Lened MELLS6D WE=236 BADK PERMe]
Trned 1RSI EDE 12,108, 32.38 19,104,332 o o R s A A s e e
TAD 162 12 R4 o 125210 192.168.32.118 192.168.12.118 32 8+ A2 E ! Seqe® Arkel MLsaB1RD Loned FSSe1460 WOeIBE SAK PLRMe]
TEP ot 1034830 A2 0 192,02, 82) 5288 = 4280 (S, ACKL Seaed Arked MiaFLD Lond FES-10HS MAEHE SACK PR

O o 12 0010 RGO o 19T 00 1T 1 ) LERT RERE, ]

192,168, 02128

S0 APIES < B [AD] Seqed Ackel WIneSYEDE Lined
55 81208 o B8 [ACK] Sequl Ackel Wimmg336 Lened

\.rg‘lllﬂlﬂ T2 16100 RS0 3 190 MR I 14

CCEEEEE LT

bl

el

e

bl

bl

000

e

bl

bl

e

el

il

o

Bt A TCF daed |nw§mm 338210 i, i 275 4018 = B0 [N, ACK) Seqrl AChel MLA=E3RM LewvidS
A0 TP Doorvery V13 RT3 SRR o 12T 191364, 32.118 75 AN < B (PN, ACK] Segel ACkel KLRSEIRNS LanelS
=xe 2 Hiii ] Lol deku?t

] - L
il -

bl 13 14300 4N o 1 07 TS -

200 A 152 K112 LA o 19042 TN oooio0d k2 33 31 Fr FE @i 63 87 of £a 03 49 10 ok M B0

0 O Do 152 810 RIS o 190 908 12 1 43 BobbbiiE 34 ea i i oA AN Bb oed ad 3 3a B 7T 3O B B

X0 Q0P Recerrs 152 MR 10 U 7HE 5 153 900 12 1R 80 DRSHINE 16 B B 16 B4 & B4 <X oo B 3B cc BB T 31 M

000 RATCP Cowvar 192 16210 RN 3 193 53 12000 SOG40 £ BT T fe 26 M 18 36 30 4F 8T Y 05 13 0

200 gL TCF Sand TA2 12 U4 3 192 52 1 SOONNOAE 14 68 B B0 ¢ bl W YA Fe T Ba 63 M 8 W b

X0 RLTCF Cwcorret 152 13 12 1 st Aol St e T K ML HHEHTIO N8N

00 ROF e T MEI RGN o 1 RN PO0N0GE TH B £c S5 ch B4 26 @R 71 b8 6F B o5 B M o3

00 ROP Pacavy 103 16113 L5003 5 190 W 131843 SIS &2 A7 AT LB B3 MM EL B 83 43 TOOE R 7L B

it G TCF Covect 152 BT b4 o 19062 1000 SOGNOEE B B BI TT &f &0 8T Su AT B A8 S 85 85 M 44

i G TCF St 52 WL e o IR AT SONIEE T4 Ba AN 44 a1 B8 BT BL 48 B4 15 da 01 M A7 B

FH0 TP Cucoren 1 1 AR o ISR PNNOAE 2d 2 ) BB B9 LA 0 £4 61 37 B0 00 M Br M

e 132 14212 LALLM o 192 12 12170 Soowiid 16 ea T4 he IV T B od o3 0TI T B N M

200 B0 Recers 152 14312 RSN O 19 92 12120 53 BoSii0h b W) BT 64 TE 1T 6 db 40 86 63 M o @1 6d 36

X0 A TCP Covmen 192 1D RRLA0ES o 100 TS BRNNOE B Ac AT M A W MW MBS TR DTN -
FEC GATCP Sand T 15000 R4S o 19083 1N P0ENRLE 11 91 e o8 00 o8 ¢ w1 W1 T2 0

2000 g PEP Chacorret 12 R4 o 19282 100

bl o] 152 4810 U0 o 190 M R 1 4

B0 a0 Reterrd 112 MR LGNS0 o 190 M 120

We already know that’s a ZLIB header, so let’s use CyberChef to view the inflated data:

Press enter or click to view image in full size

length: 452
nes: 1

Recipe Input 5 Clear0 [ Resetlayout

7801658 cfaac34818c67d943deaal214da3bbesad362a8af f28845ef6b26c165d4ch6cc

€0428¢C5hT0530F48c 1b7F166283d143b3BAFBTLFFOF 601 e608dBBdebIbcFdTeTdBaa52d

Delimiter ~ Space v dibdéeacefiieSaciBead2dfed7e25d3224bas739dccdbcbbd28a921basT54c5963dco42a

74fc3053cb58190650574010271b48c51b2F 7 ef dcaTsaf 2244dd505b03c46740048dde 158

_ B7514d54§54301d84760202dd5380¢891d98C 4612796800 0e 3416037498 FFTCICCTL59BF

Zlib Inflate @ 1) 57psdrfadacsbo3afear61£90d2d30b637Fccd16d3boFacaToTE5dFO706adbO45ET5D237S
251191eSe460es8fel9172ce

From Hex @ O

Startindex ©
it ]
Initial output buffer size 5] Output lﬁm“ i g 0 ~ < g‘
lines: "~ 1
Buffer expansion type = Adaptive v OnConnect | | asuna |asuna |WIN-D399U987445|192.168.32.128| |United
States|788|United States|English|administrator|2i52808|4.80 GE|Process
Resize buffer after decompression L Monitor - Sysinternals: www.sysinternals.com|Windows 7 (64
i) |False|False|C:\|C:\Wsers\asuna\Desktop\|C: \Wsers\asuna\Dacumentsh |C:
ity result & UsershasunahAppDataiLocal\ US| root] ... cvenununs |
Decode text @ O

Encoding | Simplified Chinese GBK (936)

Interesting. The data structure and keywords are identical. Now I can say that the sample (SHA256:
A4DA694DED531EC60CA5A242C554B6A7062E12FF633D34656 C4CA9DF86E42DD5) and our sample
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(inte.exe, SHA256: F46520C2284E20C42AFA6E9BI0E380735BFDF29817828369D5F1270A887E6979) belong
to the same family. Is it really BlackNix though?

With the C2, everything is easier

With some help from Google search, I found a copy of a BlackNix C2 component :D

Get asuna amawaka’s stories in your inbox
Join Medium for free to get updates from this writer.
Remember me for faster sign in

The C2 executable comes with the ability to generate the “server” component. This naming convention is common

in RATSs, where the malware client is typically referred to as the “server”, and the C2 is the “client”.
The following is one of the default profiles loaded with the C2:

Press enter or click to view image in full size

+ BlackNix Remote Admin - 0/0 Users Online

File Users Help

&7 5ot [ Create Server statistics | & Broadcast
Identification Installation Advanced
Assigned Group () Program Files [+] Inject Inte Winkogon.exe
Assigned Group =
() Windows l“jl Persistence
Assigned Name ) System :
. Safe Mode Star
Assigned Name @ Application Data 0 L]
() Custom [7] user Mode Unhooking
Connections
Connection Password [ Hide Password [C]kemel Mode Unhooking
admin File Mame :
V| Offiine Key Logger
Windows Component.exe & 1
Address Port . [Tl offine Screen Capture
[] Copy To Alternate Data Stream By
[] Melt Server B = Minutes
Startup Maximum Folder Size
. 0 &
[VIRegistry Run
Bypass UAC
— Anti's Sandbaxie Mutex
127.0.0.1 8. B | Facivex
- = fes [ Mo Mutex

For the ease of testing, I changed some of the values when generating our test binary. The generator even comes

with the option of UPX-packing the generated binary if the user wishes.

Press enter or click to view image in full size
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File Users Help
& sevngs [ Create Serves Seatistes | O Brosdeast
Iderntification Irestallasion Advanced
Assigned Group ) Program Fles " inseet Ints Wirkogon.exe
GROUP_HAME
) Windowes T
VICTIM_NAME ©) Apphcaton Data Lsafe Sarke
“) Custom ] Lser Modie Linhaaking
Connectons
Connection Password [ Hide Password ‘ermel Mode Unhockng
CUSTOM_PASSWORD Fie Naeme
5 ) MALWARE.EXE | Offine Kty Logger
Address Port — “ oM Sereen Captre
127.0.0.1 58 FiopeTo i Cata 5 Delay Interval
IMeit Server L = Meutes
Startp M Folder Size
= ]
(I Registry Run & b
PERSISTENCY_RUM
= = Art's Sandhore Mt
127001 88 = . %
LAcki Ho LK, _MLITEX =
(=) [—TT— [

0007203
00072nC6
0007300
00073034
00073054
00073068
00073078
00073088
000730A4
000730C4
00073004
000730E4
00073100
00073115
00073141
0007352F
00073809
00073B0S

_~[YY]
Uhé&<

2¥Y¥d

SETTINGS

New Users

app.exe

True

False
[Random-Number-Hera]
PC:81;

admin

&000

Administrator

UhM=

ax¥yYd

QSVW

PhHH

axYyd

I’ve written a quick script to read the strings from the default settings. This will come useful later, when

comparing these strings across different samples.

Press enter or click to view image in full size
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from binascii import unhexlify
from struct import unpack
8 import argparae

5 [Hdef extract_defaulc(filename):

=] with open{filename,"rt") as blacknix input:
file contents = blacknlxﬁlnput.r;adt)
g8 EIE'EEJ.E‘:I}_EffStT. - flie_ccnt.en:.s.fir:dt".‘-:.‘.‘.::.‘".‘."';
- print "SETTINGS f nd ar ".IC‘.‘.‘I.'.&CESC\'.?.Z!‘.Q‘_'DIISCE}

setting_offset +=12
seek_p: - flle_contents[se:tlng_affsgt:3ett;ng_c!fset+2£6]

I

while next offset >= 0O:
14 next_cffsec += 4
15 str size = unpack("i",seek puinexc offset:next offsec+4]) [0]
ok next_offset 4= 4
17 string = unpack(str(str_size)+"=", seek pt[next_offset:next_cffset+atr_size]) [0]
B nexr_offset += str_size
19 print "{}".formac(string)
- seek pt = seek ptnext offsec:]
= next_offset = seek _pt.find(unhexlify(r"fIfIfffff"))

Hdef main():
parser = argparse.irgumentParser (descriptions'Extract BlackNix RAT Default Sectings')
25 parser.add argumenc(’'filename'}
26 args = parser.parse_args()
extract_default (args.filename)

if name == "
= main()

Here’s the output of running the script:

a8
Adminis

It appears that these SETTINGS strings have nothing to do with the configuration set when generating the binary.
The default connection password within the C2 is “admin” and notice that even if I changed the password when
generating the binary, the new password does not get inserted into this SETTINGS data. These may be part of a
“stub” that comes with the C2 executable and inserted into every generated binary. I think this may be a helpful
piece of information when trying to identify if a set of BlackNix RATs is communicating with the same C2

executable (or at least the same version).
Take a look at the network communications.

Press enter or click to view image in full size
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M Witeshark - Feliow TCP Stream (tepastream eq 0) - packets 20000506 203055.0cp 0 s &

31 32 30 7c 7B do 65 B
le 5 &0 5% 5a 12 b 1b
36 63 36 B 54 &2 f6 24
ak b6 Ta 31 e9 d4c 26 93
c7 Bf 87 5a 35 ¢7 Za M
ad db 6o ee Fa en Ie dF
6c a2 d5 fa ec 30 2b ob
b% o5 b 62 B9 a3 B3 cl
€9 8d 7 €2 29 82 79 13
b& 1b 71 b@ 1f ed 47 fe
73 cb ed be 8 3f 68 42
Te 1f a¥ 1c of dd d9 oF
d2 €9 ca b5 d3 sa 6 7o
le 9b 54 B8 be 3e ed ec

DOMMMIER 31 35 Tc 78 da Qb <8 cf
DISIBAFE 82 Te

4f 4f 23 40 14 o4 19 28
81 Ga 30 e5 4F ba ac Sc
el 2d f1 f2 3¢ ac df c2
fe eb 32 35 66 16 11 Ta
77 fc Sc 64 6d 51 f¢ 75
26 B3 dc el o7 3 14 1c
fo B2 <D 6% 63 &0 B &2
17 de 3b 20 de el ab 19
af 63 6 3¢ bf be bd b3
4d 33 db 17 20 1a 2d Ga
c® d9 bd ba 44 12 cc a4
Y3 o Te 3% @1 3a ba Sa
6d 24 4b cl 99 14 6d 5d
fd 13 ff D0 92 4d 61 56

PODDOG0a 31 32 Tc 78 9c Bb <8 cc 4b 07 B @3 ¢2 o1 &f

b af bl 34 01 o 2 ad

228)x.e. DO.8...
L USEL. 0.0,

BlE.T o= = 3.5,

i &

OnConnect|GROUP_NAME|VICTIM_NAME|asuna|
WIN-D399U98.J445|127.0.0.1|Not Installed|1.3]47
|United States|English|Limited|2808].a+{....Windows 7
(Professional)| True|False|C:\C:\Usersiasuna\Desktop
\[C:\WUsersiasuna\Documents\| C:\Users\asuna\AppData
\Local|US|CUSTOM_PASSWORD|............ |

e v
o ke Q7Y Ping
-!2|x.... [ P cn Pong|94

First thing that I noticed was the difference in the way the “Processor” information is being formatted. Remember

there were some Chinese words (24%2808) that I thought refers to Processor Cores? In the data sent from this test

binary, the processor information was simply a “2808” (referring to 2808 Mhz, which is indeed the setup of my

VM).

Press enter or click to view image in full size

File Uien  Help
4 Setargn Crune anver
| Crour_wau (1/1)

Stabats || L Brosdas

S0 B
S0 B3P Farw Corracton

CROUP MM

- WM ke

Connected victim on C2 dashboard

Let’s get back to the sample we have at hand.

B - [ vy omputer i
O a—ator E
Hame an wan Compuner ey Azt Sstem PrecemsE Memary g versan  Pra B < Managers
B CTDUNAME  13RO01  LTA00  WNOMRMLEE s Limted s T Prafrional] 0 M T T et e Ls PR Fied
| Sewrch
Trardfer
| — el
Correion ATespt

I did an in-depth analysis of how the first beacon’s data structure is formed within inte.exe.

Earlier I mentioned some SETTINGS strings. These are the strings that are populated into a data structure and

some of these values are later copied into the first beacon data.
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8@51BEB5 BA 3C BA 51 @@ mov edx, offset azoe ; 05

28518804 EB FS 96 EE FF call System::_ linkproc_ LStrasg(void *,woid *)
B@51B8BF BD 45 9C lea eax, [ebp+var_64]

@@51B8C2 E8 15 66 F6 FF call getusername_4S51EDC

B@51BECT7 BB 55 OC mov edx, [ebp+var_64]

BAS1BECA BD 43 04 lea eax, [ebx+d]

eQS1BECD EE E2 96 EE FF call System::_ linkprec_ LStrAsg(veid *,void *)
Ba51BED2 BD 45 98 lea eax, [ebp+var 68]

|e@51B805 E8 AA FB FF FF call sub_51B454

B@51BEDA BB 55 98 OV edx, [ebpivar_68]

9@51B800 BD 43 B8 lea eax, [ebx+8]

@@51BEE® EB CF 96 EE FF call System::_ linkproc__ LStrasg(vold *,void *)
@@51B8ES BD 43 eC lea eax, [ebx+8Ch]

B@51B8EE BA AC BA 51 88 [ edx, offset aExeExe ; "ewe.sxe”

|e@51B8ED E8 C2 96 EE FF call System::_ linkproc_ LStrAsg(void *,void *)
BA51BEF2 BD 43 34 lea eax, [ebx+34h]

P@51BEF5 BA BC BA 51 9@ moV edx, offset aFalse ; “False”

B@51B8FA ES BS 96 EE FF call System::_ linkproc_ LStrAsg({void *,woid *}
B@51BEFF BD 43 38 lea eax, [ebx+38h]

B@51B9982 BA BC BA 51 @@ oY edx, offset aFslse ; "False”

B@51B9987 EB AB 96 EE FF call System::_ linkproc__ LStrAsg(veid *,void *)
B@51B98C ED 43 14 lea eax, [ebx+lah]

2@51898F BA BC BA 51 88 [ edx, offset aFalse ; "False”

|e@518914 E& 9B 96 EE FF call System:: linkproc_ LStrAsg{void *,woid *)
B@51B919 BD 43 18 lea eax, [ebx+18h]

B@51B91C BA BC BA 51 @@ mov edx, offset aFalse ; "False”

88518921 E8 B8E 95 EE FF call System::_ linkproc_  LStrAsg(woid ",woid *)
B@51B926 BD 43 1C lea eax, [ebx+1Ch]

B@51E929 BA BC BA 51 0@ mov edx, offset aFalse ; "False”

2@51B92E E8 81 96 EE FF call System::_ linkproc_ LStrAsg(void *,woid *)
88518933 BD 43 24 lea eax, [ebx+24h]

B@51B936 BA CC BA 51 8@ mOV edw, offset aRandomNumberHe ; “[Random-Number-Here]”
@@518938 EE 74 96 EE FF call System::_ linkproc__ LStrAsg({void *,vold *}
B@516948 BD 43 18 lea eax, [ebx+l@h]

288516943 BA BC BA 51 @8 moy edx, offset aFalse ; "False”

2518948 ER &7 96 EE FF call System::_  linkproc_  LStrAsg(void *,wocid ™)
22518940 BD 43 32 lea eax, [ebx+38h]

98518959 BA BC BA 51 @@ moV edx, offset aFalse ; "False”

P@51B955 EB SA 96 EE FF call System::  linkproc_  LStrAsg(void *,void =)
B@51B95A BD 43 28 lea eax, [ebx+28h]

B@51E950 BA BC BA 51 0@ -1 edx, offset aFalse ; "False”

9@518952 ES 4D 96 EE FF call System::_ linkproc_ LStrasg(void *,void *)
©8a516967 B0 43 3C lea eax, [ebx+3Ch]

8a518964 BA BC BA 51 @8 oV edx, offset aFalse ; "False”

@a51B96F E8 48 96 EE FF call System::_ linkproc__ LStrAsg(void *,void *)
BB51Ba74 8D 43 48 lea eax, [ebx+4dh]

Ba51B977 BA BC BA 51 0@ mov edx, offset aFalse ; "False”

eaS1B97C EE 33 96 EE FF call System::_ linkprec_  LStrAsg(wvoid *,void ")
Ba51B981 BD 43 44 lea eax, [ebx+44h]

B@51B984 BA BC BA 51 @@ mOY edx, offset aFalse ; “False”

e@51B989 EB 26 96 EE FF call System::_ linkproc_ LStrasg{vold *,void *)
B@51B98E BD 43 2C lea eax, [ebx+2Ch]

B@316991 BA EC BA 51 @@ L edx, offset al27@0176 ; "127.8.8.1:76"
@e518996 E& 19 96 EE FF call System:;:_ linkproc__ LS3trAsg({woid *,woid *}
B@516998 80 43 48 lea eax, [ebx+i&h]

BA51B99E BA 24 BE 51 0@ mov edx, offset aRoot ; “"root”

2Q51B9A3 EE ©C 96 EE FF call System::_ linkproc_ LStrAsg(woid *,woid *)

Reading strings from SETTINGS

Let’s compare the default SETTINGS strings found in the generated BlackNix binary and inte.exe.
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C:‘\Intel\inte.exe

True
Administrator

The following code is responsible for building the structure to be sent in the first beacon:

Press enter or click to view image in full size
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push

push
push

push
push
lea

call
push
push
lea

call
push
puzh
lea

mov

call
push
push
lea

call
push
push
lea

call
push
push
lea

call
push
push
lea

call
push
push
lea

call
puzh
push
lea

call
push
push
les

wov

call
push
push
call
lea

call
push
push
mov

call
push
puzh
lea

call
push
push
lea

mov

call
mov

lea

call
puzh
lea

call
puth
push

wa

offzet aOnconnect ; “OnConnect|”
eax, ds:default Settings 523300
dword ptr [eax]

offset vertical stroke_S1B158 ; |~
cax, dsidefault Settings 523308
dword ptr [ean+d]

offset vertical stroke 518158 ; ~|°
eax, [ebpivar_34]
petusername_4281E0C

[ebpévar_32]

offset vertical_stroke_ 518156 ; ~|~
eax, [ebpevar 35]

get_computernase _431EAS
[ebpvar_28]

offzet vertical stroke 518158 ; ~|~
edx, [ebpivar_3C)

eax, edi

get_ipaddr_48D9FE

[ebp#var_3C]

offset vertical_stroke 518158 ; ~|”
eax, [ebpsvar_sa]

hardcoded_space_ 519408

[ebpévar_a@]

offset vertical_stroke_S18156 ; ~|~
eax, [ebpsvar_44]

getlocale 432894

[ebpevar_44]

offzet vertical stroke 518158 ; “|°
eax, [ebpivar 48] ; int
getlastinputinfo_S19C18
[ebpévar_45]

offset vertical _stroke_S18150 ;
eax, [ebpivar_ 4]

getlocale 482893

[ebpévar_4C]

offset vertical_stroke_S181%6 ; ~|~

eax, [ebpsvar_5@]

ger_localeinfo_languages 482168

[ebptvar_58]

offset vertical stroke 518158 ; 7|

cox, [ebptvar_54])

is_user_admin_$52BCC

[ebpsvar_54]

offset vertical stroke 518158 ; ~|~

edx, [ebpivar_58] ; int

eax, [ebpivar_18] ; this

Teeprocs: : TeeStr(int)

[ebptwar_58]

offset ade i ¥

hw_desc_482C88 ; describe processor 2iE means 2 Core

edix, [ebpévar 5C) ; int

Teepracs: (TeeStr(int)

[ebpvar_5C)

offset vertical stroke 518158 ; |~

al, 1

getmemsize S1AB48

edx

eax

eax, [ebpivar_6a]

cale_mem 512440

[ebpevar_te)

offset vertical stroke _S18158 ; |~

eax, [ebpéstring onconnect_usernsme_etc)

edx, ibh

System::_ linkproc_ LStrCath(woid)

edx, [ebpsstring onconnect_username etc]

eax, [ebpiwidestring onconnect_username_etc]

System::__linkprec_ WStrFroslStr{Systes::WideString &, 5ystem: jhnsiString)
[ebprwidestring onconnect_username_cte]

cax, [ebpevar_64]

getforegroundwindowtext 482128

[ebpruar_64]

offset vertical stroke 518164 ; |

eax, [ebpivar 6C)

Press enter or click to view image in full size
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lea

call
mov
lea
call
push
push
lea
[ .1
call
mov
lea
call
push
push
lea
call
mov
lea
call
push
push
lea
sov
mov
call
puzh
push
lea
call
=y
lea
call
push
push
lea
[ -1
call
[ -1
lea
call

getos 482520
edi, [ebptvar_6C]
eak, [ebpevar 65]

Systeam::_ linkproc_ WStrfromlLStr(Systeom::WideString 4,5ystes:

[ebpévar_68]

offset vertical stroke 518164 ; ~|"
eax; [ebpevar_7@]

edy, ds:default Settings 523308
edi, [edw+3sh]

System::_ linkproc_ WStrFroalStr(Systes::WideString &, Systes:

[ebptvar_T8]

offset vertical_stroke_ 518184 ; ~|"
eox, [ebpsvar_Ta]

edx, ds:default_Settings 523300
edu, [edw+3bh]

Systes::_ linkproc_ WStrFromLStr(System::WideString &,Systes:

[ebptvar_74]

offset vertical stroke 518164 ; °|"
edi; [ebprvar_7C]

eax, offset aloot_2 ; “XROOTE"
stradd_4748F8

edx, [ebpivar_7C]

eax, [ebpvar _TE]

Systesm::  linkproc_ WhtrFroelite(System::WideString 8,5yztes
[ebpévar_78]

offset vertical stroke 518164 ; ~|”
edx, [ebpevar_85&]

eax, offset aDesktop ; “NDESKTOPE"
stradd_s7:8F0

edx, [ebpevar 84]

esx, [sbprvar 28]

Systes::_ linkproc__ WStrFroml5tr(System: (WideString &,5ystem:

[ebpevar_sa]

offset vertical_stroke_S1B184 ; ~|"

edx, [ebpévar_8C]

eax, offset aMydocuments ; “BMYDOCUMENTSE"
stradd_47A0F@

edx, [ebpévar EBC]

cax, [ebpevar B8]

Sysves::_ linkproc_ WStrFromlStr(System: :Widestring 8,Systes:

[ebptvar_g8)

offzet vertical stroke 518164 ; |*

cdi, [ebpivar_94]

eax, offset afpplicationdat ; "XAPPLICATIONDATAR"
stradd_4728F8

edx, [ebpivar_94]

eax, [ebpsvar_5a]

Syste=::_ linkproc_ WStrFromLStr(System::WideString A, Systes:

[ebpivar_58]

offset vertical_stroke 518164 ; ~|
eax, [ebpevar oC)

getlocaleInfos 48285C

edx, [ebpevar _9C]

eax, [ebpevar 98]

System:: _l:ialcp.—ﬂc_ _ WStrFromlStr(System: :WideString &,System:

[ebpsvar_558]

offset vertical_stroke 518164 ; ~|"
eax, [ebpsvar_sd)

edx, ds:default Settings 523308
edx, [edxsd8h]

System::_ linkproc_ WStrFromlStr(System::WideString &,Systes:

[ebprvar_ag)

offset vertical_stroke_$1B164 ; ~|”
eax, [ebpevar AE]
get_prodID_installdate 515739

edx, [ebpevar_As]

eax, [ebpevar_Ad]

Syst :__linkproc__ WStrfroalStr(Systes
[ebpévar_Ad]

offset vertical stroke S18164 ; *|"
eax, [ebpsvar_28]

edx, 17h

Systes:i__linkproc__ WStrCath(woid)
edx, [ebpevar_28)

eax, [esislan]

Systes:;__ linkproc__ LStrFromiStr(System; :AnsiString &,5ystem:

ideString B,5ystes:

:ansistring)

ransistring)

tAnsiString)

ransisteing)

tansistrdng)

vansistring)

tAnsistring)

tansistring)

:WideString)

The following is the deduced first beacon’s data structure sent from the inte.exe to its C2.

OnConnect|Default /]#4|Username|Username|Computer Name|IP Address|Hardcoded Space|Locale|Is

Machine Idle?|Locale|Language|Account Privilege|Processor|Memory|Foreground Window
Text|OS|Default False|Default
False|%Root%]|%Desktop%|%MyDocuments%]|%AppData%|Locale|Server authentication

password|ProdID, InstallDate|

Now we can play spot-the-differences. We can guess what each of these fields mean by looking at what can be

seen on the dashboard, without reverse engineering the binary.

The following is the deduced first beacon’s data structure sent from the test BlackNix binary.
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OnConnect|Assigned Group|Assigned Name|Username|Computer Name|IP Address|Webcam Installed?

|C2 Version|?|Locale|Language|Account Privilege|Processor|Memory|OS|True/False?|True/False?

|%R00t%|%Desktop%]|%MyDocuments%|%AppData%,|Locale|Server authentication password|?|

Press enter or click to view image in full size

generated BlackNix binary inte.exe

OnConnect OnConnect

Assigned Group Wik

Assigned Name Username

Username Username

Computer Name Computer Name

IP Address IP Address

Webcam Installed? Hardcoded space <- different data represented
in this field

C2 Version? Locale <- different data represented
in this field

? Is Machine Idle?

Locale Locale

Language Language

Account Privilege Account Privilege

Processor Processor

Memory Memory

- Foreground Window Text <- this field only exists for
inte.exe

0s 0s

Boolean Boolean

Boolean Boolean

%Root% %Root%

%Desktop% %Desktop%

%MyDocuments% %MyDocuments

%AppData® %AppData¥

Locale Locale

Server auth password Server auth password

? ProdID, InstallDate

Comparison of fields within data structure sent to C2

Yes! inte.exe is a BlackNix RAT, but has a different/modified C2 component?

What I did above proved that the inte.exe sample is indeed a BlackNix RAT, judging from the highly similar data
structure within the initial beacon and the similarities found within the executables. However, since some fields in
the communicated data are interpreted differently, I'm guessing there is a customised C2 that the adversary is
using. I am not even able to tell the version number of the C2 from the sample, perhaps it is not important for the
adversary. However, the SETTINGS strings found within the samples could be a way for us to differentiate

variants.
So far, I’ve walked through the analysis of this set of files:

- 1st level droppers (Project1.exe)
daaa061c88b197fa92d9648306e79875e3a24f392550dacaabd22e5fdba53ebf

Page 21 of 28



https://medium.com/insomniacs/shadows-with-a-chance-of-blacknix-badcOf2f41cb

75dc821013fe92ef93cefad7d3fe83ad5ce90658e8ef01fcdbOb11652397abec

- 2nd level droppers (diskshadow.exe)
f0311ede2dd5e752411bf181626e3cdb36737affe67ddeb8af028d0c44355886
c5bab78fca3db0ce5ffff5838a5a4a93d930e715ded1cbd8a5b3caf0cdce803c

- BlackNix RAT (inte.exe)
f46520c2284e20c42afa6e9b90e380735bfdf29817828369d5f1270a887e6979

I’ve verified that the sample inte.exe is indeed a BlackNix RAT and communicates with a custom BlackNix C2 at

IP address 112.213.107[.]134.

Related to this IP address, other possible BlackNix RAT samples were found on VirusTotal:

Press enter or click to view image in full size

Setl

7bd71729392ccb2edff561cd3cf65f5c2e4c4Bc14a309915b28c4a24bf3ibf5f4
b77db93ad5561198a106d282a9T1fd36192b5ebal@a75afa2b83eelelc536c8d
ec@16ch5d3365381158529b796e43d61d38bc7ae09b2214b92425182dT438a40
e9313bb16605dded798bef57147977c9f21aeda79c456a0624d4cd32e11684d8
0b177ach2f53d238cdbf2cb8claabfell15461934596aabd9e25fae@37c35a9cf
8fdefclb8869cc565a5502e79d7dfc92f861895d8RdTcl1ff70af247fb96%ecls

In addition, one other BlackNix RAT samples were mentioned by james_inthe_box[2]. Based on SSDEEP

similarity, another sample was found.

Press enter or click to view image in full size

Set2

=03

adda694ded531lecb6@ca5a242c554b6a7062e12f1633d34656c4ca9df86e42dd5
873dfa%4f924d59ceffdefb277fef5a251d7b648605¢5239Tc2ac@885ba32bds

Next, we shall see if all these samples send data in the same structure as what we have analyzed previously. If they

do, then perhaps these are all related in some way and are not “wild” BlackNix RATSs.

Set 1 binaries

Application Error ﬁ

_"‘-.I Exception EAccessViolation in module testl.exe at 000CDESS,
‘S¥ Access violation at address 004CDES3 in module 'testl.exe’. Write of

address ABEBA15C.

OK
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Application Error

Exception EPrivilege in module inte.exe at 000CE0B4,
Privileged instruction.

oK

Execution of these binaries will result in errors. Upon closer look, the errors happen because some part of the

binary seems to be corrupted. Whether this is a deliberate “disarm” attempt or due to a bug, I can’t tell.

Press enter or click to view image in full size
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Cause of error at address 0x4CDE53

Press enter or click to view image in full size
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Cause of error at address 0x4CE084

Just patch the areas with the corresponding bytes from inte.exe to fix the problems. The following screenshots

show highlighted areas after patching.
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Patch to solve error at 0x4CE084

From the network packet, it looks like the data structures are identical to what we saw in inte.exe. This is verified
with a comparison of the function that is responsible for building the structure. This is not surprising, as they all
call back to the same IP address.

Press enter or click to view image in full size
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Set 2 binaries

These binaries are different, because they are VMProtect-packed, which means that I cannot simply throw them
into IDA Pro and hope to do function comparisons.
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Environment | Handes | Job | GPU | Diskand Network | Comment
General | Statistics | Performance | Threads | Token | Modules | Memory

File
Host Process for Windows Services

(Werified) Microsoft Windows
Varsion: 6.1.7600. 16385
Image file name:
C: Windows\SysWOWE4\evchost. exe

Process
Command line: svchost.exe

Current directory:  C:\Intel\ExtremeGraphics \CUT \Resource

Started: 49 seconds ago (9:58:56 AM 5/6/2020)

PER address: O Tefdfd0n (32-bit: OxTefde00n) Image type: 32-bit
Parent: Non-existent process (5928) (4]
Mitigation polides:  None | Detais I
Protection: None | Permissions | | Termmnate |

Execution of these binaries require them to be executed with administrator privileges, as they will spawn a
svchost.exe process for injection. Knowing this behaviour, we can dump the unpacked executable from memory at

the moment where the injection happens. A breakpoint at ntdll.dll’s NtWriteVirtualMemory will do the trick.

Press enter or click to view image in full size
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NtWriteVirtualMemory(

IN HANDLE ProcessHandle,

IN PVOID BaseAddress,

IN PVOID Buffer,

IN ULONG NumberOfBytesToWrite,

OUT PULONG NumberOfBytesWritten OPTIONAL );

The idea is to watch for a call to NtWriteVirtualMemory with a handle to svchost.exe, and let it run till all the

sections have been copied. We would know it’s done when NtResumeThread is called.

After dumping the executable from memory, we would have to fix the section headers’ raw addresses before we

can use IDA Pro to look at it. I’ve mentioned how to do this with CFF explorer in one of my earlier posts.

A quick look at strings within this dumped file reveals the tell-tale BlackNix strings:

Fird Fird a1 Saem A Min Size (4 Rescan | save e [ Offsels ¢ ysw — ya | Elor Foplts
I

0006F545% ZYyd

000EFE24 OnConnect]|

000EFE5E SROOTS

000EFEER SDESETOP%

QO0EFETC RMYDOCUMENTSY
QO0EFES4 SAPPLICATIONDATASR
OOOEFEAE SVW2

000EFTS3  2¥yd

DOOEFTAE ZYYd

000EFTD3 Z2YYd

000EFE00 Idle

0O0EFEEC Phef

QO0EFEEE 2YYd

QQDEFECD SVWQ

Q00&F333 Th-~£f

0OoEF364s  2_"[

000EF2CD  Z¥Yd

000EFADZ SVW3

000EFAST ZYYd

0O0EFATT  _~ (YY)

0O0EFF4S 2YYd

QOOEFFTD SBETTINGS

QODEFFS4E exe.sxes

Q00EFFA4 False

00DEFFE4 [Random-Humbezr-Here]
Q006FFD4d  127.0.0.1:76
DOOEFFEC root

0006FFEC €000

00070018 Trus

00070028 Administrator
0O00TO0CE SOPTWARE'\Microsoft\windowa\CurrentVerasion'yBun
00070104 Cr\Windows'\3 yat emI32\HindowsPowerShell v
Qo07T012E 1. I}"\in:::hcll .exe Start-Process
C:\Intel\ExtremeSraphica\CUI\Rescuzrce\phpalpha.exe
000701F4 Windows PowerShell
000T020D QOOQ3

000TOZES Z¥yd

00070320 0000

00070330 svchost.axe
0007035 ZYyd

000703p8 _~(]

00070430 ayyd

Q007045C madnsoft.lang3dl.com
Q0070594 Idle

000T0ElE Z¥Yd

000TOGEE Z¥Yd

000T0ERS  _"[¥]

The SETTINGS strings looks identical to what was seen in inte.exe, including the Chinese words F)44 and the
server password ‘root’. The function that is responsible for reading the SETTINGS strings and building the
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callback data structure is identical to inte.exe’s as well (and hence the callback data structure is also the same).

I am certain that we are looking at the same variant of BlackNix RAT here.

Press enter or click to view image in full size

So, they are all the same BlackNix variant. Now what?

This journey started from some unique mutexes found in a malware (one BBSRAT) that calls back to one of known
Winnti Group’s infrastructure. The same set of mutexes, some overlaps in code logic (in the naming of files and
lateral movement using RDP shared drives), as well as close time proximity in compilation timestamps, suggested
relationship between that one BBSRAT and the set of BlackNix RATs (Projectl.exe).

In addition to the mutexes, I noticed other similarities in Projectl.exe’s execution and the Trochilus RAT dropper
csres.exe described in Trend Micro’s Uncovering DRBControl report[3], specifically in the names of the files and
service created and path to malicious binary:

- system.exe

- SESSRV

- c:\ProgramData\Microsoft\DeviceSync
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I get reminded of my earlier speculation that system.exe is a generic tool used to deliver/spread the payload (be it

BlackNix or Trochilus RAT). I’ll never know for sure till I get my hands on some more samples ;)
Last Words

Is Winnti Group also behind the set of BlackNix RATs that were under scrutiny in this post? There might be a
good chance this is true. However, one other interesting finding that I came across was that the C2 domain
msdnsoft[.]lang32[.]Jcom as well as the corresponding binary (SHA256:
873dfa94f924d59ceff4efb277fef5a251d7b648605c5239fc2ac0885ba32bd5) were linked to an adversary group
named “Lang32” by QiAnXin Technology[4]. This adversary group is said to target victims in Southeast Asia.
Perhaps I should look into the tools used by this group as well...

But that’s a different long story for another time, that’s it for now!
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Drop me a DM if you would like to share findings or samples ;)

Source: https://medium.com/insomniacs/shadows-with-a-chance-of-blacknix-badc0f2f41cb
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