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Mars Stealer: Oski refactoring
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Analysis of a new malware called Mars Stealer, which is a further development of Oski Stealer.

It has been noticed that Oski support stopped answering its customers and deleted its telegram account and bot
around July 2, 2020. This disappearance has raised eyebrows, as major projects like KPOT Stealer and Predator

The Thief don’t usually just go away.

Recently, I came across a sample of Mars Stealer, which appears to be an upgraded version of Oski Stealer. Since

Mars Stealer is gaining popularity, I have decided to write a technical analysis about this stealer. Enjoy reading!

Mars Stealer written in ASM/C with using WinApi, weight is 95 kb. Uses special techniques to hide WinApi calls,
encrypts strings, collects information in the memory, supports secured SSL-connection with C&C, doesn’t use
CRT, STD.

Browsers (supports Chrome V80):

 Internet Explorer, Microsoft Edge (Chromium Version), Kometa, Amigo, Torch, Orbitium, Comodo
Dragon, Nichrome, Maxxthon5, Maxxthon6, Sputnik Browser, Epic Privacy Browser, Vivaldi, CocCoc,
Uran Browser, QIP Surf, Cent Browser, Elements Browser, TorBro Browser, CryptoTab Browser, Brave,
Opera Stable, Opera GX, Opera Neon, Firefox, SlimBrowser, PaleMoon, Waterfox, CyberFox,
BlackHawk, IceCat, K-Meleon, Thunderbird.

Crypto extensions:

e TronLink, MetaMask, Binance Chain Wallet, Yoroi, Nifty Wallet, Math Wallet, Coinbase Wallet, Guarda,
EQUAL Wallet, Jaox Liberty, BitAppWllet, iWallet, Wombat, MEW CX, Guild Wallet, Saturn Wallet,
Ronin Wallet, Neoline, Clover Wallet, Liquality Wallet, Terra Station, Keplr, Sollet, Auro Wallet, Polymesh
Wallet, ICONex, Nabox Wallet, KHC, Temple, TezBox Cyano Wallet, Byone, OneKey, Leaf Wallet,
DAppPlay, BitClip, Steem Keychain, Nash Extension, Hycon Lite Client, ZilPay, Coin98 Wallet.

2FA plugins:
o Authenticator, Authy, EOS Authenticator, GAuth Authenticator, Trezor Password Manager.
Crypto wallets:

 Bitcoin Core and all derivatives (Dogecoin, Zcash, DashCore, LiteCoin, etc), Ethereum, Electrum,
Electrum LTC, Exodus, Electron Cash, MultiDoge, JAXX, Atomic, Binance, Coinomi.

Computer information:
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e [P and country

e Working path to EXE file
e Local time and time zone
e Language system

e Language keyboard layout
e Notebook or desktop

e Processor model

e Computer name

e User name

e Domain computer name
e Machine ID

e« GUID

o Installed software and their versions
Additional functional:

o Files grabber

e Loader

ars Stealer — HaTMBHBLIN, HEPe3UAEHTHBIW CTWANEP C GYHKLIMOHANOM Jloajepa u rpabepa

Oduumnanshoe

Mars Stealer — HaTWBHBINH, Hepe3WAEHTHRIA cTuanep ¢ GyHKUMOHANOM noaaepa u rpabepa

Haw cod paspabaThiEanca ¢ yueToM NoxXenaHui nioged, paboTarowmx no kpunTe, nostoMy B Mars Bul MoXeTe HaliTh BCE Heobroaumoe ana paboTe
€ KPUATOIA W HE TONBK

BHWMAHWE! Mbl HE PABOTAEM NO CHI M BAM HE COBETYEM!

C {ynakosanHeii 8 UPX 40kb), ncnon MK 408 CKpETMA 3anpocos k WinAPl, wndpyer
YEMEIE CTPOKM, COBMPAET BECH NOT B NAMATH, 3 TaK XE NOAASPKUEIET SAMIEHHOE SSL-COeMHEHME C KOMAHAHEIM CEPEEPOM.

He ncnonssyrorcs ©

Chromium, Microsoft Edge (Chromium version), Kometa, Amigo, Torch, Orbitum, Comodo Dragon, Nichrome, Maxthon5, Maxthoné,
r, Epic Privacy Browser, Vivaldi, CocCoc, Uran Browser, QIP Surf, Cent Browser, Elements Browser, TorBro Browser, CryptoTab Browser,
Brave Browser.
Opera Stable, Opera GX, Opera Neon.
Firefox, SlimBrowser, PaleMoon, Waterfox, Cyberfox, BlackHawk, lceCat, KMeleon, Thunderbird.
NApPoAW, KyKM, CC, AETO3AN0AHEHUE, NCTOPHIO NOCEIEHWA CATOE, WCTOPWIID CKAYMEAHUA $aANos.
ESHOTCA ECE NocnegHne obHoenesun Bpaysepos, exnouan Chrome vB0.

BascHbIM GYHKLMOHANOM, BEIAEAAKWMM Hac Ha GOHE KOHKYPEHTOE ABAETCA cBOp naarvHoe Gpay3epoe ¢ yrnopom Ha

nnaruHe 4 AHbBI.

NACOK NoAAepPXUEIEMBIX KPUMTO-NAarMHOB:
TronLink, MetaMask, Binancy ain Wallet, Yoroi, Nifty Wallet, Math Wallet, Coinbase Wallet, Guarda, EQUAL Wallet, Jaxx Liberty, BitAppWallet, iWallet,
Wallet, Terra Station, llet, Aurc Wallet,
Polymesh Wallet, ICONex, Nabox Wallet, KHC, Temple, TezBox, Cyano Wallet, Byone, OneKey, Leaf Wallet, DAppPlay, Bi Steem Keychain, Nash
nsion, Hycon Lite Client, ZilPay, Coin98 Wallet.

Cnucok 2FA-rnnarvHog:
Authenticator, Authy, EOS Authenticator, GAuth Authenticator, Trezor Password Manager.

Cnuvcok noaaepXueacMelX KPUNTO-KOWeNEKOE:
Bitcoin Core  Bce nponssogHuie (Dogecoin, Zeash, DashCore, LiteCoin, u Tak ganee), Ethereum, Electrum, Electrum LTC, Exodus, Electron Cash,
MultiDoge, JAXX, Ato Binance, Coinomi.

Co¢t cobupaeT uMppoBOA OTNEYaTOK KOMMNLIOTepa:
— IP u crpany

— Pabouwid nyte go EXE-daiina Mars 8 npouecce pabotoi

— Noxanehoe spema va MK 1 Bpementyio sony

— A3

— fsbikoBbiE pacKnafKK KNaEWaTyphl

— Hoytbyk/fleckton

— Mopgens npoueccopa
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Most strings are encrypted using combinations of RC4 and Base64. The decryption key of RC4 is stored in the

decrypt_key wvariable that was declared in the Run-Time Dynamic Linking function. In this case, the decryption
key is 86223203794583053453 .

ypt_string(int string)

apAlloc(

func_mems
return 1lp

The first called function from WinMain declares decryption key for encrypted strings and unencrypted strings,

which contain names of WinApi functions for Run-Time Dynamic Linking.

void strings_start()

decrypt_key
LoadLibra

GetProcAd

ExitProce

advapi

crypt32 dll :
GetTickCount

5 str = "Sleep”;

rDEfaultLangIﬁ 5

CreateMutexd str
GetlLastError_str
HeapAlloc str = '
GetProces
GetComputeriam
VirtualProtect_
GetUserNamed_str

CryptStringToBinarys

str

Mars gets a module handle of kernel32.dll by parsing InlLoadOrderModulelList which usually contains kernel32

library as its 3rd element (0x18 address). After obtaining the base address of kernel32.dll, it parses the PE file and

loops over the exported functions of the DLL to get the address of the LoadlLibaryA() and GetProcAddress()

functions.

After procedures with kernel32 functions, LoadLibraryA() loads advapi32.dll library and gets the address of

the GetUserNameA() for anti-emulation check. The same thing program does with crypt32.d1l and gets the

address of CryptStringToBinaryA() for strings decryption.
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= GetProcAddres

GetLastErro e A “handle, GetL
ExitPro = 0 handle,

J ce
GetComputerh ! = ' ' » GetCo
VirtualProtec Ad s andle, WirtualP

t = GetPr
rilamed =

;ETU’H result;

Malware initializes a double word (4 bytes) and calls the GetTickCount() function that returns the number of
milliseconds that have elapsed since the system has started. Then calls the Sleep() to suspend the execution of
the current thread until 15000 milliseconds (15 seconds). GetTickCount() again gets the time and malware uses
the first result to subtract then checks if a gotten number is greater than 10000 milliseconds (10 seconds). If the
function returns true, it means that the Sleep() hasn’t been skipped by the debugger and malware continues

execution flow.

Anti-emulation is used to avoid running in the Windows Defender emulator. Malware compares the current
computer name with HALITH and the username with JohnDoe . If the computer name and username have

coincided, the malware finishes execution.

Page 4 of 17


https://3xp0rt.com/posts/mars-stealer/linking_start.png
https://3xp0rt.com/posts/mars-stealer/linking_start.png
https://3xp0rt.com/posts/mars-stealer/anti_debug.png
https://3xp0rt.com/posts/mars-stealer/anti_debug.png

https://3xpOrt.com /posts/mars-stealer

BOOL anti emulation()
I

!compare_string

return 13

return Peﬂult}

This feature is used to avoid infection of machines from the Commonwealth of Independent States (CIS) by using
GetUserDefaultLangID() that returns the language identifier of the region format setting for the current user. If

the user language ID matches one from the list, the stealer finishes execution.

angID = Getl
aultLangID

eturn @3

if ( UserDefaultlangID

urn @;

( UserDefaultLangID )

J
retTurn

Language ID Language-tag Country

0x43F kk-KZ Kazakhstan
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Language ID Language-tag Country
0x443 us-Latb-US Uzbekistan
0x82C az-Cyrl-AZ Azerbaijan
0x43Fu kk-KZ Kazakhstan
0x419u ru-RU Russia
0x423u ru-BY Belarus

If all checks have passed, the malware creates a mutex object using CreateMutexA() to avoid repeat launch.
Mutex name is the same as a strings decryption key, but they are stored in different variables. Then calls
GetlLastError() which gets the last error, and if the error code is equal to 183 (ERROR_ALREADY_EXIST) it

means that mutex already exists therefore malware finishes execution.

return GetlLastError() != 1

The compilation_date variable contains 28/08/2021 00:00:00 . The month on this date has increased by 1

unit, so malware can’t run after a month of compilation. Accordingly, this sample was compiled not on
28/08/2021 , but on 28/07/2021 .

Mars uses GetSystemTime() to put current system time to a struct, then calls sscanf() to parse the compilation
date. SystemTimeToFileTime() is used to convert the current date and compilation date from system time to file

time format.

If the current file time is bigger than the compile time, the malware calls ‘ExitProcess()" to finish the process.
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¥

_time_format,

When stealing Gecko browsers credentials, the malware makes 6 requests using WinINet libary to download
dependencies from the public folder and saves them in the ProgramData folder, but sqlite3.d11l is downloading

before chrome stealing starts. At the end of execution, malware deletes mentioned DLLs and finishes execution.
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func_memset(
func_mems
func_mems
func_memset(ns
func_mems
48 url,
http);
domain);
public freebl3 d11 path);
http);
domain);
» public_mozglue dll path);
irl, http)s
~1, domain);
a url, public_msvcplae dll path);
url, http);
url, domain);
~l, public nss3 d11 path);
3 _url, http);
url, domain};
rl, public_softokn3 dl1 path);
elad url, http)
url, domain};
public_wcruntimel4@ dl1 path);
freebl3 path);
mozglue path);
msvcpla® path);
I , ath);
d d_fi softokn3_path);
download file( Lt Lm veruntimeld4® path);
func_memset|
func_mems
func_memset
func_mem {
func_memset
return func_me

Mars steals credentials from Chromium and Gecko browsers by static paths, therefore it supports only the most

popular.
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255

1pMulti
sqlite3
downloa En-'clrll ‘FluE a;
chromium(chrome_path, chrome_name, heap_addr
chromium(chromium_path, chromium_name,
chromium(edge path, edge name, heap_ad
chromium(kometa_path, kometa_name, h
chromium(amigo_path, amigo name,
chromium(torch_path, torch_name, he
chromium({orbitium_path, orbitium_na
chromium(comodo_path, comodo_name, h
chromium(nichrome_path, nichrome_name, hea
chromium(maxthon5_path, maxthon5_name, heap_
chromium(sputnik_path, sputnik_name,
chromium(epb_path, epb_name, heap_a
chromium(vivaldi path, viwvaldi name,
chromium(coccoc_path, coccoc_name, h
chromium({uran_path, uran_name, heap_a
chromium(gqip_path, qip_name, heap_adc
chromium(cent_path, cent_name, heap_add
chromium(elements_path, elements_name,
chromium(torbro_path, torbro_name, heap_a
chromium(cryptotab_path, cryptotab_name,
chromium(brave path, brave_name,
opera(opera_path, opera_name, heap
operaloperagx_path, operagx_name,
chromium(operaneon_path, operaneon_name,
firefox_path, firefox_name, heap_aj
er_name,
path, palemoon_name, heap
_path, waterfox_name, heap
_path, cvhwr _name,

:mPlnn_path; FmPlnn_namPl hﬂap_ai
hundwrhlrd _path, thunderbird_name, he

func_memset(
Fr::Llharv sqQ

Browser name Browser folder

Chrome %Ilocalappdata%\Google\Chrome\User Data
Chromium %Ilocalappdata%\Chromium\User Data
Microsoft Edge %Ilocalappdata%\Microsoft\Edge\User Data
Kometa %Ilocalappdata%\Kometa\User Data
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Browser name
Amigo

Torch

Orbitum
Comodo
Nichrome
Maxthon5

Sputnik

Epic Privacy Browser

Vivaldi

CocCoc

Uran

QIP Surf

Cent Browser
Elements Browser
TorBro

CryptoTab Browser
Brave

Opera

Opera GX

Opera Neon
Firefox
SlimBrowser

Pale Moon
Waterfox
Cyberfox

BlackHawk
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Browser folder

%Ilocalappdata%\Amigo\User Data
%Ilocalappdata%\Torch\User Data
%Ilocalappdata%\Orbitum\User Data
%Ilocalappdata%\Comodo\Dragon\User Data
%Ilocalappdata%\Nichrome\User Data
%Ilocalappdata%\Maxthon5\Users
%Ilocalappdata%\Sputnik\User Data
%Ilocalappdata%\Epic Privacy Browser\User Data
%Ilocalappdata%\Vivaldi\User Data
%Ilocalappdata%\CocCoc\Browser\User Data
%Ilocalappdata%\uCozMedia\Uran\User Data
%Ilocalappdata%\QIP Surf\User Data
%localappdata%\CentBrowser\User Data
%Ilocalappdata%\Elements Browser\User Data
%Ilocalappdata%\TorBro\Profile
%Ilocalappdata%\CryptoTab Browser\User Data
%Ilocalappdata%\BraveSoftware\Brave-Browser\User Data
%appdata%\Opera Software\Opera Stable\
%appdata%\Opera Software\Opera GX Stable\
%appdata%\Opera Software\Opera Neon\User Data
%appdata%\Mozilla\Firefox\Profiles\
%appdata%)\FlashPeak\SlimBrowser\Profiles
%appdata%\Moonchild Productions\Pale Moon\Profiles\
%appdata%\Waterfox\Profiles\
%appdata%)\8pecxstudios\Cyberfox\Profiles\

%appdata%\NETGATE Technologies\BlackHawk\Profiles\
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Browser name Browser folder

IceCat %appdata%\Mozilla\icecat\Profiles\
K-Meleon %appdata%\K-Meleon\
Thunderbird %appdata%\Thunderbird\Profiles\

This malware also targets 2FA and crypto extensions, but only in Chromium-based browsers (opera is an

exception).

yoroi name, u
nitfy_name, v
ath_id, math_name,

guarda_name, U
ual_name, u
liberty

vallet_name,
mbat_name, u
W_name,
guild_name, v
aturn_name, u

. liquali
terra_name

_ L
data_path,

{ id, coin
uthenticator_i

gauth_name, v
trezor_id, tr

Type Extension name Extension id

Crypto TronLink ibnejdfjmmkpcnlpebklmnkoeoihofec
Crypto MetaMask nkbihfbeogaeaoehlefnkodbefgpgknn
Crypto Binance Chain Wallet fhbohimaelbohpjbbldcngcnapndodijp
Crypto Yoroi ffnbelfdoeiohenkjibnmadjiehjhajb
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Type

Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto

Crypto

Extension name
Nifty Wallet
Math Wallet
Coinbase Wallet
Guarda

EQUAL Wallet
Jaxx Liberty
BitApp Wallet
iwallet

Wombat

MEW CX
GuildWallet
Saturn Wallet
Ronin Wallet
NeoLine

Clover Wallet
Liquality Wallet
Terra Station
Keplr

Sollet

Auro Wallet
Polymesh Wallet
ICONex

Nabox Wallet
KHC

Temple

TezBox
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Extension id
jbdaocneiiinmjbjlgalhcelgbejmnid
afbcbjpbpfadlkmhmclhkeeodmamcflc
hnfanknocfeofbddgcijnmhnfnkdnaad
hpglfhgfnhbgpjdenjgmdgoeiappafln
blnieiiffboillknjnepogjhkgnoapac
cjelfplplebdjjenllpjcblmjkfcffne
fihkakfobkmkjojpchpfgemhfjnmnfpi
kncchdigobghenbbaddojjnnaogfppfj
amkmjjmmflddogmhpjloimipbofnfjih
nlbmnnijcnlegkjjpcfjcimcfggfefdm
nanjmdknhkinifnkgdcggcfnhdaammmj
nkddgncdjgjfcddamfgemfnlhcenimig
fnjhmkhhmkbjkkabndcnnogagogbneec
cphhlgmgameodnhkjdmkpanlelnlohao
nhnkbkgjikgcigadomkphalanndcapjk
kpfopkelmapcoipemfendmdcghnegimn
aiifbnbfobpmeekipheeijimdpnlpgpp
dmkamcknogkgcdfhhbddcghachkejeap
fhmfendgdocmcbmfikdcogofphimnkno
cnmamaachppnkjgnildpdmkaakejnhae
jojhfeoedkpkglbfimdfabpdfjaoolaf
flpiciilemghbmfalicajoolhkkenfel
nknhiehlklippafakaeklbeglecifhad
hcflpincpppdclinealmandijcmnkbgn
ookjlbkiijinhpmnjffcofjonbfbgaoc

mnfifefkajgofkcjkemidiaecocnkjeh
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Type
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
Crypto
2FA
2FA
2FA
2FA

2FA

Extension name
Cyano Wallet
Byone

OneKey
LeafWallet
DAppPlay

BitClip

Steem Keychain
Nash Extension
Hycon Lite Client
ZilPay

Coin98 Wallet
Authenticator
Authy

EOS Authenticator
GAuth Authenticator

Trezor Password Manager
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Extension id
dkdedlpgdmmkkfjabffeganieamfklkm
nlgbhdfgdhgbiamfdfmbikcdghidoadd
infeboajgfhgbjpjbeppbkgnabfdkdaf
cihmoadaighcejopammfbmddcmdekcje
lodccjjbdhfakaekdiahmedfbieldgik
ijmpgkjfkbfhoebgogflfebnmejmfbml
Ikcjlnjfpbikmcmbachjpdbijejflpcm
onofpnbbkehpmmoabgpcpmigafmmnjhl
bcopgchhojmggmffilplmbdicgaihlkp
klnaejjgbibmhlephnhpmaofohgkpgkd
aeachknmefphepccionboohckonoeemg
bhghoamapcdpbohphigoooaddinpkbai
gaedmjdfmmahhbjefcbgaolhhanlaolb
oeljdldpnmdbchonielidgobddffflal
ilgcnhelpchnceeipipijaljkblbcobl

imloifkgjagghnncjkhggdhalmenfklk

The malware targets multiple wallets, which stores sensitive data in files as wallet.dat that contains the

address, the private key to access this address, and other data.
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Wallet
Wallet folder Regex

name

Ethereum %appdata%)\Ethereum\ keystore

Electrum %appdata%)\Electrum\wallets\

Electrum

%appdata%)\Electrum-LTC\wallets\

LTC
exodus.conf.json, window-state.json,

Exodus %appdata%\Exodus\ \Exodus\exodus.wallet\, passphrase.json,
seed.seco, info.seco

Electron

Cash %appdata%)\ElectronCash\wallets\ default_wallet

as
MultiDoge %appdata%\MultiDoge\ multidoge.wallet
Jaxx %appdata%)\jaxx\Local Storage\ file__0.localstorage
. ) 000003.1og, CURRENT, LOCK, LOG,

Atomic %appdata%\atomic\Local Storage\leveldb\
MANIFEST.000001, 0000*

Binance %appdata%\Binance\ app-store.json

Coinomi %Ilocalappdata%\Coinomi\Coinomi\wallets\  *.wallet, *.config

Mars has a custom grabber with multiple functions. First, the malware makes a request to C&C and gets config as
a response. Grabber config looks like this name|max_size|path|formats|recursively| . Then uses
setup_grabber() which use strtok() with lstrcatA() to parse grabber config and calls grabber() which

performs grabbing.
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r_prm);

StrimpCAigra
b_154EC@ | i , s, 1, heap_ad

a, |'|E'E|_'I_E:

Malware gets loader config as the response while uploading log. This config looks like this

link|load_to|startup_param| (download link, path to a loaded file, start-up parameters).

To download file stealer calls download_file() function. Then uses strtok() with lstrcatA() to parse

config parameters and calls ShellExecuteExA() to execute executable.
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open_str;
to_fi

+Hswitch_case;

return func_memset(&loader_prm, 4u);

Malware gets the way to itself by using GetModuleFileName() and calls ShellExecuteExA() which executes
cmd.exe with /c timeout /t 5 & del /f /q \"%s\" & exit parameters. After 5 seconds cmd.exe deletes

current executable.
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func_memset(pe p
GetModuleFileName
wsprintfA ' del /f /g V"%&s\" & exit™, pe_path);

ShellExecute
func_memset|

Mars Stealer it’s an improved version of Oski Stealer. Have been added anti-debug check, crypto extensions
stealing, but outlook stealing is missing. The code has been refactoring, but some algorithms remained stupid as in

Oski Stealer. Here you can read detailed Oski Stealer analysis from CyberArk.
Tweet: Aug 9, 2021
File: 6143734a8c9cae36bfde4f4b67f3c604

C&C: cookreceipts.fun

Source: https://3xp0rt.com/posts/mars-stealer
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