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 Tool: LOADGRIP

Names LOADGRIP

Category Malware

Type Backdoor

Description
(BleepingComputer) A Linux variant of QUEUESEED developed in C, used to inject a
payload into processes using the ptrace API. The payload is usually encrypted, and the

decryption key is derived from a constant and a machine-specific ID.

Information
<https://www.bleepingcomputer.com/news/security/russian-sandworm-hackers-targeted-20-

critical-orgs-in-ukraine/>

Last change to this tool card: 23 April 2024

Download this tool card in JSON format

All groups using tool LOADGRIP

Changed Name Country Observed

APT groups

  Sandworm Team, Iron Viking, Voodoo Bear 2009-Dec 2024

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=a3342188-37e8-4c35-ad98-439dc8431d6c
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