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What's Inside?

In malware, we often see threat actors that tend to obfuscate or encrypt their code in order to slow down the

analysis of security researchers. To do so, many authors tend to use open-source packers but also craft their own

custom packers.

While custom packers are definitely not a new thing, it is always interesting to observe how they work, and what

is the shared similarities between them in different malware.

In this writeup, I will present some known first-stage malware that uses custom packers or other packing

mechanisms.
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I will also share some theoretical insights regarding the way to approach these packers, and hopefully, shed some
light using a step-by-step dynamic observation.
The purpose here is to give some guidelines on what to look for when we try to understand how the unpacking

mechanism works.

Note: this writeup is about observing the unpacking mechanism, therefore, faster methods to get the final payload
such as:
Tracking specific API calls and ignoring others, or, focusing on the code injection parts; won't be mentioned -the

goal of this article is to explain the unpacking mechanism and net the fastest way to get the final payload.

Get2Downloader

This downloader was first emerged in 2019 and associated with TA505 threat actors. It is known to deliver

different malware, most notably Sdbbot.

As in every case, when malware wants to write unpacked content, it first needs to allocate the memory space for
it. Get2 uses the API call VirtualAlloc three times, we’ll focus only on the last two.
In each allocated memory we’ll set a write hardware breakpoint, this assures us that whenever something will be

written we’ll know about It.

Press enter or click to view image in full size

& cru & Graph | | 4 Log [ Motes ® preakpoints E# Memory Map [

8945 EB mov dword ptr ss5:[ebp-18],eax
@| 002201DF 837D EB 00 |cmp dword ptr ss:|[ebp-18[,0

r----@ 002201E3 « 75 OF jne 2201EC

i & 002201E5 33co XOr eax,eax
——+———| 002201E7 ~ E9 00030000 |jmp 2204EC

L---»@| 002201EC 6A 04 push 4

. ®|002201EE 68_00300000 | push 3000 TR
li» Ol o | i

Y Dump 1 Y Dump 2 Y Dump 3 ¢y Dump 4 4 Dump 5 &) watch 1

wdress [Hex % ASCII

1027000000 00 00 00 OO |00 OO0 OO0 OO(00 00 00 O0|.... e eeinnnnnn
027001000 00 00 OO OD|0D OO 0D 000D 00 00 00| . ... . ceeeerennn
W0270020(00 00 00 00 00|00 0D 0D OO (0D 00 0D O0|. ... i v
W0270030(00 00 00 OO 0000 00 OO OO (0D O DO OO ...cveecennnanns
1W0270040( 00 00 00 00 00|00 0D 0D OO (00 OO 0D OO ....cveeeerenanna
W0270050(00 00 00 OO0 OO0 OO0 0D OO(0D OO0 0D 00| . ...t v
W0270060(00 00 00 OO0 0000 00 0D OO (00 OO 0D 00| . ... et
W0270070(00 00 0o 00 00 0000 00 0D 000D 00 0D OO ... i vnnanun
W0270080(00 00 00 00 00 00 00|00 OO0 0D OO(0D OO 0D OO ....c0ceivenannn
W270090(00 00 00 00 00 OO0 OO |00 OO0 0D OO(DD OO 0D OO . ... it venannn
1W02700A0|00 00 00 OO 00 OO 000D 00 00 00100 0D 00 001 ... ... . nnn
W02700B0(00 00 00 00
W02700C0(00 00 00 00
W2700D0(00 00 00 00
W02700EQ(00 00 OO0 00
027000100 00 00 QOI00 00 OO0 QOI(00 OO0 OO0 00100 00 00 00l .. ..o e e e e nnnnns

Get2: First Allocated Memory
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& cru & Graph | | 4 Log |} Motes # Breakpoints ## Memory Map ™

8945 F4 mov dword ptr ss:[ebp-C],eax
00220202 837D F4 00 |cmp dword ptr ss:|[[ebp-C],0
r-—--@|| 00220206 - 75 OF jne 22020F
i 00220208 33C0 XOr eax,eax

————@| 00220204 ~ E9 DDOZ20000 |jmp 2204EC
mov dword ptr ss:flebp-ocl,0

§Y Dump 1 By Dump 2 : By Dump 4 U Dump 5 G watch 1

Address | Hex
00280000|00 00 OO0 OO0 |00
00280010 00 00 OO0 Q0 (00
00280020|00 00 00 00|00
0028003000 00 OO0 OO0 (00
00280040|00 00 00 00|00
0028005000 00 OO0 OO0 (00 00
002B0060|00 OO0 00 00|00 00 00 0O
002e0070| 00 OO0 OO0 OO0 |00 00 00 00
00280080 |00 00 00 00|00 00 00 0O
00280090 |00 00 00 00|00 00 00 00
002B00A0| 00 OO0 00 00|00 00 00 0O
002B00B0| 00 OO0 0O Q0|00 00 00 00
002800C0| 00 00 0O ot i s
00280000 00 00 0O

002B00EQ| 00 Q0 OO0

oozsooe0 00 00 00 ofSecond allocated memory

002B0100|00 00 00 00|00 00 OO 00|00 00 00 00|00 00 00 00| .v.uvueuneunenn..

AATRMAAA Al AN AN AN AanlTAan o Aan Aan Aan |ﬂﬂ An Aan Aan |ﬂﬂ An An Aan

OD|0D 00 DD DD . vv e s v anmas
0000 DO DD OD( ... ...cc.canna..
L RRE D I ——
00 (DO DO DD 00| . .o racannma
00 (00 DO DD OD(. cvevrmmrmmmmmw.
0000 DO DD OD(..c.ovnumanuna.
00 (00 DO DD 0D .. v aiaenaas
00 (00 DO OD OO0 . . cn o
00 (00 DO DO OO . v e e
00 (D0 DO D0 B0 .o e mmmmmmmm s
00 (00 OO DD 0D .. eiaiaaa
00 (00 DO DD Q0| . .umieimimim i im i mim

=g l=]

Get2: Second Allocated Memory

After settings the breakpoints, we'll hit run until we reach the first breakpoint. Then, we’ll observe a loop whose

objective is to write content to the first allocated memory.
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& cru @ Graph | 4 Log |1 Motes ® Breakpoints B Memory Map (i
e 00220210 C785 6BFFFFAmov dword ptr ss:[[ebp-28],0
——&|| 00220223 + EB 1E jmp 220243
Bg—s 8BBD G4FFFFFmov ecx,dword ptr ss:[ebp-9C]
e 002202 83C1 01 add ecx,1
e 0022 O?ZE BO9ED 64FFFFAmov dword ptr s5:[febp-9C],ecx
e 00220234 BB95 6BFFFFAmov edx,dword ptr ss:[ebp-9&]
& 00220234 83C2 01 add edx,1
e 0022023D 8995 6BFFFFAmov dword ptr ss:[[ebp-98],edx
L@ 00220243 BB45 OB mov eax,dword ptr ss:[ebp+El
e 00220246 BBBD GAFFFFHmMov ecx,dword ptr ss:[ebp-9C]
e 0022024C 3B48 0OC cmp ecx,dword ptr ds:[eax+C]
r——---- e 0022024F « 73 3E jae 2202BF
i e 00220251 BBBS 6BFFFFAmMov eax,dword ptr ss:[ebp-95&]
! e 00220257 33p2 xor edx,edx
! & 00220259 B9 02000000 mov ecx,?
I e 0022025E F7F1 div ecx
i e 00220260 §5D2 test edx,edx
| r----@| 00220262 « 75 0OF jne 220273
P el 00220264 BB95 G4FFFFAmov edx,dword ptr ss:|lebp-oc]
L & 00220264 83Cc2 02 add edx,?
L @| 00220260 8995 64FFFFAmov dword ptr ss:[[ebp-9C],edx
D Lo--»@| 00220273 8B45 08 mov eax,dword ptr ss:[[ebp+E&]
i 8| 00220276 EB48 OB mov ecx,dword ptr ds:[eax+8&]
i e 00220279 8B55 EB mov edx,dword ptr ss:[lebp-18]
i e 0022027C 0395 6BFFFFHadd edx,dword ptr ss:[ebp-98&]
! e 00220282 BB85 G4FFFFAmMov eax,dword ptr ss:[ebp-9c]
! @ 00220288 Ba0COl mov C1,byte ptr ds:[ecx+eax]
I e 00220288 880a mov byte ptr ds:[edx],c]
e | O02202ED ~ EB 96 jmp 220225
R @ 0022028F C785 60FFFFFRmov dword ptr ss:[ebp-a0],0
ol === = . ik b
< | 1] |
e Dump 1 @ Dump 2 4y Dump 3 o Dump 4 Uy Dump 5 & watch 1
Address |Hex ASCIT
00270000(53 00 00 00|00 00 00 OO0 (00 00 00 DO|S. . .. n e
00270010(00 00 OO0 00|00 00 OO0 OO0 (00 00 00 OO0 00 (D=0 _ . ... . ..........
00270020|100 0O OO QO(00 00 00 00|00 00 00 00|00 N | R e R e e s

Get2: First Allocated Memory being written

To save time, we’ll set a breakpoint one step after the loop to see the entire written content. Then, we observe that

the memory section is filled with obfuscated data.

gy Dump 1

# Dump 2

¥4y Dump

3 g4 Dump 4

§4 Dump 5

% watch 1

ddress

Hex

ASCTT

0270000
0270010
0270020
0270030
0270040

0270060
0270070
0270080
0270090
0270040
0270080
02700C0
0270000
02700ED
02700F0

AT A

33
D6
FEB
20
21
0270050(77
11
o7
C8
D
43
34
TA
35
27
D7

~e

39
B9
1F
BO
81
D
43
7F
D2
DF
1A
92
D2
44
63
5F

8E
E4
E4
5E
1B
0a
50
36
16
35
BB
67
8E
0B
1c
AB

51
99
57
FF
DF
AZ
EB
03
11
43
AE
DE
g9
BA
IF
aB

L

ER
44
D3
E7
96
B2
23
5B
24
Al
D1
8D
D4
DD
92
9

-

FD
8C
25
7B
a9
B5
00
14
41
35
CA
ac
BB
FF
BE
5C

-

AE
68
o9
71
BD
Al
69
1B
FO
AB
50
BF
98
28
1A
oD

i

08
B9
4D
6F
ED
C8
CEB
CA
79
EG
05
456
BO
A2
9B
0OE

46
37
41
22
36
4D
66
BE
63
0A
D7
F7
14
F5
57
44

L]

BC
6C
AA
c7
EA
AD
FB
85
co
BC
CcB8
8D
DE
1E
EC
BS

£F
24
8F
7F
78
a4
50
24
4C
1A
i
34
24
49

C8
04
0a
65
4F
BC
0o
OE
Ch
BE
09
25
il
cl
88 07
al BF

=

4E
FE
11
80
80
18
95
D7
16
24
c3
26
11
=2,
FO
Dl

DD
BEF
6B
7B
86
69
EC
98
03
oD
03
83
99
9E
AQ

-

Get2: First Allocated Memory obfuscated content

Ad
23
fF
6E
3B
D3
Af
57
Ad
93
28
2C
99
c9
8D
1B

91
49
8F
A2
c9
58
72
89 ..E
09
09
49
96
89
92
ED
85

SB.Qﬂ?ﬂ.F..ENiu.
0'd. J.h* 71~ bY#I
i. awﬁ%EMAa
°n£ e. kﬂﬂ
1ﬁ1ﬁex0 {[E
wl. ¢ 2p2EM, (4. . OX
.CPé#.iEfﬁP..i:r
.[..E,.$.xﬁw.
. $AByCALEA. .
—ESCES &5 5.
C.=2HEP. xE JA. (I
JE=

.

-3 |.|Q|::| e,

r -4 4_

After a couple of instructions, we found ourselves in another loop. At first glance, it seems this loop has

characteristics we expect from traditional decryption\encryption routines, such as shr (shift right), xor, and rol

Page 4 of 27



https://elis531989.medium.com /funtastic-packers-and-where-to-find-them-41429a7ef9a7

(rotate left) opcodes. The loop changes the first bytes of the obfuscated content to “M8Z”, which starts to

resemble the classic “MZ” string.

& cru & Graph | 4 Log |1 Motes # Breakpoints = Memory Map
@ 00220299 «~ EB OF jmp 2202AA
>e 00220298 +BB95 60FFFFAmov edx,dword ptr ss:|[ebp-a0]
@ 00220241 83Cc2 01 add edx,1
8| 002202A4 8995 60FFFFAmov dword ptr ss:[[ebp-a0],edx
@ 00220244 8645 08 mov eax,dword ptr ss:[flebp+E]
e 0022024AD 8648 0OC mov ecx,dword ptr ds:[eax+C]
@ 00220280 ClE9 02 shr ecx,2
@ 002202B3 398D 60FFFFAcmp dword ptr ss:|[ebp-al],ecx
r----@f 002202B9 «| 73 59 jae 220314
i e 002202BE 8895 60FFFFAmov edx,dword ptr ss:|[ebp-a0]
! e 002202C1 8645 ESB mov eax,dword ptr ss:|[ebp-18]
! e 002202C4 8B0OCO0 mov ecx,dword ptr ds:[eax+edx®4]
! e 002202C7 898D SCFFFFAmov dword ptr ss:|[ebp-a4],ecx
i @|| 002202CD 8e55 08 mov edx,dword ptr ss:[[ebp+E]
i e 00220200 BBBS SCFFFFAmov eax,dword ptr ss5:[ebp-a4]
i 8| 002202D6 3342 10 xor eax,dword ptr ds:[edx+10]
! e 00220209 8985 SCFFFFAmov dword ptr ss:[[ebp-a4],eax
! @ 002202DF BBBD SCFFFFAmov ecx,dword ptr ss:[[ebp-a4]
| @|| 002202E5 clcl 04 rol ecx,4
i @ 002202E8 BO9BD SCFFFFAmov dword ptr ss:[ebp-adf],ecx
i @ D02202EE 8B95 SCFFFFAmov edx,dword ptr ss:[[ebp-a4]]
i e 002202F4 81c2 7877777 add edx,?**?*?*
! ®|| 002202FA 8995 SCFFFFAmov dword ptr ss:[[ebp-a4],edx
! @| 00220300 BBB5 G60FFFFAmov eax,dword ptr ss:[[ebp-al]
! e 00220306 864D EB mov ecx,dword ptr ss:[ebp-18]
i @ 00220309 8B95 SCFFFFAmov edx,dword ptr ss5:[[ebp-a4]
i © 00?2010F 891481 mov dword ptr ds:[ecx+eax®4],edx
S ~LEB 87 jmp 220298
L | 002”0311 8645 F4 mov eax,dword ptr ss5:[febp-C]
®( 00220317 50 push eax . .
@

B Dump 1 84 Dump 2 &le Dump 3 W Dump 4 §e Dump 5 & watch 1
Address | Hex ASCIT
00270000 (4D 38 5A 90|E2 FD AE 0B |46 8C 'F CB|4E A1l A4 91JMBZ. Ry®.F..EN;H.
00270010|D6 BY E4 99 |44 BC 68 B9 |37 6C 24 04 [FE DD 23 49 Td.h'71*. pY#I
00270020|FB 1F E4 57 |D3 25 CH9 4D |41 AA BF 0A |11 BF 7F 8F|0. awﬁ%EMAa :
0027003020 BO 5E FF|E7 7B 71 6F |22 C7 7F 65|80 6B 6E A2 °ﬂ£ e knt
0027004021 B1 1B DF |96 69 BD ED |36 EA 78 4F |BD 7B 5B C9 TﬁTEEXG ilE
00270050(77 DC 0A AZ|B2 BS AA CB|4D AD 94 BC |18 86 D3 58 |wl. ¢=p2EM. .M. dx
00270060|11 43 50 EB |23 00 69 CB |66 FB 50 00|95 69 A6 72|.CPé#, 1EfuP
00270070|07 7F 36 03|58 14 1B CA (BB B85 24 OE|DY EC 57 B9 E <l xww
00270080 |C8 D2 16 11 |24 41 FO 79|63 CO 4C C6|16 98 A4 09 $AﬁycAL£
00270090230 DF 35 43 |AA 35 AB E6(0A BC 1A BE |24 03 93 09 —ESCES ®. 1. $
0027004a0|43 1A BB AE|D1 CA 50 053|D7 CB 1C 09|C3 9D 28 49|C.»?REP.xE.. (I

Get2: M8Z string written

To see the final stage of this decryption loop, we’ll set a breakpoint one step after the jump instruction and hit run.
Then, additional string fractures such as: “This program cannot run in DOS mode” and the word “PE”, will be
revealed. Overall, we understand that this loop was responsible for taking the obfuscated content and do some

decryption. However, it is obvious that this is not the final stage.
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LI e|00220312 ~ EB 87 jmp 220298 3 A
Fg—l-—re BB45 F4 mov eax,dword ptr ss:[ebp-C]
®( 00220317 50 push eax

4 Dump 1 g4y Dump 2 4y Dump 3 4 Dump 4 4 Dump 5 & watch 1

Address |Hex ASCIT
0027000040 38 5A 90|38 03 66 02|04 09 71 FF |81 BB C2 91
00270010|01 40 €2 15|C3 08 01 O |08 OE 1F BA|7C Ol B4 09[.
00270020|CD 21 BB F5|4C BO 0A 54 |68 69 73 20|70 1C 72 6F
00270030(67 CF 61 6D|0DE 63 BE 6E|3E 9F 74 CF |62 65 5F 9E
00270040|75 BF 30 69|06 44 4F 53 |FC 6D 07 6F (64 65 2ZE 0D
0027005012 0A 24 98|44 86 21 02 |B3 FB C2 40(DD AB BOD 04|..%.
00270060(76 DC 7C 2C |54 CF OB 2E|FB 5A 86 7C|2F 44 DF Al vul TI mz ],-"DE.
00270070|08 1D DE AA|D4 87 27 19|DE& 85 CO 59|10 10 E7 0C|..p320.".@. AY.
00270080|D9 FO E3 BB|1F BF 7C 16|54 CB 44 DC|F8 4B CO 11 l‘_laa «,l TEDE_IEIKA
00270090 |AC 1D D4 AA|C6 86 FO E1|C3 OC 22 F9|18 DF A8 10|-.024. 04 VI

- L

a

002700a0|52 69 28 63|68 70 85 CC|0OB 50 45 09|4C 01 00 OA|Ri(chp.1
002700B0|25 EE EF 5D|AC 14 70 EQ|0A 02 21 0B |01 DF 38 2A|%7i]-.pa.wT..R8*
nn27o0enl e EQ /2 10122 RO 02 A1 120 20 24 24170 e 10 111 A& &7 CEnil

Get2: decryption loop ends

After the loop ends, we encounter a call to one of the Get2 functions. This function is important for the final

decryption stage. We’ll set a breakpoint on it and step into it.

Lo 00220312 ~ EB B7 jmp 220298"
] 8B45 F4 mov eax,dword ptr ss:|lebp-c]]
ef 00220317 50 push eax
& 00220318 8B4D EB mov ecx,dword ptr ss:|lebp-18]
e 00220318 51
IR, (). 031C | E8 1F060000[ call 220940
e 00220321 §3C4 0B a esp, o
& 00220324 85C0 tTest eax,eax
r--—-@ 00220326 «~ f3 OF jne 22032F
i ef 00220328 33C0 XOr eax,eax
———&| 00220324 ~ E9 BDOD10000 |jmp 2204EC
L--—xm| 0022032F 68 00800000 |push B0DOO
e 00220334 6a 00 push O
@ 00220336 8B55 EB mov edx,dword ptr s5:[lebp-18]
ef 00220339 52 push edx
& 0022033A FF55 B4 call dwopd ptr 55:[ebg—§c] .
®la i |

@y Dump 1 g4 Dump 2 @y Dump 3 @y Dump 4 @y Dump 5 & watch 1

Address | Hex ASCIT A_L
00270000(4D 38 5A 90|38 03 66 02|04 09 71 FF |81 BB C2 91 |MBZ.B.T...qy. A.
0027001001 40 C2 15(C3 08 01 OE|0B OE 1F BA|7C 01 B4 09|. @A A...... o]

00270020|CD 21 BB F5|4C B0 0OA 54 |68 69 73 20(70 1C 72 6F I' ,oL..This p.ro
00270030|67 CF 6l 6D|0OE ©3 BE BE|3E 9F 74 CF |62 65 5F 9E gIam C. . tibe_.
00270040(75 BF 30 69|06 44 4F 53 |FC 6D 07 6F (64 65 2E 0OD|ui04.DOS0m. ode. .
00270050(12 0A 24 98|44 B6 21 02 |B3 FB C2 40(DD AB BD 04|..%.D.!. "BABY«".
Q0270060 |76 DC 7C 2C |54 CF OB 2E|FB 5A B6 7C|2F 44 DF Al |wvl],TI..eZ.|/DR;

Get2: Second stage decryption function

As we enter, we see that our second allocated memory has been manipulated., and the letter M has been written
into it. This is because the function is copying and manipulating the content from the first to the second allocated

memory.
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ELP N D02 209 BA 837D E8 00 |cmp dword ptr ss:lebp-18],0
———————————— @| 0022098E OF85 4BUEDDE1HE 220BDF
8 00220994 ED4D DB ea ecx,dword ptr ss:[lebp-28]
e 00220997 51 push ecx
e 00220998 EE F3IFEFFFF |call 220890
®| 0022009D B3c4 04 add esp,4
@ 00220940 B5C0O tTest eax,eax
e @) 00220942 OF 84 DFDZDDC?E 220BB7
i @ 00220948 BD55 DB ea edx,dword ptr ss:[lebp-28]
: #( 002200948 52 push edx
! ®| 002209acC EE DFFEFFFF |call 220890
! ef 00220081 B3c4 04 add esp,4
i & 00220984 B5CO test eax,eax
| rmmmmmm- @) 00220986 OF 84 EBDDDDE?E 220A44
Do ®| 002209EC ED45 DB ea eax,dword ptr ss:[ebp-23]
b ®|| 002209BF 50 push eax
D | 002209¢C0 E8 CEFEFFFF |gall 220890
Vs e 002209C5 B3c4 04 add esp,4
iy & 002209CE B5CO test eax,eax
R @ 002209CA 74 6Cc je 220A38
P ®|| 002209CC C745 EC 0000 mov dword ptr SS:%Ebp—l4I,G
P e 00220903 C745 FE& 0400 mov dword ptr ss:[ebp-8J,4
P ——af 00220904 EB 09 jmp 2209E5
. e 002200DC BB4D FB mov ecx,dword ptr ss:[lebp-&]
g 0 e 002209DF B3E9 01 sub ecx,1
P @ 002209€2 B94D F8 mov dword ptr ss:lebp-8J,ecx
11 L—e| 002209E5 B37D FB 00 |cmp dword ptr ss:[flebp-8],0
11 r----@ 002209E9 74 17 ;ie 220A02
S @ 002209EE BDS55 D8 ea edx,dword ptr ss:[febp-28]
A e 002209EE 52 push edx
P e 002209EF EE SCFEFFFF |call 220830
Pl @ 002209F4 B3c4 04 add esp,4
P11 e 002209F7 8B4D EC mov ecx.dword ptr ss:llebp-141
Ll
4 Dump 1 g Dump 2 % Dump 3 4y Dump 4 iy Dump 5 & watch 1
Address |Hex ASCII
00280000 4D 5A 90 00|00 OO 00 0O (00 OO OO OO |00 OO0 00 OO|MZ.......ccu...s
00280010 (00 00 00 00|00 0O 0O 0O(00 OO0 00 QOO0 00 00 00| ... ..o enaenn
0026002000 00 00 00|00 00 0O 0O(CD 00 00 OO |00 00 00 00) ... ieeinenanna
00280030 (00 00 00 00|00 OO0 OO 00|00 OO0 00 OO(00 00 OO0 00| ... e ee e
0028004000 00 OO0 Q0|00 OO0 0O QO(00 OO 00 OO(O0 00 00 00| .. .e i e i e nn
OO2ROOSD | 00 D0 00 O 00 00 00 00 L0 O 00 O 100 O WD O oo oL oo oot

Get2: Second Allocated Memory Being Written

The entire process of writing content to the second allocated memory is also part of a large loop. Although we get

what seems to be a clean portable executable, we didn't finish yet. When we inspect the PE headers we see that it

is packed with a UPX packer.
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- JE——

L_e|00220EDA | ~ E9 ABFDFFFF |jmp 22098A°

BB45 DC mov eax,dword ptr ss:[ebp-24]
e 00220BE2 2B45 0OC sub eax,dword ptr ss:[ebp+C]
@ 00220BES 8BES mov esp,ebp
@ 00220BE7 5D pop ebp
@| 00220BEE c3 ret
@ 00220BEQ cC int3

4 | M |

g Dump 1 G Dump 2 % Dump 3 o Dump 4 gy Dump 5 & watch 1

Address |Hex ASCIT

00280000|4D 54 90 00(03 00 00 00|04 OO0 OO0 OO|FF FF 00 DO|MZ.......... VY. .
00280010 (B8 00 00 OO0 (00 OO0 OO0 0O(40 00 00 QO[O0 00 00 00) ... v... D e
00260020|00 00 00 00 (00 00 OO0 00|00 00 00 O0(00 00 00 00|.....covvevvnnnn
00280030( 00 00 00 CO(00 00 OO0 00|00 00 OO0 CO(OB 01 00 00|....vvuevrrrnnns
00280040|0E 1F BA OE |00 B4 09 CD|(21 BB 01 4C|cD 21 54 68|..°.. . I! .LI!Th
002B0050|69 73 20 70|72 6F 67 72|61 6D 20 63|61 6E 6E 6F|is program canno
002B0060(74 20 62 65|20 72 75 OE|20 69 6E 20|44 4F 53 20(t be run in DOS
00280070| 6D 6F 64 65|2E OD OD OA|24 00 Q0O 00|00 00 OO OO|mode....$.......
00280080| 86 21 B3 FB|C2 40 DD AB|CZ 40 DD AB (C2 40 DD AB|. ! 0AGY«ARY«ABT«
002B0090|76 DC 2C AB|CF 40 DD AB|(76 DC 2E AB|5A 40 DD AB|vl,«I@V«vl. «Z@Y«
002B00A0| 76 DC 2F AB|DF 40 DD AB|Al 1D DE AA|D4 40 DD AB|vil/«BEY«;.p30@V=
002B00B0|27 19 D8 AA|CO 40 DD AB |Al 1D DE AA(F7 40 DD AB|'.5%AEY«.B3:0V«
002B00C0| Al 1D DS AA|E3 40 DD AB|1F BF 16 AB|CB 40 DD AB|j.U2d0Y«. ;. «EGY«
002B00D0|(C2 40 DC AB|4B 40 DD AB |AC 1D D4 AA(CO 40 DD AB|AfCU«K@Y«—, 02A0Y«
002B00EQ|AC 1D DD AA|C3 40 DD AB|AC 1D 22 AB|C3 40 DD AB|-.YV2ABY=-. "«AQYV=«
002B00F0|AC 1D DF AA|C3 40 DD AB |52 69 63 68|C2 40 DD AB|-.R2AEY«RichAGY=
002e0100(00 00 Q00 00|00 OO0 OO0 OO(50 45 00 00(4C 01 02 00)........ PE..L..
00280110|25 EE EF 5D|00 00 00O 00|00 OO QO QO|EQ OO 02 21(%7i]........ e
00280120068 01 OE 00 (00 CO 01 OO(00 10 OO0 0O(Q0 60 02 00]..... L R T
0028013020 2C 04 0O(D0 70 02 00|00 30 04 0O0(00 00 00 10| ,...p...0......
00280140(00 10 00 00|00 02 00 00|06 OO0 00 QO[O0 00 00 00|..u e vu e nnns
00201 50(06 00 00 00 (00 00 OO0 OO(00 40 04 0000 10 00 00| ... ..... [ TR
002e0160(00 00 OO0 00|02 OO0 40 01|00 OO0 10 00|00 10 00 00|...... et R
002e0170(00 00 10 00 (00 10 OO0 OO (00 Q0 OO0 QO(10 00 00 00| ... e inennnns
00280180 F0 32 04 00|50 00 00 0O|DC 31 O4 00|14 01 00 00|B2..P...0L......
002B0190(00 30 04 00 |DC 01 OO0 00|00 00 OO0 Q00|00 00 00 00(.0.. . U....c.u....

002801A0(00 00 00 00|00 00 00 00|40 33 04 00|24 00 00 O0Of........ @3..8%...
00280180(00 00 00 00|00 00 OO 00|00 00 00 QO[O0 00 00 O0(. ..o vvnun.n.
002801C0|(00 00 00 00|00 00 00 00|F4 2D 04 OO|(18 00 00 0O0f........ Bl (e o
002e01D0(14 2E 04 00|5C 00 OO 0O|00 OO OO OO|00 0O OO O0|.... %N covuuunnn.

002601EQ(00 00 00 00|00 00 00 00|00 00 00 Q0(00 00 00 00|, ... vvvnnun.n.
002801F0(00 00 00 00|00 00 00 00|00 00 00 00 (00 00 00 0D f——— e e e e o
00280200(55 50 58 30|00 00 00 00|00 60 02 00|00 10 00 OOQuUPXO... I .. il
002021000 00 00 00|00 04 0O 00|00 OO OO0 OO(00 OO OO0 QDT - .. o -
00280220(00 00 00 00|80 00 00 EO|55 50 58 31|00 00 00 00f....... JUPXL.

ma Anlan As AR AA 1

Get2: Second Allocated Memory Packed With UPX

The UPX packer is one of the most common open-source packers. For attackers, it's easy to use packer and it also
provides reliability because of the fact that it is not a complex packer. There are several ways to overcome this
packer, most of them are documented on the internet. In this case, I choose to use the UPX utility of CFF Explorer.

Note: In some recent versions of Get2 malware, the UPX part is missing.

The final stages of the unpacking mechanism are portrayed in the following diagram:
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First Allocated Memory Second Allocated Memory Second Allocated Memory
Copying Unpacking
i UPX
Obfuscated Decrypting
Data The Data Clean FE Facker Unpacked
Packed With UPX Payload
S S

While inspecting the final unpacked file, we’ll see it has low entropy and a large number of strings, functions

names, and data.

Press enter or click to view image in full size

|-~ indicators (5/33 network WinHttpAddRequestHeaders

I 2 i network WinHttpCloseHandle

; ﬁ ﬂms_h:?gﬂijﬁb;ﬂiﬂ network WinHttoConnect

1 os-5tu es,

| . network WinHttpC rackUrl

~> file-header (Dec.2019) i - —
T T network WinHttpGetlEProxyCanfigForCurrentUser

i optional-header (file-checksum)

| = directories (6) network WinHttpGetProxyForlr|

> sections (58.44%) network WinHttpOpen

i~ libraries (1/4) network WinHttpOpenRequest

£ imparts (44/120) network WinHttpQueryDatafvailable

L= exports (racevr) network WinHittpQueryHeaders

o tls-c : network WinHttpReadData

54 resources (manifest) network WinHttpReceiveResponse

i strings (39/2044) RO OTE WinHttpSendR

L finHtipsendRequest

; E '.f “'[ S network WinHtipSetOption

k=l manifest (asinvoker ; :

L@ versic network. WinHtipSetTimeouts

L =g : network WinHttpWriteData

Get2: Final unpacked payload

Qbot

Qbot (aka QakBot, Pinkslipbot, QuakBot) is one of the known and prevalent banking trojans in the last years and

been active for years since 2007.

The way to unpack the first dropper of Qbot is relatively simple and already been documented. Setting a
breakpoint on VirtualProtect and inspecting several mov instructions after it, will do the trick. Otherwise, we can

use automated tools such as PE-Sieve. However, where is the fun in that?

Get Eli Salem’s stories in your inbox

Join Medium for free to get updates from this writer.

Remember me for faster sign in
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To start, we’ll set a breakpoint on VirtualAllocEx and VirtualAlloc, then, click Run. We’ll hit on VirtualAllocEXx,

and to assure nothing slips away, put a write hardware breakpoint on the newly allocated memory. Then, hit run.

& cru

- Graph

Lt Log

| MNotes

® Breakpoints

## Memory Map

i

00401 4
004014
004014
004014
00401 4
004014
004014
004014

AZ

DCD46A00

EB0D DCD46AC
E90D E4CCHAC
8615 BOCCHACQ
E915 B4CCBAC(

Al
05
AZ
Al

E4CCBADD
DO3B0300
COCCBADD
DCD40A00

mov
mov
mov
mov
mow
mowv
add
mov
mov

dword ptr
ecx, dword
dword ptr
edx, dword
dword ptr
eax, dword
eax, 33800
dword ptr
eax, dword

ds:[6AMDC] ,eax
ptr ds:[6AD4DC]
ds: [BACCE4 ], ecx
ptr ds:[6ACCED]
ds: [BACCE4] , edx
ptr ds:[BACCE4]

ds: [6ACCCO] , eax
ptr ds:[6ADIDC]

004014 5D ebp

By Dump 4 Y Dump 5 & watch 1

By Dump 1 Wy Dump 2 Wy Dump 3

Address

00290000
00290010
00290020
00290030
00290040
00290050
00290080
00290070
00290080
00290090

alale Uslaal el

00
0o
0o
0o
00
00
0o
oo
0o
00

s lal

00
00
00
00
00
00
0o
0o
0o
00

s lal

00
00
00
00
00
00
00
00
00
00

Malal

00
00
00
00
oo
00
00
0o
00
00

M lal

00
00
00
00
00
00
00
0o
0o
00

s lal

(o]
0o
00
0o
00
00
0o
0o
oo
00

Mls s

00
00
00
00
00
00
00
0o
00

N L I

Qbot: VirtualAllocEx allocated memory

We reach our breakpoint in a function that writes obfuscated data, byte by byte, into this allocated memory.
Similar to the Get2 malware or basically any other malware that has an unpacking mechanism, the data is written

inside a loop.

Press enter or click to view image in full size
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& cru L B Grap | Log | [ 1 Motes ‘ ® Breakpoints E# Memory Map [V Call Stack =3 SEt
o[ 00401 +BA F9120000 [mov edx,l2F9 T~
o 00401 8502 test edx,edx
--------- @ 004014 ~(74 6E je gbot.40198D
' e| 00401 Al 9CD46A00 |mov eax,dword ptr ds:[6AD49C]
i e 00401 3805 88D46A0 cmp eax,dword ptr ds:[6AD488]
1 p----@f 00401y ~| 72 02 ib gbot.40195E
! ———e| 00401y ~|EB 5F amp gbot. 401980
| ee--rm| 00401 8835 gcpd6A(mov esi,dword ptr ds:[6AD49C]
i e 00401 0375 F4 add esi,dword ptr ss:|[ebp-C]
i & 00401 68 DCO40000 |push 4oC
: ®| 00401 6A 00 push 0
! | 00401 FF15 9ccF6Ad call dword ptr ds:[<&LoadIconA>]
: o 00401 03F0 add esi,eax
i ef 00401 68 DCO40000 |push 40C
i e8| 00401 6A 00 push 0
lL e 00401 FF15 9ccr6adcall dword ptr ds:[=&LoadIcona>]
i el 00401 0375 F4 add esi,dword ptr ss:[febp-cf]
t e8| 00401 03cé add eax,esi
: ef 00401 0345 F4 add eax,dword ptr ss:|ebp-C]] =
! o 00401 8BOD 9cp46A(mov ecx,dword ptr ds:EEANQC]
i ef 00401 034D F4 add ecx,dword ptr ss:|[[ebp-c] =
i | 00401 034D F4 add ecx,dword ptr ss:[ebp-cC] | BN
' e 00401 034D F4 add ecx,dword ptr ss:|[ebp-c]
i el 00401 8815 DOD4GAQ mov edx,dword ptr ds:[6AD4DO]
! | 00401 8B35 ccpD46A(Qmov esi,dword ptr ds:[6AD4CC]
f e 00401 BAD406 mov al,byte ptr ds:[esi+eax]
i e| 00401 880404 mov byte ptr ds:[edx+ecx],al
: e8| 00401 8BOD 9cD46A(Qmov ecx,dword ptr ds:[6AD49C]
: @ 00401 83c1 01 add ecx,1
¥ @/ 00401 890D 9cp46A0mov dword ptr ds:[6AD49C],ecx
= o|[iI0E  ~'cE 89 jmp gbot.401946 i
t-l—— e 00401 S5E pop esi
e 00401 8BES mov esp,ebp
®( 00401 50 pop ebp
| 00401 c3 ret i
o 00201 cC int3
< I | p
¢Wpoumpl | @ poumpz | U Dump3 | g Dump 4 | 4 Dump 5 I @) watch1 | [x=I Locals J & st
Address | Hex ASCIT
00290000|83 51 00 00|00 OO0 OO 00|00 00 00 00|00 00 00 OO -Q.cceeeennnnen- |
0029001000 00 Q0 00|00 00 00 00|00 Q0 00 Q0 (00 00 00 O
00290020(00 00 0O 00|00 00 0O 00|00 00 00 00|00 Q0 00 QO0f..........cvuunn
00290030|00 00 Q0 00|00 OO0 OO0 00|00 00 00 00|00 00 00 00 .. .vveerinunnenn
00290040100 00 Q0 Q0|00 Q0 00 Q0|00 Q0 00 Q000 00 Q0 00 .. .cvcuavenssncss
00290050(00 00 00 00|00 00 00 00|00 OO0 00 00|00 00 00 00| ....cvvvvuuuennnn
00290060|00 00 00 00|00 OO0 Q0 Q00|00 00 00 Q0|00 00 00 00 ... vveerinunnnnn
00290070|00 00 Q0 Q0|00 00 OO0 00|00 00 00 00 (00 00 00 00 ... vvverinnnnenn
00290080|00 00 Q0 00(Q0 00 QO Q0|00 Q00 Q0 QQ(00 00 00 Q0f....cuveiiuuennns
00290090| 00 00 00 00|00 OO0 00 00|00 00 00 0000 00 00 00) ... vveevinunnans
002900401 00 00 Q0 00100 00 Q0 00100 Q0 00 Q0100 00 00 00l .. .. ... __.....

Qbot: Data Written In The Allocated Memory

In order to speed up the process, we’ll set a breakpoint just after the loop. Then, an entire obfuscated content will

be written.

Address |Hex ASCIT

00290000|83 51 61 34 |CF 06 37 38|CE 00 31 32|p1l 04 00 00|.Qad4I.7BE.12N...
00290010 |E2 30 00 31|88 42 74 75|83 5C 41 6C|76 5F 63 00|a0.1.Btu. \Alv_c.
00290020 |E2 20 00 OO|E2 30 56 69(50 45 75 61|36 77 72 65|a0..a0viPEuaéwre
00290030(47 31 00 00|E2 30 00 QOO|E2 63 6E 6D(43 41 56 69|Gl.. a0..dcnmCAVi
00290040|07 46 4F 66 |1C 58 6C 65|E2 30 00 00(F5 57 72 74|.Fof.x1edl..dwrt
00290050 |F7 4F 6C 50|FO 5D 74 65|01 45 00 00|E2 30 00 4C|=01PB]te.E..al.L
00290060 |CD 4F 64 4C|CB 52 72 61 (DO 47 45 78|Aa3 30 00 00| f0dLERrapGEXED. .
00290070 | E2 30 47 65|AE 7B 6F 64 [B7 5C 65 48|C3 5E 64 6C|al0Ge®{od-"eHArd]
00290080 |87 6F 00 DO|E2 75 65 74|9E 5D 64 75|76 53 48 61|.0..duet.]duvsHa
00290090 |8C 54 6C 65|8D 30 00 00|Al 42 65 61 (6E 53 46 69|.Tle.0.. jBeansFi
anzannani4r 54 41 O0le? 30 00 onle? 30 00 53(3F 45 46 AGINTA. 30. . 30.S7FEi

Qbot: Obfuscated Data Written In The Allocated Memory

Note: Packed binaries tend to contain an embedded obfuscated content that will be read and written into newly

allocated memory sections. Initial static analysis of Qbot shows the obfuscated content to be written.

Press enter or click to view image in full size
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00042780
000427C0
000427D0
000427E0
0004A7F0
00042800
0004A810
0004A620
0004A630
0004n640
0004A850
0004n860
00042870
0004R880
0004R890
0004R8RO

AAA AT AT

offset (h)

00

80
80
80
00
Dl
76
36
43
F3
B2
B3
Cc3
76
EE

3F |

AA AN AR

02

) 90
) 90
) 90
03
00
63
72
56
72
00
00
64
48
46
S 46

03

a0
80
90
00
00
00
63
69
74
4C
oo
6C
61
69
69
12

A

04

90
80
80
83
E2
EZ
47
07
7
CcD
E2
87
BC
4E
4E
0B

e

05
a0
80
a0
51
30
30
21
46
4F
4F
30
6F
s4
S4
54
45

Ao

e

g0
=i
g0
61
0o
oo
oo
4F
6C
64
47
0o
6C
41
S0
85

An

o7

90
90
40
34
31
00
00
66
50
4ic
65
00
65
00
6F
48

Ao

Qbot: Static analysis — obfuscated content

08

a0
g0
g0
CF
8B
EZ2
B2
1c
FO
CB

E2
8D
EZ2
4B
0B

Ao

3N LA G G =] =1 LA
T o e T TR S Y

0R

90
90
90
37
74
56
00
&c
74
72
6F
&5
00
00
74
65

n

= WO w O
(N T o 1]

=l v S O Gy O D
[ TR Y S S 3 I I TV O O e o

o O O
(93 I |

R |
e |

90
90
90
CB
a3
50
E2
B2
01
Do
B7
gSF
Bl
E2
30

0o

o

=]
=)

oo oo

O wow WO

Decoded text

................

................

0E OF
90 S0
80 50
80 90
31 32
41 &cC
75 6l
6E €D
00 00
00 00
45 78
65 48
64 75
65 61
00 53
00 00
00 00

o

fon

>, .fpadt. 788,12
W...40.1¢<Btuf\Al
v_c.a0..a0vViPEua
gwreGl. .a0..3cnm
CAVi.FOf.X1e80..
GWrt+0lPd]te.E..
40.LI0dLERradGExX
£0..480Ge®{od -\eH
Ardl%o..8uet¥]du
vSHaETle.0..|Bea
nSFiNTA.40..40.8
?EFiNTPOK_tell..
a0Wr.EeF.]e

Interestingly, this memory section is being manipulated again and again by several loops. Then, it being

overwritten until the upper part is filled with the unknown string “aaa45678901234” followed by several names of

API calls.

Press enter or click to view image in full size

Address

Hex

ASCTT

00290000
00290010
00290020
00290030
00290040
00290050
00290060
00290070
00290080
00290090
0029004A0
00290080
002900C0
00290000
002900E0
002900F0
00290100

61
00
00
65
65
£5
6F
0
65
6E
6C
6C
69
00
00
00
00

61
00
00
00
61
61
00
41
64
65
65
74
43
00
00
00

61
00
00
00
AF
6C
64
47
00
6C
11
50
65
6C
00
00
00

34
31
00
00
66
50
4C
65
00
65
0o
6F
46
6F
00
00
00

35
69
00
00
46
72
69
74
00
57
00
69
69
73
47
00
00

36
72
00
00
69
6F
62
4D
47
00
00
6E
6C
65
65
00
00

37
74
56
00
6C
74
72
6F
65
00
00
74
65
48
74
00
00

38
75
69
00
65
65
61
64
74
00
00
65
0o
61
54
6C
00

39
61
72
00
00
63
72
75
40D
43
00
Bz
00
6E
65
73
00

30
6C
74
35
00
74
79
6C
6F
T
00
00
00
o4
6D
74
00

31
41
75
6E
00
00
45
65
G4
65
00
00
00
6C
70
72
6C

32
&C
61
&eD
o0
00

-
i

48
61
53
00
00
65
50
6C

-
i

33
6C
6C
61
6F
00
41
61
6C
74
65
00
00
00
61
65

=

34
GF
46
69
00
00
G6E
65
65
74
00
00
00

-

GE

=
£

63
56
72
00
00
64
48
46
46
00
00
68
41
63

0o
65
69
4C
0o
6C
61
69
69
00
0o
41
0o
61

aaad bo78901234. .
...1irtualalloc.
virtualFre
Unmapvi
ewOfFile....oirt
ualProtect
cadLibraryExA. ..
. . GetModuleHand]
ed. . .GetModuleHa
ndlew. ..CreateFi
SetFi

iteFile
.CloseHandTe. ...
....GetTempPatha
1strlena.

Istrca

Qbot: Data being Overwritten In The Allocated Memory

The rest of the memory section appears to be more obfuscated. However, when taking a closer look, it does has

fragments of strings that can indicate a potential encrypted PE file.

Page 12 of 27




https://elis531989.medium.com /funtastic-packers-and-where-to-find-them-41429a7ef9a7

ewOfFile....virtualProtect..... LoadLibraryExa. . ... GetModuleHand]
eA. . .GetModuleHandlew. . .CreateFileA........5etFilePointer.....Wr
L =] =5 CloseHandle........ GetTempPatha. ...... Tstrlena.
.......... 15trcatA...........FreeL1brary........................
...........@.......n‘r'..e...'l...b" P - S - S -
(TS S 0 ..é ....... (Rt LAEs. L-YTh. w reh cginov#be. vun.mn |
¥JS A]dey ﬂSN 04 “ad Ma J %] \quJP4 O T B
iy Hﬂq']t4 H q(] 5 H QEHD4 HyP“]a4 H mchﬁ4 1o T T R, ar2_
E. .. . Ef, .6.@. 6. E B
E...Es..eyyye...E...E...E...E...E...E...U...E...E...ua......e3..
o e R S Ec ...... E...E...E...é...E...E...E...E...E...
8...8...8,..8% . .... oo ile o ler S . pexd. . SEnES
Eyyye...e...e...t..‘guda b... L..é&*® ..EG..E...E...E...E...}. .@. at
LB, .86, e ..} quzr A+ } . e,
@xqe1 B S s e : BE e
é
é

m

=i E. g
.

- .é...é...
.E...E...E...E...
: 2 2 :

D= (D (T I'Dﬁ'.':

D~I'D~I'D~I'D~I
s (D T Iﬂl
D~I'D~I'D~I'D~I'D
s (D T I'D
D~I'D~I'D~I'D
n.m,m,\;
I'D
n.m.m,m.m,

D D+ (D (T

Qbot: Signs Of Obfuscated PE

Several instructions later, in the CPU window, we observe the string “aaa45678901234” is being modified by
several mov instructions.

These instructions assign the HEX value “47 65 74 50 72 6f 63 41 64 64 72 65 73 73” to the ECX register (in
ASCII, these bytes are translated to “GetProcAddress™). This technique is called Stack-Strings and will appear
several times during the Qbot unpacking process. Then, the GetProcAddress string being used by another

function.
Press enter or click to view image in full size

B cru | @ craph ] _rlog | (7 Notes | @ Breokpoints | ®8 MemoryMap | (1} CallStack | =i sen | [ s

sjo02C3124 8B50 F8 mov edx,dword ptr ss5:[ebp-&] Lebp SJ GetFrocaddress
s]002C3127 C642 04 72 | mov byte ptr ds:[edx+4],72
] 002C3126 8B45 F8 mov eax,dword prr ss:[ebp-8] [ebp S] GEtPrOCAddFESS
o] 002C312E CHd0 05 6F |mov byte ptr ds;:[eaxs5],6F eax+3: oc.ﬂddress GF:'o’
o] 002C3132 B8E4D F8 mov ecx,dword ptr ss: [Ebp b3 | [ebp—S] "GetProcAddress”
e 002C3135 €641 06 63 |mov byte ptr ds;[ecx:6],63 ecx+6:"cAddress", 63:'c
e|002C3139 8B55 FB mov edx,dword ptr ss: [ebp =l | [ebp S] "GetProcAddress"”
] 002C313C €642 07 41 |mov byte prr ds:[edx+7],41
8| 002C3140 8645 F38 mov eax,dword ptr 5;.[Ebp &l [ebp 8]:"GetProcaddress”
o] 002C3143 C640 0B 64 |mov byte ptr ds:[eax+8],64 eax+8: ddress , 64:
] 002C3147 864D F8 mov ecx,dword ptr ss:[ebp-&] [ebp- 8] "GetProcaddress”
8] 002C314A c641 09 64 |mov byte ptr ds:[ecx+9],64 ecx+9: dress", 64:°'d"
e&]002C314E 8655 F8 mov edx ,dword ptr 55 [ebp i | [ebp S] '‘GetProcaddress”
ejo02c3151 €642 0A 72 |mov byte prr ds: [edx+a],72
] 002C3155 8E45 F8 mov eax,dword ptr ss:[lebp-&] [ebp S] GetProcAddress
e 002¢C3158 €640 OB 65 |mov byte ptr ds;[eax:B],65 eax+B: "ess’
@] 002C315C 8E4D FB mov ecx,dword ptr ss:[[ebp-&] [ebp- 8] GetProchddress
] 002C315F €641 OC 73 |mov byte prr ds:[ecx+C],73 ecx+C: 55”, 733
e|002C3163 8B55 FB mov edx,dword ptr ss:|lebp-8] [ebP S] Getprochddress“
e 002C3166 C642 0D 73 |mov byte prr ds:[edx+D], 3
] 002C316A 8845 F8 mov eax dword ptr ss: [ebp &3 [ebp 8]:"GetProcaddress”
@] 002C316D C640 4C 56 |mov byte ptr ds:[eaxs4C],56 eax+d4C: "wvirtualProtect”, 56:'v’
e]002C3171 8B4D F8 mov ecx,dword ptr ss:[ebp-8] [ebp-8] : "GetProcaddress”
e8] 002C3174 C641l 26 56 |mov byte ptr ds:[ecx:26],56 ecx+26: "virtualFree™, 56:°v'
e]002C3178 8E55 DO mov edx,dword ptr ss:[lebp-30]
® 52 push edx

EE—e| E8 EFFDFFFF |call 2c2F70
L] GOEE.BlSl 83C4 04 add esp,4
o] 002C3184 8BAD 0B mov ecx,dword ptr 551 [Epr-SJ
™ nn|‘.~_—_"_4_ﬁ:-_- ﬂﬂj“!_"._ﬂ’;;;c‘!"‘_n—-\ T e B L R P PR

4

¢4 Dump 1 I_ &Y Dump 2 U4 Dump 3 l &4 Dump 4 I B4 Dump 5 l &5 watch 1 lx=| Locals 2 Struct

Address |Hex ASCII

0029000047 65 74 50|72 6F ©3 41|64 o4 72 65|73 73 00 00| GetProcAddress. .
00290010(00 00 00 31|69 72 74 75|61 6C 41 6C|6C 6F 63 00(...1irtua oC.
00290020|00 00 00 00|00 00 56 69|72 74 75 61 |6C 46 72 B5|.0u... virtualFre
00280030| 65 00 00 00|00 00 00 00|00 55 6E 6D (61 70 56 69|e........ unmapvi
00290040| 65 77 4F 66|46 69 6C 65|00 00 00 00|56 69 72 74 |ewofFile....virt
00290050|75 61 6C 50|72 6F 74 65|63 74 00 00|00 00 00 4C|ualProtect..... L

00290060 6F 61 64 4C (69 62 72 61|72 79 45 78|41 00 00 00|cadLibraryExa. ..
00290070\ 00 00 47 65|74 4D 6F 64 |75 6C 65 48|61 6E 64 6C|..GetModuleHand]
00290080| 65 41 00 00|00 47 65 74 |4D 6F 64 75|6C 65 48 61|ea...GetModuleHa
00290090|6E 64 6C 65|57 00 00 00|43 72 B5 61|74 65 46 69 |ndlew...CreateF]

002900A0(6C 65 41 0000 Q0 Q0 00|00 00 Q0 53|65 74 46 69|]eA........ SetFi
00280080| 6C 65 50 GF 69 EE ?4 65 72 00 00 Q0|00 00 57 72|lepointer..... Wr
Q02900C0| 69 74 65 46 |8 00 00 Q0 00|00 00 Q0 00 |iteFrile.........
00290000[00 43 6C 6F 3 55 d§ 1(6E 64 6C 65|00 00 00 00|.CloseHandle. ...

Qbot: GetProcAddress Stack-Strings
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Next, the packer call to another function that deals with VirtualAlloc by using the Stack-strings concept. As
observed in the image below, it will store the VirtualAlloc string from EBP-18 to EBP-C.

Press enter or click to view image in full size

& cru ‘ G Graph | | s Log | | U Motes ® Breakpoints # Memory Map [} Call Stack
#| 002C3210 55 push ebp '~
®| 002C3211 BBEC mov ebp,esp
e 002C3213 83EC 1C sub esp,1C
®| 002C3216 €645 EB 56 |mov byte ptr ss:|lebp-18[, 56 56: V"

e 002C321A €645 E9 69 |mov byte ptr ss:[ebp-17],89 B9:"i"
®| 002C321E €645 EA 72 |mov byte ptr ss:flebp-16],72 72:'r"
e 002C3222 €645 EB 74 |mov byte ptr ss:febp-15],74 i i o
®| 002C3226 €645 EC 75 |mov byte ptr ss:flebp-14J,75 75z 0"
®| 002C322A €645 ED 61 |mov byte ptr ss:[ebp-13],61 6l:"a’
®| 002C322E €645 EE 6C |mov byte ptr ss:[febp-12],6C 6C:"1"
e 002C3232 €645 EF 41 |mov byte ptr ss:febp-11],41 41:°A°
®| 002C3236 €645 FO 6C |mov byte ptr ss:[ebp-10],&6C e i
e 002C323A €645 F1 6C |mov byte ptr ss:[ebp-FJ,6C 6C:"1"
e 002C323E €645 F2 6F |mov byte ptr ss:[ebp-E],6F BF: "0
@ 002Cc3242 €645 F3 63 |[mov byte ptr 55 :ebp—D%,EE 63 c’
®| 002C32486 €645 F4 00 |mov byte ptr ss:[ebp-c],0
EIP A 002C324A 6A 00 push 0
& 002C324C ES AF030000 |gall 2c3600
®| 002C3251 83c4 04 add esp,4
|| 002C3254 8945 E4 mov dword ptr ss:[ebp-lci,eax
#| 002C3257 837D E4 00 |cmp dword ptr ss:febp-1c],0
r----@| 002C3256 « 75 0D jne 2c326A
| @ 002C325D 64 01 push 1
! @& 002C325F ES 9C030000 |gall 2c3600
! e 002C3264 83c4 04 add esp,4
0 e8| 002C3267 8945 E4 mov dword ptr ss:|lebp-1c],eax
L-—-:@| D02C326A 8645 E4 mov eax,dword ptr ss:|ebp-1c]]
®| 002C326D 50 push eax
& 002C326E ES FDFCFFFF |E@ll 2C2F70
e| 002C3273 83Cc4 04 add esp,4 L
@ 002C32786 8945 FC mov dword ptr ss:[lebp-4[,eax L_
& 002C3279 804D EB lea ecx,dword ptr s5:|[[lebp-18]
®| 002C327C 51 push ecx -
a AN~ 3TN OnCC ra mamir mrdes Ahamemel s e Pl 1~
4 HI 3
&y Dump 1 & Dump 2 4 Dump 3 | ¢ Dump 4 | @Y Dump 5 | & watch 1 | lx=| Locals
Address | Hex ASCIT
O018BFEB98|E0 31 2C 00|00 00 59 75(AB 34 5A 75(00 00 59 75(|61,...Yu 4Zu..vu
O01BFEBAR |00 FO EB FF|4C 6F 61 64 [4C 69 62 72 (6l 72 79 45| . bey i
O01BFEES|78 41 00 75|56 69 72 74|75 61 6C 41 (6C 6C 6F 63| xA.Qvirtualallo I
0018FBCE|00 03 00 00|0OF 00 0O OO|OF 0O 00 00|80 FF 18 0O0|L... v .- ern-- A=
0018FED8|DFE_3C 2C 00|00 2E 03 00|00 2E 03 00|00 FO EB FF|B=,.......... &y
O018FBEZ (54 01 29 00|00 00 40 00|80 00 40 00|(6FE_E3 49 75|T.) @...®.0aTu
O018FBF8 (B0 FF 18 0O0(00 00 00 00|00 00 00 OO(OF 01 OO0 00 .¥W. .o inianan
Q0O018FCO8|(00 00 00 00|DO _1C 40 00|00 00 40 00|00 _FO 2A 00 D@ . .& &
OO1E8FC18|00 00 00 Q0|00 00 OO 00|00 0D 00 00|00 00 00 00| ... n e e v vnennnn
Q01 EBFCZE |00 00 00 00|00 00 OO0 DO |00 OO0 00 QOO0 00 00 00| ... oo i veiiennn.
QOLEBFC3E (00 00 00 00|00 00 00 DO |00 OO D0 Q0|00 00 Q00 00| . ... ..o vviennn.
OO01BFC48|00 00 00 OO|00 OO0 OO OO|00 OO OO0 QOO|0O0 00 00 OOf ... v e ee i vnnnnnn
QO1BFCSE8(00 00 00 QO|00 OO OO DO|0O0 OO OO QO|OD 00 00 Q00| ... n e v nennnn

Qbot: VirtualAlloc Stack-Strings
Then, the function will do the following:

1. Calling GetProcAddress (the string resides in EBP-4) and request VirtualAlloc.
2. GetProcAddress returns the address of VirtualAlloc (which is stored in EAX), and move it to EBP-8.

3. VirtualAlloc being called with Read-Write-Execute permissions.

Surprisingly, this call did not trigger the VirtualAlloc breakpoint we set at the beginning of our investigation.
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8E45 E4 mov eax,dword ptr ss:flebp-1cl
50 push eax

EE& FDECFFEFF |€all 2C2F70

add esp,4

mov dword ptr ss:flebp-40,eax
lea ecx,dword ptr ss:[lebp-18]

L push ecx
3270 mov edx,dword ptr ss:[lebp-1c]
002C3280 push edx
002C3281 '€alll dword ptr ss:[ebp-4[]
002C3284 mov dword ptr ss:[ebp-8],eax
(O ey 2 8 7 push 40

04 68 00300000 |push 3000
3prae

0 8e45 08 mov eax,dword ptr ss:[lebp+E]
0072T3291 push eax
002c3292 ea O push 0

| 002C3294 FF55 F8& =€alll dword ptr ss:[lebp-E]

002C3297 8BES mov esp,ebp
002c3299 5D pop ebp

AT F M a

Qbot: Call For VirtualAlloc Steps

N

Similar to previous times, we’ll set a breakpoint on the newly allocated memory, just in case we’ll not miss any

content that will be written there.

Address | Hex ASCIT

002 00000 N 00 00 00 (00 00 00 0O (00 OO0 0O OO |00 0O 00 OO(H. .. .. .. - a o v ..
002D00010(00 OO0 00 Q0|00 00 00 CO(00 OO0 00 00|00 00 00 00| ...t s i i e v e enn
002p0020 |00 00 OO OD(00 OO0 OO0 QO(0O OO0 GO OO0 00 00 00| .. ... i i e e e
3200030 (00 OO0 00 OO |00 0D OO0 0000 OO0 OO GO |00 0D 00 00| ... ... oo i e i e
CO2D0040 (00 00 OO OO |00 0D OO0 OO(00 OO0 OO OO |00 0D 00 00| ... i ieiennnn
0020005000 OO0 00 Q0|00 00 00 CO(00 OO0 00 00|00 00 00 00| ... st i e i e v e e enn
00200060(00 OO0 OO0 Q0|00 00 00 CO(00 OO0 00 00|00 00 00 00| ... e e i e v e eenn
G02D0070 (00 OO0 OO0 0O |00 0D OO0 00|00 00 OO0 GO |00 0D 00 00| ... . i i i v i nnnn
002D0080(00 OO OO0 QOO0 00 OO0 CO(00 OO0 00 00|00 00 00 00| ... s e i i e v e eenn
0020090 |00 00 OO0 00|00 OO0 00 0O(00 00 00 00|00 00 00 O0f. ... eenenn
0020004000 00 OO0 OO |00 OO OO0 OO(00 OO0 OO0 00|00 00 00 00| ... i i i i v v ienenn
002Dp0080 |00 00 OO0 OO|(00 OO QO QO(00 OO OO0 00|00 00 00 O0f. ... eenenn
002000C0O (00 OO0 00 Q0|00 00 00 OO|(00 OO0 00 00|00 00 00 00| ...t i i i e v e ennn

Qbot: Newly Allocated Memory

Fortunately, after several instructions, we encounter a loop that starts to write content to the newly allocated
memory. It starts copying the data stored in the EDX register, which points to an address found several offsets

further in the first allocated memory. As we remember, we suspected it might contain encrypted PE.
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B CPU | ® Graph | _Llog | [ Motes | ® Breakpoints | ®® MemoryMap | L
e 002C33D0 55 push ebp
@| 002C33D1 BBEC mov ebp,esp
@| 002C33D3 B3EC 0OC sub esp,C
@| 002C33D6 BB45 0B mov eax,dword ptr ss:|febp+E]
®| 002C33D9 8945 FC mov dword ptr ss:[[ebp-4],eax
@| 002C33DC 84D 0OC mov ecx,dword ptr ss:|febp+C]
@| 002C33DF B94D F4 mov dword ptr ss:Eebp—C},ecx
@ 002C33E2 C745 F8 0000 mov dword ptr ss:[flebp-8],0
®| 002C33ES ~ EB 09 jmp 2C33F4
|[ETIP X D02C33EB 8B55 F8 mov edx,dword ptr ss:[ebp-8]
| 002C33EE 83cz 01 add edx,1
e 002C33F1 8955 FB8 mov dword ptr ss:[[ebp-81,edx
L@ 002C33F4 BB45 F8 mov eax,dword ptr ss:|[lebp-8]
@| 002C33F7 345 10 cmp eax,dword ptr s55:[ebp+l10]
r----@|| 002C33FA ~ 73 12 jae 2C340E
i @&| 002C33FC BB4D FC mov ecx,dword ptr ss:[lebp-4]
! 8 002C33FF 034D F8& add ecx,dword ptr ss:[ebp-&]
! @ 002C3402 8B55 F4 mov edx,dword ptr ss:{flebp-Cj
! @| 002C3405 0355 F8 add edx,dword ptr ss:[ebp-&]
i e 002C3408 BAD2 mov al,byte ptr ds:[edx]
i e 002C3404 BEO1 mov byte ptr ds:[ecx],al
; @ 002C340C ~ EB DD jmp 2C33EB
(Y | BBES mov esp,ehp
@ 002C3410 5D pop ebp
e 002C3411 c3 ret
e 002C3412 cC int3
@ 002C3413 CC int3
@ 002C3414 cC int3
e 002C3415 cC imt3
e 002C3416 cC int3
@ 002C3417 cC int3
e 002C3418 cC int3
e 002C3419 cC int3
" L | il
B4 Dump 1 8% Dump 2 Bl Dump 3 bl Dump 4 bl Dump 5 % watch 1
Address |Hex ASCII
00Z2D000D0| A4 59 90 OO |EA 03 00 00|00 00 00 00|00 00 00 00| 5Y..8...........
00200010 |00 00 00 00|00 0D OO0 00|00 OO OO QO[O0 00 00 00| ... .o v e iuennn
00200020 |00 00 00 00|00 OD OO0 OO|00 OO OO QO[O0 0D 00 DO ... i v i nnnnn
00200030 |00 00 00 00|00 0D 00 OO|00 OO OO0 QO[O0 00 00 00| ... o e v e inennn
00200040 | 00 00 00 00|00 0D 00 OO(00 OO0 OO0 OD(0D 0D 00 DD ... e v e i vnnn
002Dp0050 | 00 00 00 00|00 OO0 OO0 00|00 OO 00 OD(0D 0D 00 OO ... v v inn ..
002D0060 |00 00 00 OO0 (00 00 00 00|00 00 00 00|00 00 00 00| ... cvvveenrans
Q020007000 00 00 OO0 (00 00 00 00|00 00 00 00|00 00 00 00| ... cvvinenrens
Q02D0080 | 00 00 00 OO (00 00 00 00|00 00 00 00|00 00 00 00| ... v ieennann
002D0090| 00 00 00 OO0 (00 00 00 00|00 00 00 Q0|00 00 00 00| ... v ieenrens
00200040 | 00 00 00 OO (00 00 00 00|00 00 00 Q0|00 00 00 00| ... inenrans
00200080 |00 00 00 00|00 00 00 OO(00 OO 00 QO[O0 0O DD DD ...t e v e i nennn
002D00CO |1 00 00 00 00100 0D 00 00100 0O 00 COI0D 00 00 00l ... oo euann

Qbot: Data Copied From First To Second Allocated Memory

As always, to speed things up, we’ll set a breakpoint one step after the loop and hit Run. We can see that the entire

part from the first allocated memory has been copied into the second allocated memory.
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Y Dump 1 4 Dump 2 g4 Dump 3 4 Dump 4 4 Dump 5 G watch 1

Address | Hex

00200000 | A4 59 90 00 |EA O3 00 OO0 |ED O3 00 00 |FE FB 00 0O
00200010| 31 03 00 00 (E9 03 00 00|29 04 00 00|E9 02 00 0O
00200020|ES 03 00 00 (E9 O3 00 OD|ES9 O3 00 00|E9 02 00 00
002p0030|E9 03 00 0O0(E9 O3 OO0 OD|E9 O3 00 00|89 04 00 0O el e et e g
00200040 | E7 1A BA OE |E9 AF 09 CD|C8B BB 01 4C |AC 25 54 68 2. IE=. L-%Th
002D0050(00 77 20 70|FB 6A 67 72 |CB 68 20 63 (C8 69 6E 6F|.w pljgreh cEino
00200060 (DD 23 62 65|09 76 75 6E |09 6D 6E 20|A5 4A 53 20| ¥#be.vun.mn ¥1s5
002D0070|C4 6A 64 65|FF 08 OD OA|cD 03 00 00|E9 03 00 00|Ajdey...1I...é..
00200080 (B6 53 4E OF|F2 34 20 S5C|E2 34 20 5C|E2 34 20 5C|15N.04 %34 ‘a4
002D0090 (7D 50 25 50(|D3 34 20 5C|5D 51 23 5D(00 35 20 5C|P%]d4 “]qQ#].5
002D00A0 (5D 51 24 5SD|DE 34 20 5C|E2 34 21 5C (03 35 20 5C|]q$]pd
00200080 (3D 51 21 5D|CD 34 20 5C|1D 51 28 5D|03 35 20 5C|=Q!]1i4
002D000C0O|1D 51 DF 5C|F3 34 20 5C|FD 50 22 5D|E3 34 20 5C|.qB\64

2

T 7D (B (B b

[T e’ =y

S I B
e B
e

o

W (D (D

3 (T

Qbot: Data Copied From First To Second Allocated Memory

Then, we encounter another loop. This loop deobfuscates the entire second allocated memory. It is noticed by

observing the magic string -”MZ” that appears after the first iterations.

Press enter or click to view image in full size
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& cru | & Graph | |+ Log |1 Notes # Breakpoints B Memory Map | [
e| 002C3A04 C745 FC 0000 mov dword ptr ss:[[ebp-47,0
e 002c3498 ~ EB 09 jmp 2C3AA6
8| 002C3A0D +BB45 FC mov eax,dword ptr ss:|lebp-4]
| 002C3AA0 83C0 04 add eax,4
& 002C3aA3 8945 FC mov dword ptr ss:|ebp- 4] eax
@ 002C3AA6 BB4D FC mov ecx,dword ptr ss5:[lebp-4
®| 002C3AA9 3e4D 0OC cmp ecx,dword ptr ss:[ebp+cC
r----@ 002C3AAC « 73 2E jae 2C3aDC
i | 002C3AAE 8655 08 mov edx,dword ptr ss:jebp+8}
: @ 002C3AB1 0355 FC add edx,dword ptr ss5:[febp-4
! | 002C3AB4 8602 mov eax,dword ptr ds:[edx]
y ®| 002C3AB6 0345 FC add eax,dword ptr 55::ebp—4%
i ®| 002C3AB9 Bed4D 08 mov ecx,dword ptr ss:[ebp+&
i @ D02C3ABC 034D FC add ecx,dword ptr ss:[febp-4]
i | 002C3ABF 8901 mov dword ptr ds:[ecx],eax
! 8| 002C3acl BB55 FC mov edx,dword ptr 55.[ebp 40
! @ 002C3AaC4 81c? E903000 add edx,3E9
! & 002C3ACA BB45 0B mov eax,dword ptr ss:_ebp+8}
i ®( 002C3ACD 0345 FC add eax,dword ptr ss:flebp-4
i | 002C3AD0 3310 xor edx,dword ptr ds:[eax]
i ®| 002C3AD2 8B4D 0B mov ecx,dword ptr ss:ebp+E]
! | 002C3ADS 034D FC add ecx,dword ptr ss:[ebp-4]
! ®| 002C3ADE Bo11 mov dword ptr ds:[ecx],edx
Ei——» [EELR ~LER C1 jmp 2C3A9D
L---»@| 002C3ADC BBES mov esp,ebp
®| 002C3ADE 5D pop ebp
@ 002C3ADF c3 ret
®| 002C3AED 55 push ebp
@ 002C3AEL BBEC mov ebp,esp
@ 002C3AE3 51 push ecx
o 002C3AE4 8645 08 mov eax,dword ptr ss:|lebp+E&]
®| 002C3AET7 8945 FC mov dword ptr ss:|lebp-4],eax
o 002C3AEA ~ EB 09 jmp 2C3AFS
. (ot Palin W ol O dm e ramir e o e e s a Fale AT
< | i
g4 Dump 1 Y Dump 2 44 Dump 3 Y Dump 4 @4 Dump 5 ) watch 1
Address |Hex ASCIT
002D0000 4D 5A 90 00|EA 03 00 00|ED 03 00 WWE.E..J...W.
00Z2D0010( 21 02 00 OO|ES O3 00 0029 04 00 00 0o T TR
002p0020|ES 03 00 00|E9 O3 00 OO|E9 O3 00 OO|E9 03 00 DO|é...&...&...6&..
002p0030|ES 03 00 00|E9 O3 00 OO|E9 O3 00 00|89 04 00 OO|é...&...6.......
002D0040|E7 1A BA OE|E9 AF 09 CD|CB BB 01 4C |AC 25 54 68|c.?.é .IE=».L-%Th
002D0050(00 77 20 7FO|FB B6A 67 72 (CB 68 20 63 |CB 69 B6E OF|.wW pﬁ]gFEh CEino
002D0060|DD 23 62 65|09 76 75 6E |09 6D 6E 20|A5 4a 53 20 Y#be VU, mn ¥315
00200070 (C4 ©A ©4 65 |FF OB OD OA(CD O3 00 00 |ES 03 00 00 A]dey A it s
QDZD0O0B0|BE 53 4E OF |F2 34 20 5C|(EZ2 34 20 5C|E2 34 20 5C|Y5N. 04 \34 had
002D0090 (7D 50 25 5D|D3 34 20 5C(5D 51 23 50|00 35 20 5C|IP%]d64 MJa#].5 N
002D00A0| 5D 51 24 5D|DE 34 20 S5C|EZ2 34 21 5C |03 35 20 5C|]q%]pd4 “a4'!h\.5 N
002D00B0O (3D 51 21 5D|CD 34 20 5C(1D 51 28 50|03 35 20 S5C(=0']f4 N.ql].5 M
002D00CO|1D 51 DF 5C |F3 34 20 5C|FD 50 22 5D|E3 34 20 5C|.QR\64 ‘yP"]a4

Qbot: Second Allocated Memory Deobfuscated

This loop contains several characteristics that already observed in the Get2 malware unpacking mechanism. The
use of xor and add opcodes.
As always, when we encounter these types of loops we’ll set a breakpoint step after the loop to get the final result,

which is a clean portable executable.
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Li—e|002c3aDA | ~ EB €2 jmp 2C3A9D

BBES mov esp,ebp
@ D02C3ADE 5D pop ebp
@ 002C3ADF c3 ret
@ 002C3AEQD 55 push ebp
®f 002C3AE1 BBEC mov ebp,esp
@ 002C3AE3 51 push ecx " .
Ol « | i |

{4 Dump 1 Y Dump 2 4 Dump 3 {4 Dump 4 4 Dump 5 ) watch 1

Address |Hex ASCIT

002D0000 4D 5A 90 00|03 00 00 0004 00 OO0 OO|FF FF 00 OO MZ. ... vu.n. Y. .
00200010 |68 00 00 00(00 00 00 0040 00 00 00|00 00 00 00| ,....... [ AR
0020020 (00 00 00 OO (00 OO OD 00|00 00 00 OO |00 00 00 00| ... i eeinnnea
020003000 00 00 00|00 OO0 00 OO|00 00 OO0 OO|ED 0D 00 00| .. ..o vuen. a

002D0040|0E 1F BA OE (00 B4 09 CD|21 BE 01 4C|CD 21 54 g8|..°.. . 1! .Li!Th
002D0050| 69 73 20 70|72 OF 67 72|61 6D 20 63|61 6E O6E 6F|is program canno
002D0060| 74 20 62 65|20 72 75 6E|20 69 6E 20|44 4F 53 20|t be run in DOS
002D0070| 6D 6F 64 65(2E 0D OD 0OA|24 00 00 00|00 00 00 OOQ(mode....%.......
002D00BO| 5F 50 4 OF|1B 31 20 5C|1B 31 20 5C|1B 31 20 5C|_PN..1 \.1
002D0090|74 55 25 5D |1Aa 31 20 5C|74 55 23 5p|19 31 20 5C|tu¥%].1
002D00A0|74 55 24 5SD(0OF 31 20 5C|1B 31 21 5C|3a 31 20 5C|tu$].1 I
002p00B0|74 55 21 5D(1C 31 20 3C|74 55 28 5D|1a 31 20 5Cc(tu!].1 “eu(].
002D00CO|74 55 DF 5C|1a 31 20 5C|74 55 22 5D|1a 31 20 5C|tufh\.1 X
002D00D0| 52 69 &3 68|18 31 20 5C |00 00 00 0OO|00 OO 0O OO|Rich.1
002D00EQ| 50 45 00 00 (4C 01 O5 00|98 BF 32 5F (00 00 00 OO|PE..L....22_....
002D00F0| 00 00 00 OO(EQ 00 02 01|08 01 OA 00|00 AD 00 OO0f....3........

AT Emad anl o ona Ca e T T T B Fe 4 a Fata e T T T T r

Qbot: Unpacked PE

The final stages of the unpacking mechanism are portrayed in the following diagram:

First Allocated Memory Second Allocated Memaory Second Allocated Memory
GetProcAddress.
VirtualAlloc. ..
VirtualFree...
. ) Clean
Copying Obfuscated Decrypting PE
Data Data Data
Obfuscated N »

Data

Now, we’ll dump this memory section and inspect it with tools such as IDA or PEstudio. The second stage of Qbot
is known to contain its further payload in its resource section, and also contain RC4 encryption and BLZPack

decompression.

Press enter or click to view image in full size
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=HEd entro.. languag.. first-bytes-hex first-bytes-taxt
44 indicators (4/25) ADSOZFRSTRG. 2748  neutral 000001000100 20400000 v nvewn @vvvnann.
2 v FECSQ0BG70A0L., 2944 neutral 000001000100 10 200000 .oeio woomnn (o
- SZ:::;?F{EFGM&:;S’ PBCEI4EBEOTC. 1891 neutral 00000100 010030600000 . oooo D oovren.
ADACBBFAB.. 1611  neutral Q0 00 0100 01 00 28 5000 00...

+ file-header (Aug.2020)

StilianaliFsader flesaheckanri 1711460225544, L333  neutral 000001 00 0100 14 28 00 00.. i
% directories (4) B0DOFFEODGAB,, 1440  neutral 000001000100 10200000, ..o oone.
sections (99.26%) AT F I?.QQS neutral G TIAZGEB472093D06GD 3. .s.n.r.. i
» libraries (L/7)

= imports (31/108)

]

g resources (7)

abc strings (353/2273)

Qbot: Qbot’s Second Stage Payload At The Resource Section

IcedID

IcedID aka Bokbot is also one of the most prevalent banking trojans in the last years. It is known to be associated

with Lunar Spider threat actors.

Unpacking the first dropper of IcedID is pretty simple, similar to Qbot, we only need to set breakpoints on
VirtualAlloc and VirtualProtect. In the unpacking mechanism, the second time VirtualProtect will be called it will
indicate the unpacked IcedID. As said, we’ll focus on how the IcedID unpacking mechanism works rather than

getting the fastest way to unpack it.

As we start, by setting a breakpoint on VirtualAlloc and VirtualProtect, we’ll notice a difference between the
IcedID and Qbot, Get2 unpacking mechanisms. Traditionally, we expect to see a memory allocation before

everything else. In IcedID it’s not the case- VirtualProtect is being called before VirtualAlloc.

By inspecting the “IpAddress” argument in VirtualProtect we’ll notice that it appears to deal with shellcode

execution. This is visible with the byte sequence E8 00 00 00 00 which is a relative call for the next instruction.

In this writeup, I won't cover the entire shellcode investigation, only the unpacking mechanism. For those of you
who want to explore it, you can click on the shellcode memory address, press “follow in disassembler”, set a

breakpoint on the relative call, and hit Run.

Press enter or click to view image in full size
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B cru | & Graph | | 4 Log |1 MNotes ® Breakpoints = Memory Map [ Call Stack |

>0 8BFF mov edi,edi virtualProtect
o] 55 push ebp
] 8BEC mov ebp,esp r—
% 5D pop ebp | 54
—e ~ E9 7BCDFFFF | jmp <IMP.&VirtualProtect>_
i ™ WO ML AW e

i | »

edi= 509F9C63

LText:755A4347 kernel32.d11:%14347 #14347 <virtualProtect>

4 Dump 1 - Dump 2 | 4 Dump 3 | W Dump 4 | 4y Dump 5 | & watch 1 | [x=] Locals &

Address |Hex ASCII

01039068 B9 FB 31 00 D:IEB 00 00|00 00 tB BD (43 51 66 81 |[Mul. = [ Qf
01039078 |C7 EF 0OA BF |B i E C3 |00 00 B9 BC §1 Lﬁjﬂ% Aﬂﬁ
01039088|09 00 00 BA|97 FD 00 00 |B9 FA 31 DB |06 Bl EE 41 ST ulﬂf 1A
01039098|13 B9 CE EB3|(E6 03 75 18 |66 BB 87 38|89 FB 66 01 I ®.U. F» 8.
01039048 | DA FO DA OB (D2 03 C1 cA|0OB 66 81 C7 |45 09 B9 D7 ﬂoﬂkﬁ AE.T. QE
01039088| 30 10 40 EZ (D7 E9 40 05|00 00 90 3F|3F 3F 3F B1|0. @aXEF....????+
010390C8|AC A6 A6 56(|C9 E5 E5 2B(01 2B 2B 92|28 31 31 83 |- lvEaa+.++. (11.
010390D8 |E2 FB FB B3 |3B 3B 3B 8D |61 A7 DO 35|36 21 36 &2 aﬂu ;11 .agb56!6b
010390E8|7D 64 63 OE|02 70 69 68|68 6D 6C 51|55 5D 55 2D }]cnbv1hhm1qu]u—

010390F8| 2E 26 2A BC|BF FF FC 93 (93 93 93 CF|C9 C9 C9 B2 .&*..yu .IEEE.
M03I9108114 OR OC 24109 20 1R Acl6a 02 02 IR149 FA €2 221.. . %F - BTHA"

IcedID: Shellcode

Then, we’ll hit Run again and encounter VirtualAlloc three different times. In the third time, we’ll set a write

hardware breakpoint on the newly allocated memory.

& cru @ Graph | Log [ Notes ® Breakpoints B Memory Map @«

BA 0O .nllll:h [ |

FF93 caas17QEall dword ptr ds:[ebx+17A5CA] | WirtualAlloc
8983 A2A517(C . g
a0 pushad

FFE3 ABAS170 push dword ptr ds:[ebx+17A5AG]
50 push eax

FFB3 8aA517( push dword ptr ds:[ebx+17A584]
FFBE3 DDAL117( push dword ptr ds:[ebx+17A1DD]
EB 3EFBFFFF ca'll 2AD25C

"

to--p

dword ptr [ebx+17A5A2]=[00240574]=0
eax=002C0000

002A06FF

Uy Dump 1 By Dump 2 By Dump 3 E4 Dump 4 By Dump 5 ) watch 1 [x

Address | Hex ASCIT

0020000 N 00 00 DO (00 00 00 00 (00 00 OO0 00|00 00 00 OO|N. ... .- - - - - e v vnn
QoAC001 0 00 00 00 000D OO0 OO 0D (00 0D 0D OO (0D OO 00 00| .c. i neeennnn
002C0020(00 00 QO OO|00 Q0 00 Q0 (00 QO OO0 00|00 00 00 00| .. ... eennnnn
002C0030(00 00 OO0 00|00 00 00 Q00|00 QO OO 00|00 00 00 00 . ... . i ennnn
020040 (00 00 00 00 |00 00 00 OO (00 00 OO0 000D G0 OO 00 . ... . e ecennna
O02C0050( 00 00 00 00|00 00 00 OO (00 00 OO0 00|00 00 OO0 00 . ... e i iceunn
002C0060| 00 00 00 00|00 OO0 00 Q0|00 00 00 Q0|00 00 00 00| .. it i e e i e e e e
O02CO070 | 00 00 00 00|00 00 00 00 (00 00 OO0 00|00 00 00 00 . ... .. e e i nnn
Oo2CO0080 (00 OO0 00 00|00 00 00 OO (00 00 OO0 00|00 00 OO 00 . ... . e ecennnn
002C0090 (00 00 OO 00|00 00 00 00|00 OO0 OO 00|00 00 00 00]. ... i nnnnn
MAc00ani 00 a0 00 oo0l00 00 00 00100 00 G0 00100 00 00 0010 . ... ... ..o ... ..

IcedID: Call To VirtualAlloc

Next, we encounter a function, which has a loop that copies data to the newly allocated memory. Interestingly, in
the previous malware, when we saw data moved it always copied byte by byte. Nonetheless, in this case, we see
that the copy is managed by an instruction called rep movsb. This instruction by default moving data from the ESI

to the EDI register, which points to the newly allocated memory.
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B cru I @ Graph | | Log [ Motes #® Breakpoints B Memory Map l [l Call Stack =3 S
®|| 00240 31C0 XOor eax,eax -~
®| 00240 57 push edi ’ show FPY
—D. ngno géan 56 xor es'i&es-i ds: [ebx] 0 EAX 00000000
®|| 00240 66 B cmp wor tr ds:[ebx],
e Tl B R
! 8| 00240 66:8378 02 Qcmp word ptr ds:[ebx+2],0 EDX  000094DE
r------@|| 002A0 «| 74 54 je 2A02cC EEP 00000201
i L@ 00240 OFB70B movzx ecx,word ptr ds:[ebx]
: 8| 00240 OFB76B 02 movzx ebp,word ptr ds:[ebx+2]
! @) 00240 OFB7D1 movzx edx,cx L 010094DE
! e 00240 01F2 add edx,esi = (|LEDI___002C0000
i ®| 00240 66:83F9 FF |cmp cx,FFFF
: ®| 00240 896C24 28 |mov dword ptr ss:[[esp+280,ebp EIP  002a02C0
| pe---@]| 00240] ~|75 0A ine 2A0298
P e||002A0 90 nop EFLAGS 00000202
e 8| 00240 8853 04 mov edx,dword ptr ds:[ebx+4] ZF O PFO AF O
i 8| 00240 83c3 04 add ebx,4 OF 0 SFO DF O
i @ 00240 90 nop CE0 TFO IF 1
i e 00240 01F2 add edx,gsi g "
1 L-—-3@|| 00240 8B4C24 1C mov ecx,dwor tr ss:jfesp+1cC
| e00za0] |oto1 add ecx,edx i Lastersor 000000
| olEad 3BT ia |haP e [
i L] A C mov dwor Tr s55ifesp+l4ffecx
. ®|| 00240 8B4C24 24 mov ecx,dwgrd ptr ss?fe +24 /] G5 0028 FS 0033
} ®|| 00240 01cl add ecx,eax ES 0028 D5 0028
i e|| 00240 83C3 04 add ebx,4 €s 0023 s5 0028
: 8| 00240 894C24 10 mov dword ptr ss:[legf+10],ecx
] ®| 00240 56 push esi DRO 002C0000
; ®|| 002A0 57 push edi DR1 Q0000000
i ®|| 002A0 31 push ecx DRZ2 00000000
; ®|| 00240 887424 20 mov esi,dword r ss:ffesp+20 DR2 Q0000000
: e 002A0 8B7C24 1C edi,dwordgptr ss:lesp+lc DRE FFFFAFFOQ
! @) C 82434 34 [ ptr ss:jiesp+34 DRY 00010001
Sig—r o8 F3:
1 ] 59
i ® 5F pop edi
i ] SE pop esi
| ] O1E8 add eax,ebp
i ] 8D342A lea esi,dword ptr ds:[edx+ebp]
s a||IC ~LEB 9F jmpl 240268 L -
O il ] 5F pop edi
® gE pap eg'i
® D op e
e 5B EOE ebﬁ Default (stdcall)
® 83c4 08 add esp,& 1: [esp+4] 002B00!
® 3 ret ~ | 2: [esp+8] 000000
® == . 3: [esp+c] 002BOOI
11 | 4: [esp+10] 002A0!

445 Dump 1 ‘ @iy Dump 2

4 pump 3 | ¢ Dump 4 | ¢4 Dump 5 | @ watch 1 | lx=] Locals I & st

Address |Hex

ASCTT

002C0000
002c0010
002C0020
002C0030

00
00
00
00

0o
00
00
00

00
00
Lo

00 00
00

00
.

00
00
00
00

00
00
00
00

00
00
00
00

0o
00
00
00

00
00
00
00

00
00
00
00

00
00
[010]
[0]0]

00
00
00
00

00
00
00
00

00
00
00
00

00
00
00
00

IcedID: Data Copied To The Allocated Memory

This opcode of data transfer will be used multiple times in the IcedID unpacking mechanism.
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4y Dump 1 @ Dump 2 W Dump 3 @y Dump 4 @4 Dump 5 | % watch 1 |
Address |Hex ASCII
010094DE | FF 0OA 68 A[OD 00 00 FF|00 00 36 533 [BF B9 B4 CC|..N¥...y..05;" T
010094EE |00 00 00 00 8B F3 CC B6|55 C5 84 06(1B CB D6 O7|..... OIfUA. . . EO.
010094FE|C6 D4 €5 60|AF FF FF 00|00 00 FF 00|00 00 57 E3|&GA " ¥¥...¥...wWd
0100950E|5E D9 35 AC |00 FF 00 FF|FF 00 00 OO|FF 00 00 00|AUS-.Yy.¥yy...¥...
0100951 |00 15 1C 90|5A 04 71 70|6A 39 04 7A|78 65 BB BB|....Z.Qpj9. Zxes= ESI Register
0100952E |00 FF 00 FF |00 BD Bl 3C|BE 9C BY 6E|3E 03 96 3C|.y.y.lket\ . pn>..< g
0100953e|36 F1 91 E9|C3 00 00 Q0|00 Q0 00 00|00 FF FF 00|;fN.6A........ Yy.
0100954 |FF 00 04 F5|ED AF A4 95|44 00 FF 00 |FF 00 FF 00|y..&1 ®.D.¥.¥.¥.
0100955E|14 7A 78 74|75 3E 1D 23 |A0 8E E6 DD|D6 98 00 00|.zxtu=.# .&V0...
0100956E |00 FF 8D 20|FE OC 72 93|70 82 00 00|00 FF 00 00|.¥. p.r.p....¥..
MOOQSTEIFF 00 00 FFIOD FF NDF 101 95 FF OOIO0 00 FF R2 1w, .w.ub. A .. v

84 Dump 1 8% Dump 2 &% Dump 3 4 Dump 4 &% Dump 5 | & watch 1 |
Address | Hex ASCII
002C0000|7F OA 68 A5(0D 00 00 FF|0D 00 36 53|BF B9 B4 CC|..h¥...y..65;" I
002C0010(00 00 00 00|88 F5 CC BO(55 C5 B4 06|1B C8B D6 OF|..... OIfuA. . .EO.
002C0020|C6 D4 €5 60|AF FF FF 00|00 00 FF 00|00 00 57 E3|AGA™ "yy...¥...wWad
002c0030|5E D9 35 AC |00 FF 00 FF|FF 00 00 OO|FF 00 00 0O0|ADS-.¥.¥¥...¥...
002C0040|00 15 1C 90|5A 04 71 70|6A 39 04 7A|78 65 BB BB|....Z.Qgpj9. zxe»= EDI register
002c0050/ 00 FF 00 FF |00 BD Bl 5C|BE 9C BY G6E|3E 03 96 3C|.y.y.M\ .pn>..<
002C0060|36 F1 91 E9|C3 00 00 00|00 00 00 00|00 FF FF 00|;fn.eA........ Yy
002C0070|FF 00 04 F5|ED AF A4 95|44 00 FF 00 |FF 00 FF 00|y..81 H®.D.¥.¥y.¥.
002c0080|14 7A 78 74|75 3E 1D 23 |Aa0 BE E6 DD|DG 98 00 00|.zxtu=.# .EV0...
002C0090|00 FF 8D 20|FE OC 72 93|70 82 00 00|00 FF 00 00|.¥. p.r.p....¥..
002c00A0IFE 00 00 FEIO0D FE DE 1cicd 95 FFE 00100 00 FFE R2 (v v wb A v . O*

IcedID: Data Comparison ESI vs EDI (Identical)

We’ll hit Run again until we found ourselves in another data manipulating loop. This loop is significantly smaller
and appears to modify the data using xor and ror (rotate right) opcodes. While modifying, we notice some signs of

a portable executable, with the strings “M8Z” (as we saw in the Get2 malware).
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& cru & Graph | i Log [1 Motes @ Breakpoints ## Memory Map ™

@ 002A0D 5F pop edi
@| 002A0 5E pop esi
& 00240 01ES add eax,ebp
e/ 00240 ED342A lea esi,dword ptr ds:[edx+ebp]
e 00240] ~ EB 9F jmp 2AD26B
@| 00240 5F pop edi
@| 00240 5E pop esi
&| 00240 5D pop ebp
@| 002A0 5B pop ebx
@ 0024 B3c4 08 add esp,&
®| 00240 c3 ret
@ 002A0 55 push ebp
@ 00ZA0 89ES mov ebp,esp
@ 00240 8BB45 08 mov eax,dword ptr ss5:[ebp+8
®| 002A0 8B4D 0OC mov ecx,dword ptr ss:febp+C
e 00240 8855 10 mov edx,dword ptr ss:[ebp+10]
e8| 00240 31DBE xor ebx,ebx
e 00240 BOCE mov e51,ecx
e 00240 83E6 03 and esi,3
r----@| 00240 « 75 11 jne 2A02FA
i @ 002A0 8B5D 10 mov ebx,dword ptr ss:[lebp+10]
! & 00240 66:01DA add dx,bx
! @| 002A0 FGDA neg dl
! e/ 00240 6BDZ2 03 imul edx,edx,3
i e 00240 clca 0B ror edx,8
i e 00240 8955 10 mov dword ptr ss:[lebp+10], edx
Loy . 3010 xor byte ptr ds:[eaxﬁl,d'l
] 40 inc eax
| ELP g X E2 E3 lToop’ 2A02E2
. c9 Teave
e 00240 Cc2 0cCoo FEL C
e 00240 83EC 10 sub esE,lO
@| 002A0 53 push ebx
@ 00240 55 push ebp
@| 002A0 56 push esi
@| 00240 BB7424 24 mov esi.dword ptr ss:lesp+240

< | i

B Dump 1 g Dump 2 Yy Dump 3 gy Dump 4 Yy Dump 5 & watch 1

Address | Hex
002Cc0000 (4D 38 5A aA5|0D 36 53 BF (B9 B4 CC BB|F5 CC B6 5 05,"
002c0010|C5 B84 06 1B|CB Db O7F C6|D4 C5 60 AF |57 E3 SE DOr=—=t0.f£0A WwWarl
002C0020|35 AC 15 1C |90 5A 04 71|70 6A 39 04 |7A 78 65 BB|5~...Z.Qpj9. Zxe=
002C0030| BB BD B1 5C (B8 9C BS 6E|3E 05 96 3IC (3B F1 91 E9 »Hi\;.pﬂ}..{;ﬁ.é
002C0040|C3 04 F5 ED|AF A4 95 44 |14 7Aa 78 74|75 3E 1D 23| A. 67 B.D. ZXTU>. #
002C0050| A0 8E E6 DD|DE 98 8D 20|FE OC 72 93|70 82 DE 1C| .=¥0.. b.r.p.p.

Lo1qu|

IcedID: Data being decrypted

As always, to speed up the process we’ll set a breakpoint one step after this loop and we’ll hit Run. Once we did

that, we can see that some bytes have been changed. Still, it’s not a clean portable executable.

002C0000|4Dp 38 5A 90 |38 03 60 02|04 09 71 FF |81 BB C2 91 MBZ.B.f...q?.,ET
002c0010|01 40 C2 15|C6 D8 09 1C|0OE 1F BA FB|00 B4 09 CD|.8A.40....%0. .1
002c0020|21 B8 01 4C|CO 0A 54 68|69 73 20 0E|70 72 6F 67! ,.LA.This .prog
002c0030|67 61 6D B7 |63 47 6E 1F |4F 74 E7 62|65 AF CF 75|gam. cGn.Otche Iu
002C0040|5F 98 69 06|44 4F FE 53|03 6D 6F 64 |65 2E OD 89|_.1.D0~5.mode...
002C0050|0A 24 4C 44 |4F 01 14 27 |F9 0B 75 49 |AA 58 04 E3|.S$LDO.. '0.uI3X. 4
002c0060|3E 6A 4D 30|09 11 78 17|48 70 AB AB |14 C7 C6 39|>jMO..x.Hp=«.CAS
002C0070|11 04 D9 11 |4A AB OA 4F (ED OF 41 08|02 6F 94 10|..0.J«.07.A..0..
002C0080|CA 4B 08 82|52 69 63 68|88 40 9C 50|50 45 BO 4C|EK..Rich.@.PPE.L
002c0090|01 AD D6 BO (59 2B 8C 5E (14 1C EOQ Q00|02 21 0B 01|. G.¥+.A . a..!..
ON2C00A0I0F O FO 1R 1Ad4 RO DE OQIE0 37 10 14111 5C 09 300. . 3. 0'R.47...%. 0

IcedID: Data being decrypted

Then, we observe something unusual. We can see again the movsb opcode in a larger loop, but now it copies data
from the upper part of the allocated memory (the one from the image above) which is stored in the ESI register, to

an address in the same memory space located several offsets after (which is also stored in the EDI register).
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After a few iterations and data manipulation functions, we observe the bytes 4D 5A and the string “MZ” at the

beginning of the memory to which the movsb opcode writes.

B cru a Graph | 4 Log | Motes ® Breakpointy] =% SEH | les| Script
@] D02A0] 41 inc ecx o
e|00240] |BO 10 mov al,10 T
----+@ 002A0] ES 4F000000 [Eal1 2a0236 EAX 00000001
i @ 002A07 10co adc al,al EEX 00000002
L----@ 002401 ~[ 73 F7 jae 2ZA01EZ
------------- e|00240] |75 3F %r‘le 2A022¢C | e gggggggg
@ 002401 AA stosb EBP [}[}DDDD[M
e(00240] ~|EB D4 im ]2A31C4 = ,
@& 002A07] EE 4p000000 (Ea 2a0242 T
e 002407 2909 sub ecx,ebx ESI DDzCDDDC
r----@| 00240 ~| 75 10 ine 2A0209 EDI__ 002C19B1
i | 002A07] ES 42000000 |call 2a0240
—+—w|00240] ~|EB 28 :Iimp 2A0228 EIP  002A0234
! @ 00240] AC odsh
d @ 00240] D1ES shr eax,1 EFLAGS Q000021e
——————— r----@|| 002401 ~| 74 4D je 2A0252 ZF 0O PF1 aAF 1
i @ 00240] 11c9 adc ecx,ecx OF 0 SEO0 DE O
—i—- 002a0{] ~|EB 1C jmp 2A0225 CFO TFO IF 1
c---x@ 002A0] a1 E{c g ecx,eax
o 002A0] 48 ec eax
e(002240] |clE0 08 shl eax,8 LR
®| 002A0] AC 'Ioﬁ.b
@ 0024A0] E8 2C000000 Eca 2A0240
|| 002A0] 3D 007D0000 |cmp eax, D00 G5 0028 FS 0053
et e|00240] |73 0A jae 2A0225 ES 0028 D5 0028
; | 002A0] BOFC 05 cmp ah,5 €5 0023 s5 0028
| pemosed @\ 002401 ~[73 06 jae 2A0226
I i o 002A0] 83F8 FF cmp eax,’F DrRO 002C0000
P ror---- 002407 | 77 02 ja 280227 DR1 002C19a4
L el 002A0] 41 inc ecx DrRZ 00000000
L—E————}u 00240] 41 inc ecx DR2 00000000
L---»m 002A0] g5 xchg ebp,gax DR6 EEFE4EEQD
L @ 00240] BOEEB mov eax, e
e 00240] B3 01 mov bl,1 - BRFGLIEA
———————————— »@| 002A0] 56 push esi
& 002A0] BOFE mc:rv e5'i ,ed‘i
& 0024A0] 29C6
: gggig: I;gM Default (stdcall)
- ~LEB 8E jmp 2a01CA 1: [esp+4] 002A00
e[ 002A0 00D2 add d1,d] ~|2: [esp+8] 0019FX
-, e == == === 3: [esp+C] 0019F2,
< | Il 4: [esp+10] 00125
Gy Dump 1 % Dump 2 o Dump 3 o Dump 4 % Dump 5 & watch 1
Address |Hex N |AscIT

002C1974 | A3 56 B3 5B|C3 72 D3 79|E3 9F F3 CB|F3 CF F2 £v=[ﬁrd¥a OEOIOO
002C1984 |49 38 18 C9|6F D1 96 D9 |9C E1 A7 E9|AE F1 DD FONIE. EQRL [ A86TAY
002C1994 ([E4 F9 F6 F9 |36 C5 3D CD|CA D6 47 FF (D4 €O 00 4D|A0bUbA=TEOGYOA.M
002c19a4 |54 90 00 03|00 00 OO0 04 |00 OO0 Q0 FF|FF 4C DD 08B|Z.......... VLY.
002C1984 |94 1E 12 00 |FF 00 FF 00|88 D9 DO 6C|4E 75 EE 72 {g . OO TN
002C19C4 |20 AD 9B C4 |E5 E1 CA 00|00 00 00 8B8|FC 65 F9 F8| ..AJdaE..... lelg
002C19D4|0E 22 36 B4 |F4 EE 44 A4 |4A 07 A5 00 |FF 00 00 00|."6 #fpni.¥. .
002C19€e4 (00 00 FF FF|B3 A7 CB CA|CE_B2 B6 00 |FF 00 00 00|..yy?§EEI=. .y
002C19F4 |FF 00 00 O0|FF 00 00 FF|66 CO C4 73|39 32 CF 43 y A yfAASQZIC
002C1A04 (91 B7Y CB C1|E3 46 FF 00|00 FF 00 4B |BD CE 9C EG6 EAaFy y K.1.2
002c1al4 | F4 51 OE 00|00 00 00 FF|00 00 00 FF |00 FF 00 0O oq ..... % V..
002C1a24 |64 5A 40 BA |00 FF FF 00|00 FF 00 DF |BO 14 48 53 dz@..gy HS
002C1A34|A9 9B EB 79 |1E EE BS5 DA (C7 40 62 00|FF FF 00 F3|©. éy. Tp. -:;@b ﬁy o
002c1A44 | AB 2C 63 4235 DO 7C 6E|A5 1C DD 46|D1 15 00 00| ,cB5B|n¥.¥F
002C1Aa54|FF 00 00 00|00 00 FF OO0 |FF 00 DD 78(5A 45 A5 FF|¥..... y YJ{ZE¥}-’
002C1a64 |00 00 00 O0|F3 90 D2 C9|27 98 FF 00|00 FF 29 E4|....0.0E".¥y..¥J)ad
DDECIA?4 DF 27 3C EV|BE_81 BE 00|01 64 FF Al |53 85 79 00 E =Cn. d}_-'.l._liy

IcedID: Data Copied And Decrypted In The Upper Part Of The Memory

Eventually, we understand the purpose of this loop -writing a clean portable executable in this memory part.
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@4 Dump 1 g4 Dump 2 @y Dump 3 @y Dump 4 @ Dump 5 & watch 1

Address |Hex ASCIT

002C1BE4 |D3 67 E3 GE|F3 74 F3 7B|F3 A4 F3 D7 |F3 DC F3 E1l|Oganoto{oHoxoUda
002C18F4 |F3 EF F3 F5|FO 07 3E 19|E4 53 EB 67 |EC 86 FO 9A ﬁﬁéﬁh.}.&Ségﬁ.ﬁ.
002C1904 |F4 C1 F8 CO6|FC CD FC ES|FC EA FC F1|FC 04 39 3F | OApatfiadéonda. 97
002C1914 |09 3A 10 3B |2E 2C 3D 3D |45 3E 4B 3F (52 3F 72 3IF|.:.;.<==E=K?R?57
002C1924 |BO 3F Al 3F |AA 3F Bl 4E|E3 3D 30 78|0F OC 30 1cC|.7;727=Na=0x..0.
002C1934 |E5 20 34 3C|EC 43 FO 50|F4 57 F8 69 |FC 6E FC 73|a 4=<ichroweilnis
002C1944 |FC 81 FC BO6|FC 94 FC 9A |FC AB 92 40(7E D7 12 3A(0.0.0. 0. =, @-x, :
002c15854 |31 AB 4E 32 (BB CF DA OF [E1 43 57 32|5E 93 7D A3|1 N2, T0.aCw2A, 3£
002C1964 |BF B3 B9 C3|CB D3 E2 E2|E9 F3 F3 F1|20 323 032 4F|.*"AE0&décon 3.0
002C1974 A3 56 B3 SB|C3 72 D3 79|E3 9F F3 CB(F3 CF F2 F4|fv=[Ardyad. 6EOGIDD
002C1984 |49 38 18 C9|6F D1 96 D9 |9C E1|/AF ES|(AE F1 DD F9 ARG DAL
002C1994 (E4 F9 F6 F9 |36 €5 3D CD|CA D6 47 FF|Dd CO 00 4DJADOUSA=TEOGYOA. M
002C19A4 | 5A 90 00 03|00 00 OO0 04|00 00 OO0 FF|(FF OO0 Q00 BBJZ.......... VY. .,
002C19e4 (00 00 00 00|00 00 00 40|00 00 00 QO(00 OO 00 QOf....... e i e
GO2C19CA (0D 00 00 00 |00 00 00 00|00 00 00 OO(00 OO 00 OD). . - - - - oo e ool
002Cc19p4 |00 00 OO0 Q0|00 OO0 OO0 QO|00 OO0 OO0 DB(00 OO0 00 OEJ.......v... 8....
002C19e4 |[1F BA OE 00 (B4 09 ¢cD 21 BB 01 4C cD|21 54 68 69).°.. .1! .L1i!Thi
002C19F4 |73 20 70 72|6F 67 72 61 |6D 20 63 61 |6E 6E 6F 745 program cannot
002C1A04 |20 62 65 20|72 75 6E 20|69 6E 20 44 (4F 53 20 6D] be run in DOS m
002C1al4|6F 64 65 2E|0D OD OA 24|00 00 00 00|00 OO0 00 4Fjode. ... 5%5....... 0
002C1A24 |14 27 F9 0B |75 49 AA OB |75 49 AA OB(75 49 AA E3]. "0.uI®, uIlz, ulza
002C1A34 (6A 4D AA 09|75 49 AA 78|17 48 AB 00|75 49 AA OB]jM2.uI®x.H«.uI?.
002C1a44 |75 48 AA 39|75 49 AA D9|11 4A AB QA|75 49 AA EDJuH29uIa0. J=.uIl?2i
002C1A54 |11 41 AB 02|75 49 AA ED|11 49 AB 0A|75 49 AA ED|. A=.uI®3f.I«.uI?2i
002C1A64 |11 4B AB QA |75 49 AA 52|69 63 68 0B(75 49 aAA 00].K«=.uI2Rich.uI=.

002C1a74 |00 00 00 00|00 OO0 0O 50|45 00 00 4C (01 04 00 BOj....... [ S
002C1AB4 (59 BC 5 00|00 00 00 00|00 00 00 EOQ(OO0 02 21 OBfY. A .o n.n.. iy
002C1A%4 (01 OE OC 00|18 00 00 OD|OE 00 00 OF (41 4E 57 AAf. . ... uu ANwE

002C1aad |81 52 7C 18 (BA 77 9C B6|FB A4 00 FF|00 FF 00 D2|.R|..w. Tld.¥.y.0
Nnxiapd n? 2 BN AnISE o ne A1 le8 A 20 02 13 77 A0 00 Ll s S 0o lol cut

IcedID: Clean PE File

The final stages of the unpacking mechanism are portrayed in the following diagram:

Third Allocated Memory Third Allocated Memory Third Allocated Memory
ESl —»
Obfuscated Obfuscated
Obfuscated Contet M8z ez
EDl —»
Data Diata Copied
Manipulation And Decrypted
_—r —_—

Unpacked Payload

IcedID: Unpacking Diagram

After the loop ends, we’ll dump the file and inspect it with other tools. This file, which is actually a module, is the

second stage of IcedID, which is a downloader for the final payload.

Press enter or click to view image in full size
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= indicators {5/41)
¥y tal (w

» dos-header (64 bytes)
B dos-stub (152 bytes)

+ file-header (Apr.2020)

+ optional-header (file-checksum)

M directories (time-stamp)
- sections (blacklist)
+ libraries (1/8)
£ imparts (16/46)
[0 exports (DIIRegisterServer)

it
aze strings (20/194)

RS

overlay (file-ratia)

[

Conclusion

In this writeup, we observed three first-stage malware unpacking mechanisms. And although each one has its own

{3

property value

md3

shal

shalst

md5-without-overlay 0&7 F 3604 7SF2ESF

shal-without-overlay 9F F 7

cha256-without-ove... FRIAL0CAIARY FDT! 49DE 7 T2TF4T
first-bytes-hex 4D 54 90 00 03 00 00 00 04 00 00 00 FF FF 00 00 B3 00 00 00 00 00 00 00 40 00 00
first-bytes-text BE oo oo i -t v i o i, e

file-size 26182 (bytes)

size-withaut-overlay 10752 (bytes)

entropy 3118

imphash iy ATEIADOT2TI0N AFOA

signature

entry-paint B3ITC240801751B 8B 44 24 04 33 (9515151 68 DD 13001051 51 A3 0030 .
file-version

description

file-type dynamic-link-library

cpu 32-bit

subsystem GUl

IcedID: Unpacked PE In Pestudio

way to unpack itself, we saw several characteristics they all shared.

Similarly, whether its unpacking or decrypting, the following features will most likely occur:

Source:

newly allocated memory.

Traditionally, packers tend to start with reading an obfuscated data embedded in the PE, and writing it to a

Writing to, or reading from newly allocated memory will most likely happen inside a loop. So loops can be
a good starting point when we search for decryption routines.
Most of the time, data will be copied or modified byte by byte. Therefore, it is important to pay attention to
moves of one byte (mov byte ptr)

Some opcodes such as xor;rol,ror,shl,shr are likely to be found in the decryption loop.
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