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 Tool: Exaramel

Names Exaramel

Category Malware

Type Backdoor

Description
Exaramel for Linux is a backdoor written in the Go Programming Language and
compiled as a 64-bit ELF binary. The Windows version is tracked separately under

Exaramel for Windows.

Information
<https://www.welivesecurity.com/2018/10/11/new-telebots-backdoor-linking-

industroyer-notpetya/>

MITRE ATT&CK
<https://attack.mitre.org/software/S0401/>
<https://attack.mitre.org/software/S0343/>

Malpedia
<https://malpedia.caad.fkie.fraunhofer.de/details/elf.exaramel>
<https://malpedia.caad.fkie.fraunhofer.de/details/win.exaramel>

Last change to this tool card: 22 April 2020

Download this tool card in JSON format

All groups using tool Exaramel

Changed Name Country Observed

APT groups

  TeleBots 2015-Oct 2020

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=b8cff06d-fbe6-4432-af1f-b71c6759903a
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