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Fodcha DDoS botnet reaches 1Tbps in power, injects ransoms in packets

By Bill Toulas

Published: 2022-10-27 - Archived: 2026-04-05 21:14:07 UTC

A new version of the Fodcha DDoS botnet has emerged, featuring ransom demands injected into packets and new features to

evade detection of its infrastructure.

360Netlab researchers discovered Fodcha in April 2022, and since then, it has been silently receiving development and

upgrades, steadily improving and becoming a more potent threat.

According to a new report published by the same researchers, the latest Fodcha version 4 has grown to an unprecedented

scale, with its developers taking measures to prevent analysis after Netlab's last report.
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The most notable improvement in this botnet version is the delivery of ransom demands directly within DDoS packets used

against victims' networks.

In addition, the botnet now uses encryption to establish communication with the C2 server, making it harder for security

researchers to analyze the malware and potentially take down its infrastructure.

More DDoS power

As a DDoS operation, Fodcha had grown significantly since April, when it targeted an average of 100 victims daily. The

average number of targets has increased by ten times, reaching 1,000 daily.

The botnet now relies on 42 C2 domains to operate 60,000 active bot nodes daily, generating up to 1Tbps of destructive

traffic.

. ~ 7% dig yellowchinks.dyn @opennic2.eth-services.de
53 Truncated, retrying in TCP mode

5 <<>> D1G 9.7.3-P3-RedHat-9.7.3-8.P3.el6 <<>> yellowchinks.dyn @opennic2.eth-services.de
53 global options: +cmd

; Got answer:

; —»HEADER«— opcode: QUERY, status: NOERROR, id: 3711

; flags: qr aa rd ra; QUERY: 1, ANSWER: 44, AUTHORITY: ©, ADDITIONAL: ©
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List of C2 addresses used by Fodcha (360Netlab)
According to Netlab, Fodcha reached a new peak on October 11, 2022, attacking 1,396 targets in a single day.
Some notable examples of confirmed attacks of Fodcha include:

e A DDoS attack against a healthcare organization on June 7 and 8, 2022.
¢ A DDoS attack against the communication infrastructure of a company in September 2022.

e A 1Tbps DDoS attack against a well-known cloud service provider on September 21, 2022.

Most of Fodcha’s targets are located in China and the United States, but the botnet’s reach is already global, having infected

systems in Europe, Australia, Japan, Russia, Brazil, and Canada.
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Fodcha's victim heatmap and activity volume diagram (360Netlab)

Embedding ransom demands

Netlab's analysts believe Fodcha is making money by renting its firepower to other threat actors who wish to launch DDoS

attacks. However, the latest version also includes extortion by demanding a Monero ransom to stop the attacks.

Based on DDoS packets deciphered by Netlab, Fodcha now demands the payment of 10 XMR (Monero) from victims,
worth approximately $1,500.

These demands are embedded in the 'Data’ portion of the botnet's DDoS packets and warn that the attacks will continue

unless a payment is made.

Destination Protocol Destination Port Info
.241.237.245 UDP 13258 56855 » 13258 Len=1400
.241.237.61 uoP 13258 24614 » 13258 Len=1400
.197.100.215 uopP 13258 35840 » 13258 Len=1400
.197.96.162 uopP 13258 57099 » 13258 Len=1400
.233.151.207 UoP 13258 51056 » 13258 Len=1400
.233.24.50 uopP 13258 58783 » 13258 Len=1400
.241.237.245 UDP 13258 56855 » 13258 Len=1400
.241.237.61 uopP 13258 24614 » 13258 Len=1400
.197.100.215 UbP 13258 35840 » 13258 Len=1400
.197.96.162 UbP 13258 57099 » 13258 Len=1400
.233.151.207 UuoP 13258 51056 » 13258 Len=1400
.233.24.50 uop 13258 58783 » 13258 I'\h\a?
.241.237.245 UuoP 13258 56855 -| ‘o’, gn:l%@
.241.237.61 ubpP 13258 o"m -<#13258 Len=1400
.197.100.215 uopP 13258 e Fr 35840 » 13258 Len=1400
107 ag 160 1o 12058 sag <7600 + 13958 1 an-140a

< es
Frame 31@: 1442 bytes on wire (11536 bits), 1442 bytes, I'o‘md (11536 bits) 0020 60 a2 df @b 33 ca 05 80 ef 7c PENGITN-TEPLEEN

30 20 78 6d 72 20 74 6f

20 34 39 55 6e 4a 68 70|

Ethernet II, Src: @2:42:ac:13:64:7@ (OZ:AZ:BCRa\n?,, Dst: ©2:42:a8:10:97:eb 0030 e xmr to 49UnJhp)
LD S

Internet Protocol Version 4, Src: 172.19.100.1W%,"Dst: 120.197.96.162 [Z:M76 52 52 78 44 58 4a 48 59 63 7a 6f 55 45 69 4bJMIVRRXDXIH YczoUEiK]
User Datagram Protocol, Src Port: 57099, Dst Port: 13258 [LECMN53 45 4b 43 51 5a 6f 72 5a 57 61 56 36 48 44 37jlI3EKCQZor ZWaVEHDY|
Data (1400 bytes) 10061 78 4b 47 51 64 35 78 70 55 51 65 4e 70 37 58fMl|axKGQdSx pUQeNp?:
LEICING7 39 52 41 54 46 70 4c 34 75 38 64 7a 50 66 41M|g9RATFpL 4usdzPF
[L:MM6e 75 4d 59 71 73 32 4b 63 68 31 73 6f 61 66 35[MlInuMYqs2K chisoafs)
[ZELMNs2 35 6d 64 66 4a 31 62 20 6f 72 20 77 65 20 77jMl[BSMdfI1b or we
MG 6c 6c 20 73 68 75 74 64 6f 77 6e 20 79 6f 75
(LI 72 20 62 75 73 69 6e 65 73 73 00 00 00 00 00 0|

[CLIS-l00 00 00 00 00 00 00 60 ©0 00 00 00 00 00 00 00

Fodcha's ransom message (360Netlab)

However, as Monero is a privacy coin, it is much harder to trace. Therefore, it is not offered for sale by almost all US crypto

exchanges due to the legal requirements to prevent money laundering or other illicit activity.

Therefore, while ransomware gangs and other threat actors commonly request XMR as a payment option, almost all

companies choose to pay in bitcoin, which will likely be a similar situation with DDoS attacks.
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P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

A Prac

Automated Pentesting Covers Only 1 of 6 Surfaces.

Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic

questions for any tool evaluation.
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