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Core Werewolf targets the defense industry and critical
infrastructure
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The file used in the first attack that we uncovered was uploaded to VirusTotal on August 6, 2021. Curiously
enough, the malicious files were always disguised as Microsoft Word or PDF documents, even though these were
executables in self-extracting archives. For example, Mpun._7_kpuTtepun_ouexku_...[YBIM.docx.exe
(Appendix 7. Assessment criteria). Hence, the content of the documents did not raise any concern with the user.
However, opening the file triggered the background installation of UltraVNC. This enabled the attackers to gain

complete control over compromised devices.

The file discovered first contained an order of a defense organization (fig. 1).
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Fig. 1. Excerpt of the document used by the attackers

The file detected next was posted on December 16, 2021. The phishing document included an internal order

by one of the largest joint-stock companies in Russia (fig. 2).
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OTKPbITOE AKUMOHEPHOE OBLUECTBO

PACNOPAXEHWE
2021 . Mocxes "
OS!TBEPMEHHH InJiaHa - - W . —
A - - -

Bo ucnonvenne VYkasa Ilpesumenrta Poccuiickoit deasepauun or 16 asrycra
2021 r. Ne 478 «O HaumonanbHOM [11aHe NPOTHBOAEACTBMA Koppynuud Ha 2021 -

2024 roaws» u nopyuenus [lpencenarens [lpaButensctsa Poccmiickoii @enepaumn
ot 6 centabpa 2021 r. Ne MM-I117-12165:

Fig. 2. Excerpt of the document used by the attackers

It had been a while before another attack followed. The file was spotted on April 12, 2022 and contained a resume
(fig. 3).
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Oara poxgeHun: CemelHoe NonoxeHue:
MpaxpgaHcTBO: Poccua He XeHaT

TenedpoH: Xenaemein rpachuk paborel:
3. noyra: NONHLIM pabo4Yuin AeHsb

Fig. 3. Excerpt of the document used by the attackers

The file from the next attack was uploaded on April 18, 2022 and targeted the employees of some defense
organizations (fig. 4).
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Fig. 4. Excerpt of the document used by the attackers

IM1aBHOKOMAHAYWIIKHM BHAAMHM
Boopyxennnix Cua
Poccniickoit @eaepaunn

Komanaywumm Bolickamu
BOEHHBLIX OKPYIOB

Komauaywumewy Cesepubim paorom

Komanaywmum poaamu Boick
Boopyxenunix Cua
Poccuiickoii Deacpauun

PyKoBOAMTEAAM LEH I PAIBHBIX
OpPraHOB BOEHHOT 0O YIIPAB/JICHHHA

PykoBoauTeasam ynpas/ieHui
thunancoBoro obecneveHHs
Munucreperea oboponsl PoccHiickoit
@enepauuu Mo BOEHHBLIM OKPYI'aM

Pacnopsuamreasam (noayuareasim)
DI0/UKETHBIX CPeiCcTB

Another file was posted on April 27, 2022 and was dedicated to the military discharge (fig. 5).

ll(ali! MpaBH/IBHO YBOJIHTHCH 110 3/I0POBBK) H3
APDMHH, KaKHE¢ BbIIIVIATHI H CTPaAXOBKH
HpH‘IHTﬂlOTCH? YTOo ae/1aTh €CJIH YBOJIBHAKOT

HEe3aKOHHO?

Hurepacros

YBONbHEHWE BOSHHOCAYKALLLEro No COCTORHMK 340P0BLA OTNMYAETCA OT NPOLUEAYPLl PACTOPXEHNs
KOHTPaKTa No Apyrium ocHoBaHuaM. BoeHHan f0MKHOCTL HE WCKNIOYAET PUCK YXYALLSHUA

340POBLA.

B HEKOTOPLIX CMyYanAx aabonesanuA opraHuama genakdT HeBO3IMOMNHEIM ﬂE.I'IbHEﬁLUEE NCnonHeHKne

BOMHCKUX 0bR3ZaHHOCTEN.

Fig. 5. Excerpt of the document used by the attackers

In their new attack, with the respective file uploaded on May 8, 2022, the criminals again attached an order

of a defense organization (fig. 6).
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Fig. 6. Excerpt of the document used by the attackers

On May 12, 2022, a new file was published on VirusTotal. This time, the attackers sent methodological

recommendations of another defense organization (fig. 7).
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METOAHYECKHE PEKOMEHIJAIIHHA

Fig. 7. Excerpt of the document used by the attackers

The file uploaded on May 27, 2022 again contained an order (fig. 8).
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Fig. 8. Excerpt of the document used by the attackers

The summer attacks started with a file posted on June 13, 2022. Disguised as a decree of the Government
of the Russian Federation, the document amended the state regulation of prices for products supplied under

the state defense order (fig. 9).
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MPABUTEJILCTBO POCCUMCKOHN ®EJIEPAIIMA
[TIOCTAHOBJIIEHUE

ot 21 masg 2022 r. Ne 935

MOCKBA

O Buecennu usmenennii B [lonoxkenue
0 rocy1apCcrB€HHOM pPEryiHpoBaHHH LIeH HA NPOAYKIHIO,
MOCTABJHEMYHO IO roCy1apCTBEHHOMY O'ﬁOpOHHOMy jaKa3iy

IIpasutensctBo Poccuiickoi ®enepallui Mo CTAHOBJI I € T :

l. YTBepauTh  mpuiaraeMble = M3MEHEHMs,  KOTOphle  BHOCHTCSH
B [losoxenue O TrocylapCcTBEHHOM pEryjJHMpoOBaHHMM LEH Ha TPOAYKLHIO,
NOCTAaBIAEMYIO TI0 IOCYJapCTBEHHOMY OOODOHHOMY 3aKa3dy, YTBEPXAEHHOE

Fig. 9. Excerpt of the document used by the attackers

The next attack, with the file uploaded on June 28, 2022, used some guidelines to victimize the users (fig. 10).
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2m. Ml

Metogreckoe nocolHe M0 MOP AIKY NPeJrTABEHIA
BOEHHOCTY/EALIX, P OXOIAILEE BOSHHYI0 CITyEDY mo
KOHTPAKTY, K JOCPOYHOMY YROJILHEHHE) ¢ BOSHHOH cysisl B
CBAIH C HEBBIND/THEHHEM BOSHHOCTYAAILFM YCI0BHH
KOHTpaKTa

2022
Fig. 10. Excerpt of the document

used by the attackers

July was marked by an attack that leveraged a document issued by the Department of the Federal Service for
Technical and Export Control (FSTEK) of Russia for the Northwestern Federal District. It described the measures

to reinforce the protection of information infrastructure facilities in Russia.

The file published on VirusTotal on July 20, 2022 contained another administrative document related

to the defense sector.

The file uploaded on July 27, 2022 came as a resume, yet of a different person (fig. 11).
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M>#uHHA, 26 neT, pogunca - s

MpoxuEaeT. e
MpaxaaHcTeD: PoccHA, ecTe paspewedne Ha padory. Foccua
OTOE K Nepeesay, roTOE K KOMAHOUDOEKAM

MNH>xXeHep

MNpouze0ACTED, CENBCKOR XOZARCTED
= PanuoanekTpoHHAA NPOMBILNEHHOCTE

Fig. 11. Excerpt of the document used by the attackers

In August, the criminals once again used an order as a phishing document (fig. 12).
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v
MHHHCTEPCTBO KOCTHIIHH POCCHIHCKOR SEEPATIHN

3APETHCTPHUPGBAHO

IMMPHUKA B

L e 20221,

MHUHUCTPA OBOPOHbI POCCUMCKON ®EJEPAIIUH

« > e 2022 Ne

r. Mocksa

O BHECEHHM  —

Fig. 12. Excerpt of the document used by the attackers

In September, the attackers went even further and, instead of some regular order, attached a document marked

“For official use only.”

The October attack featured yet another decree of the Government of the Russian Federation. The document

introduced amendments to the national program on the development of the nuclear power industry (fig. 13).
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MPABHTETLCTBO POCCHHCKOH ®EJIEPAIINA
ITOCTAHOBJJI EHHE

or 28 mapra 2017 r. Ne 344-11

MOCKBA

O BHeceHHH H3MeHeHHIl B NOCYIAPCTBEHHEYIO NPOrpaMMYy
Poccmiickoit Pegepamnn "Pazerrne aromuoro

IHEPronpoMbINLTEHHOM0 KoMILTexca''

[Ipasaremscteo Poccuiickoii Pegepauii mocTaHOBAAE T:

1. Vigepaure npmiaraeMele H3IMEHEHHS, KOTOpEIE BHOCHICE B
rocyaapcTeeHHyYI0 mporpamMy Pocciickoii @enepamran "PassamHe aToMHOTO
IHEProMpOMBIIUIEHHOT0  KOMILIEKCA', VIBEPAAEHHVIO [IOCTAHORICHHEM
IlpapeTremsctea Poccriickoii Pemepammm or 2 mors 2014r. Nes06-12

Fig. 13. Excerpt of the document used by the attackers

The first attack held in November (the malicious file was uploaded on November 2) used a cold supply diagram

for a special-purpose high-performance computing complex.
On the following day, a new file was posted, this time containing a set of diagrams.

The next attack in November employed the group’s favored type of document, that is, related to defense industry

operations (fig. 14).
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Fig. 14. Excerpt of the document used by the attackers

The December attack was once again focused on the defense sector employees (fig. 15).
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Jlna pyxkoponcrea B pabore, HANPARIAIO MHCEMO

Pacnopanurensm Gro/pKeTHBIX CpPecTs NPOLlY OpPraHM3OBaTh HOBEACHHE
HHpopMalku A0 nonyuareneil GIOAKETHLIX CPEACTE, COCTOANMX HA GHHAHCOBOM

ofecneyeHun,

[Ipunosxkenue: Ha 1 a.

i 0 2022 1.

Hex. Ne 2

Excerpt of the document used by the attackers

The first attack in 2023 used a request form as a phishing document (fig. 16).

Pacnopagurenam (ony4arendm)
GroKeTHBIX CpelCTB
(no pacyeTy pacchUIKH)
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ITucemo-3amnpoc

VBaxkaeMEbIil

IIpocum tipciaTh
Bac

Fig. 16. Excerpt of the document used by the attackers

The next attack took place in January. The phishing document provided the methodological recommendations
on the exemption from active service of Russian citizens being in the military reserves of the Russian Federation

and working in certain organizations, for the period of mobilization and wartime (fig. 17).
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METOHUYECKHE PEKOMEHTALIHH

1. OdIHe 010K ¢HHA

Fig. 17. Excerpt of the document used by the attackers

In February 2023, the attackers got back to sending resumes as phishing documents (fig. 18).
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Pe3ome

W W S - e —— ——

Oara poxaeHWRA: CemMedHoe NonoKeHHe:
MpaxpgaHecTBo: PoCCKA HE ¥EeHaT
Tenecpon: HKenaembin rpacpmk paboTtel:
3n. noyra: nonHeld paboYrii AeHs
Lenb
COMCKaHWE NOMHEHOCTH BNMIKOR K NonyYeHHOMY 00pE308aHMID MNK ONkITY paboTel
Ob6pa3oBaHue
2010-2014r PoccHMACKHMKA rocyaapcTEeHHbIA couManbHbIA YHUBEPCUTET

b akyNETeT COUMANEHOTD YNPEBENEHHA U COLMONOruK
Kaeapa rocyflapcTBeHHOM, MyHWUWNANEBH O YNPasneHMA 1
COLMANEHOH MHHEHEDWUK

KoHdnukTon ornA (Dakanaepyar)

Hunnow Bakanaepa KoHPNUKTON OrK

BracToAles epeMd | POCCMWCKMIA MOCYAapcTEEHHBIW COUMAaNbHBIA YHUEEPCHUTET
DakyNsTeT COUMAanEHOrD YNPaeneHna U COLWMONOrmu

Kadeapa rocyaapcTBEHHOM, MyHUUWMNANEHOM YNpasneHua 1
COLUMANEHOA HH¥EHEDWUK

KOHGNUKTON OrWA (MarucTparypa)

Fig. 18. Excerpt of the document used by the attackers
In March 2023, Core Werewolf once again attached a copy of a document meant for official use only.

On March 20, 2023, one more file was uploaded to VirusTotal with the phishing document targeting defense

industry personnel.

April 2023 saw the group’s repeated attempt to use a resume for phishing purposes (fig. 19).
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R - — . ——

Myxanna, 29 net, poaunca

— MpeANoYHTaEMBIH crIoco0 cBASH

ITpoxupaet:
I'paxaancTBO: PoccHi, ecTh paspeleHne Ha paboTy: Poccna

ToToB K nepeesny, roToB K peaIKHM KOMAaHIHPOBKAM

JKenmaemas JOIDKHOCTB H 3apILIaTa
Huxenep-rexnoaor/Muxenep-nporpammuct YITY

IIponspoacTBO. ceIbCKOS XO3AHCTBO
* ABHAIIHOHHAA MPOMBIIIIEHHOCTh
* MamnnocTpocHHE

. Pa,ZIHOBJICKTPOHHRH NpOMBINIICHHOCTE

3aHATOCTE: MOIHAA 3AHATOCTE

I'paduk paOOTEL: MOIHEIH JEHB
JKenatenpHoe BpeMA B yTH 10 padoOTEL: He Dojlee Yaca

Fig. 19. Excerpt of the document used by the attackers

The attack that occurred in May featured yet another order (fig. 20).
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Fig. 20. Excerpt of the document used by the attackers

In each of the campaigns, the devices were compromised in a similar way. Therefore, the adversary tactics,

techniques, and procedures listed in the section below apply to all of the attacks.

Source: https://bi.zone/eng/expertise/blog/core-werewolf-protiv-opk-i-kriticheskoy-infrastruktury/
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