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The file used in the first attack that we uncovered was uploaded to VirusTotal on August 6, 2021. Curiously
enough, the malicious files were always disguised as Microsoft Word or PDF documents, even though these were

executables in self-extracting archives. For example, Прил._7_критерии_оценки_...ГУВП.docx.exe
(Appendix 7. Assessment criteria). Hence, the content of the documents did not raise any concern with the user.
However, opening the file triggered the background installation of UltraVNC. This enabled the attackers to gain

complete control over compromised devices.

The file discovered first contained an order of a defense organization (fig. 1).

Fig. 1. Excerpt of the document used by the attackers

The file detected next was posted on December 16, 2021. The phishing document included an internal order
by one of the largest joint-stock companies in Russia (fig. 2).
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Fig. 2. Excerpt of the document used by the attackers

It had been a while before another attack followed. The file was spotted on April 12, 2022 and contained a resume
(fig. 3).

Fig. 3. Excerpt of the document used by the attackers

The file from the next attack was uploaded on April 18, 2022 and targeted the employees of some defense
organizations (fig. 4).
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Fig. 4. Excerpt of the document used by the attackers

Another file was posted on April 27, 2022 and was dedicated to the military discharge (fig. 5).

Fig. 5. Excerpt of the document used by the attackers

In their new attack, with the respective file uploaded on May 8, 2022, the criminals again attached an order
of a defense organization (fig. 6).
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Fig. 6. Excerpt of the document used by the attackers

On May 12, 2022, a new file was published on VirusTotal. This time, the attackers sent methodological
recommendations of another defense organization (fig. 7).
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Fig. 7. Excerpt of the document used by the attackers

The file uploaded on May 27, 2022 again contained an order (fig. 8).
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Fig. 8. Excerpt of the document used by the attackers

The summer attacks started with a file posted on June 13, 2022. Disguised as a decree of the Government
of the Russian Federation, the document amended the state regulation of prices for products supplied under

the state defense order (fig. 9).
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Fig. 9. Excerpt of the document used by the attackers

The next attack, with the file uploaded on June 28, 2022, used some guidelines to victimize the users (fig. 10).
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 Fig. 10. Excerpt of the document

used by the attackers

July was marked by an attack that leveraged a document issued by the Department of the Federal Service for
Technical and Export Control (FSTEK) of Russia for the Northwestern Federal District. It described the measures

to reinforce the protection of information infrastructure facilities in Russia.

The file published on VirusTotal on July 20, 2022 contained another administrative document related
to the defense sector.

The file uploaded on July 27, 2022 came as a resume, yet of a different person (fig. 11).
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Fig. 11. Excerpt of the document used by the attackers

In August, the criminals once again used an order as a phishing document (fig. 12).

Fig. 12. Excerpt of the document used by the attackers

In September, the attackers went even further and, instead of some regular order, attached a document marked
“For official use only.”

The October attack featured yet another decree of the Government of the Russian Federation. The document
introduced amendments to the national program on the development of the nuclear power industry (fig. 13).
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Fig. 13. Excerpt of the document used by the attackers

The first attack held in November (the malicious file was uploaded on November 2) used a cold supply diagram
for a special-purpose high-performance computing complex.

On the following day, a new file was posted, this time containing a set of diagrams.

The next attack in November employed the group’s favored type of document, that is, related to defense industry

operations (fig. 14).
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Fig. 14. Excerpt of the document used by the attackers

The December attack was once again focused on the defense sector employees (fig. 15).
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 Fig. 15.

Excerpt of the document used by the attackers

The first attack in 2023 used a request form as a phishing document (fig. 16).
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Fig. 16. Excerpt of the document used by the attackers

The next attack took place in January. The phishing document provided the methodological recommendations
on the exemption from active service of Russian citizens being in the military reserves of the Russian Federation

and working in certain organizations, for the period of mobilization and wartime (fig. 17).
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Fig. 17. Excerpt of the document used by the attackers

In February 2023, the attackers got back to sending resumes as phishing documents (fig. 18).
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Fig. 18. Excerpt of the document used by the attackers

In March 2023, Core Werewolf once again attached a copy of a document meant for official use only.

On March 20, 2023, one more file was uploaded to VirusTotal with the phishing document targeting defense
industry personnel.

April 2023 saw the group’s repeated attempt to use a resume for phishing purposes (fig. 19).
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Fig. 19. Excerpt of the document used by the attackers

The attack that occurred in May featured yet another order (fig. 20).
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Fig. 20. Excerpt of the document used by the attackers

In each of the campaigns, the devices were compromised in a similar way. Therefore, the adversary tactics,

techniques, and procedures listed in the section below apply to all of the attacks.

Source: https://bi.zone/eng/expertise/blog/core-werewolf-protiv-opk-i-kriticheskoy-infrastruktury/
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