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Intro and Prior Work

On-prem Active Directory is here to stay, and so is Azure Active Directory. While these products have similar
names, they in fact work very differently from one another. There are hints of vanilla AD’s discretionary access
control model in Azure, but permissions in Azure are mostly controlled through granted roles. Regardless of these
differences, configuration-based attack primitives are alive and well in Azure, and researchers discover new attack

primitives in Azure all the time.

In this blog post, I'll explain how a particular kind of attack path can emerge in Azure based on Azure’s RBAC
system — an attack path we have seen in the vast majority of Azure tenants we’ve gotten access to. I’ll show you
how the attack primitive works, how to protect yourself against it, and offer my own commentary on the

opportunity this presents to Microsoft.

This work is not new — in fact, Microsoft’s own documentation describes these attack paths. Additionally, two

great researchers have discussed this attack primitive at length:

Dirk-jan Mollema wrote about abusing the Application Administrator role to add new secrets for service principals

Karl Fosaaen spoke about Azure privilege escalation techniques in this talk:

https://www.netspi.com/webinars/lunch-learn-webinar-series/adventures-in-azure-privilege-escalation

Azure’s Built-In Privesc Prevention System

Before we talk about the Service Principal-based privilege escalation, I want to describe Azure’s built-in attack
path prevention system. Azure Active Directory has a built-in system to protect against the emergence of attack
paths, particularly around password reset privileges. When looking at the documentation for administrator roles

that provide password reset privileges, you will often see wording like this:

Helpdesk Administrator

Users with this role can change passwords, invalidate refresh tokens, manage service requests, and monitor service health.
Invalidating a refresh token forces the user to sign in again. Whether a Helpdesk Administrator can reset a user's password
and invalidate refresh tokens depends on the role the user is assigned. For a list of the roles that a Helpdesk Administrator
can reset passwords for and invalidate refresh tokens, see Password reset permissions.

Source: https://docs.microsoft.com/en-us/azure/active-directory/roles/permissions-

reference#helpdesk-administrator
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In particular, note the highlighted text: “Whether a Helpdesk Administrator can reset a user’s password and

invalidate refresh tokens depends on the role the user is assigned.”

This, to me, is confusing. So I set out to understand all the different possibilities for password reset privileges in

Azure, and wound up creating this table:

Can a User with Role in Column A reset a password for a user with a Role in Row 2?7

Privieged
Jobal Helpdesk  Authentication User Password Diractory Message Center  Priviaged Rola s
(NoRol) S5 pumentcation DreCOY  Guestinvter sage Conter Prvieged RO poponts Reader S0P, (Any Other Role)
‘Adminisirator
Global Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes Yes
Administrator
Privileged
Authentication Yes Yes Yes Yes Yes Yes Yes ves Yes Yes Yes Yes Yes Yes
Administrator
Helpdesk Yes No No Yes Yes No No Yes Yes Yes No Yes No No
Administrator
Authentication
Authentication Yes No No Yes Yes No No Yes Yes Yes No Yes No No
User Yes No No Yes No Yes No Yes Yes Yes No Yes No No
Administrator
Password
O Yes No No No No No Yes Yes Yes No No No No No

This brings a little more clarity, but look at what happens when we model these permissions using a graph:

Priv
Auth Admin

Helpdesk
Admin

Password
Admin
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This is where the brilliance of this system finally becomes clear. Looking at the top row, we can see that Global
Admins and Privileged Authentication Admins can reset each others’, plus all other users’ passwords, but the
opposite is not true. In other words, only GA and PAA users can reset a GA password. This is part of the back-end

Azure system and something that Azure admins have no control of.

I love this system because it provides a highly effective, non-configurable, frictionless safety rail for admins that
prevents the emergence of attack paths that include resetting a Global Admin’s password. Azure admins can safely
dole out the “Password Admin” role without worrying about the safety of their Global Admins — at least within the

context of this particular attack primitive.

Escalating Rights via Service Principal Abuse

When you create or register an application in your Azure tenant, an application object is created with a unique

application (client) ID:

C portal.azure.com

Microsoft Azure 2 Search resources, services, and docs (G+/)

Home > Default Directory >

i MyCoolApp =

|/O Search (Cmd+/) | « ]E Delete @ Endpoints Preview features

i Overview

A Essentials
&5 Quickstart

Display name : MyCoolApp
#” Integration assistant

Application (client) ID . d6f118bc-1ece-419d-b2b4-6b9f7569793¢
Manage Object ID : 2f3c761b-5c68-4f00-a270-be%e2becadab
B Branding Directory (tenant) ID . ba8c4db2-44fa-427a-a380-6e59cb50bb88

5 Authentication Supported account types : My organization only

Here, the app “MyCoolApp” has a unique identifier starting with d6f118bc. Below that, you can see the ID of my
tenant as well. This app object “resides” within my tenant. Let’s start to think of this in terms of a graph and see

how the attack path emerges:

AZTenant: AZContains . AZApp:

[objectid: ba8c4db2-44fa-427a-a380-6e59cb50bb88 ’ -
FabrikamFinance.com

appid: défl 18bc-lece-41 9d-b2b4-6b9f7569793c]

MyCoolApp

Because the app “resides” in my tenant, anyone with control of my tenant has control of the app. Let’s model this

with showing how my own Global Admin user has control of the tenant:
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[objectid: ba8c4db2-44fa-427a-2380-6e59cb50bb88

AZUser: AZGlobalAdmin N AZTenant: AZContains AZApp:
) " R ————
wald0 FabrikamFinance.com MyCoolApp

appid: défl 18bc-lece-4| 9d-b2b4-6b9f7569793c]

Nothing scary here: my user is a global admin against the tenant, the tenant contains the app, therefore the “path”

here is that I have control of the app. Now let’s extend this model to include service principals.

Azure apps needing to authenticate to the tenant to perform some action do so using an object called a Service
Principal. Service Principals work kind of like users — you authenticate to the tenant with a “username” (object id)
and a “password” (a certificate or secret). You can see the object id of the app’s service principal in this

screenshot:

Home > Default Directory >

- MyCoolApp =

|/O Search (Cmd+/) ’ &« ]ﬁl Delete @ Endpoints Preview features

2 Overview

 Essentials
& Quickstart

Display name : MyCoolApp
# Integration assistant

Application (client) ID . d6f118bc-Tece-419d-b2b4-6b9f7569793¢
Manage Object ID . 2f3c761b-5c68-4f00-a270-beSe2becadab
B Branding Directory (tenant) ID . ba8c4db2-44fa-427a-a380-6e59¢ch50bb88

% Authentication Supported account types : My organization only

Let’s go ahead and add that to our graph model:

[obiec(id: b33c4db244fa-427a-a330-6e59cb50bb38J
appid: défl 18bc-| ece4|9d-b2b4-6b9l7569793c]

FabrikamFinance.com MyCoolApp

AZUser: AZGlobalAdmin AZTenant: AZContains AZApp: AZRunsAs AZServicePrincipal: objectid: 213c761b-5c68-4100-2270-be9eZbecadab
waldo > > MyCoolApp >

Again, nothing surprising here: my Global Admin user has control of everything here.

Service Principals can have admin roles in Azure just like users. For example, we have seen several Azure

environments where at least one Service Principal has the Privileged Role Admin role. Let’s recreate that in my

own tenant:
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= Microsoft Azure £ Search resources, services, and docs (G+/)

& ®o

Home > Default Directory > Privileged role administrator

2a Privileged role administrator | Assignments

All roles

“ —+ Add assignments > Remove assignments Download assignments () Refresh (7 ManageinPIM 27 Got feedback?
K Diagnose and solve problems

Manage =]
@ vou can also assign built-in roles to groups now. Learn More
& Assignments

|2 Description Search Type
Search by name All v
Activity
Name UserName Type
&% Bulk operation results
D MyCoolApp d6f118bc-1ece-419d-b2b4-6b9f7569793¢ ServicePrincipal

Troubleshooting + Support

& New support request

And let’s extend the graph model to include this:

objectid: bch4dh2-44fa-417a—a380-6e59cb50bh88] [obj ectid: 2f3c761 b-5c68~4ﬂ)0-a270-be9e2becadab]
(appid: d6f1 18bc- 1 ece-419d-b2b4-6b917569793c)

AZUser: AZGlobalAdmin AZTenant: AZContains AZApp: AZRunsAs AZServicePrincipal: AZGranted
— AZGlobalAdmin_, —pooranted

wald0 FabrikamFinance.com MyCoolApp MyCoolApp

® & wald0.azure.!

DEH

Scope

Directory

AZRole:
Priv Role

Admin

Again, nothing scary: an attack path from a Global Admin to the PRA role isn’t a problem. Let’s bring another
user into the mix: Alice App Admin. Like the user’s name suggests, we will grant this user the “Application

Administrator” role in my tenant:

— Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Default Directory > Application administrator

2a Application administrator | Assignments

All roles

€+ Addassignments < Remove assignments & Download assignments () Refresh (' ManageinPIM | A7 Got feedback?
X Diagnose and solve problems

Manage X i 2
o You can also assign built-in roles to groups now. Learn More (J
& Assignments

Y Description Search Type
Search by name All v
Activity
Name UserName Type

&% Bulk operation results

[ Alice Appadmin AliceAppAdmin@fabrikamfinance.com User
Troubleshooting + Support

& New support request

Let’s also add this user and their role assignment into our graph model:

objectid: bch4db24‘"a-427a-a3W-éeS?chSObhES] objectid: 2f3c76 | b-5c68-4i00-3270-he9e2beadab]
[appid: défl 18bc- | ece-419d-b2b4-6b97569793 c]

AzUser: | __AZGlobaladmin_ [ AZTenanc | _AZConwains  ( Azapp: | _AZRunshs [ AZservicePrincipal: | _AZGraned

wald0 FabrikamFinance.com MyCooIAbp MyCoolApp

«©
P>
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And... there it is. Our attack path has emerged, connecting the Alice App Admin user to the PRA role. The attack
path works like this:

1. Alice App Admin has the Application Admin role, scoped to the tenant.

2. The tenant contains the MyCoolApp app, granting Alice App Admin control of the app.

3. Alice App Admin can add a new secret for this app’s service principal.

4. MyCoolApp authenticates to the tenant as the MyCool App service principal.

5. The MyCoolApp service principal has the PRA role.

6. Alice App Admin can authenticate to the tenant as the MyCool App service principal and use that service

principal’s rights as a PRA to promote themself or another user to Global Admin.

Here’s a video of the attack path in action, escalating from “Application Administrator” to “Global

Administrator”:

Prevention

As discussed earlier, Azure has built-in mechanisms to prevent privilege escalation through role-based attack
paths. Only those users with Global Admin or the Privileged Authentication Administrator role can reset a Global
Admin’s password. This simple, brilliant mechanism provides a highly effective safety rail to protect Azure

admins from unknowingly introducing attack paths into their tenants. But this mechanism could go further.

I believe the best possible prevention against the privilege escalation technique described in this blog post is for
Microsoft themselves to extend this mechanism to cover service principals as well. Just as the system provides
built-in protections for Global Admin users, Azure could (perhaps should) also provide built-in protection for
Global Admin service principals. I don’t know the inner-workings of this system and whether this extension is
even technically feasible, but I believe Microsoft can completely eliminate this attack primitive by extending the

system to cover service principals, creating an even more secure platform for all of their customers.

In the meantime, Azure administrators should audit roles held by service principals, and determine the exposure of

those service principals to the rest of their identities.
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Azure admins can prevent this attack path by auditing roles held by service principals and comparing those roles
to the other identities with control of apps. The most dangerous role in Azure is “Global Admin”, so let’s start

there. Open the Azure portal, navigate to your tenant, then click “Roles and Administrators”:

Scroll down to and click on “Global Administrator”. Here, you will see the list of identities with this role currently

activated. In the “type” column, look for “ServicePrincipal” entries:

= Microsoft Azure £ Search resources, services, and docs (G+/) B 0 & @ & walduazuﬁ:::rraélc;gg’_‘; &

Home > Default Directory > Global administrator

gs Global administrator | Assignments - X
Allroles

-+ Add assignments L Download assignments () Refresh (7' Manage in PIM &’ Got feedback?

X Diagnose and solve problems

A\ You currently exceed the recommended number of Global administrator assignments. —
Manage
& Assignments
(] 7 *
Y Description You can also assign built-in roles to groups now. Learn More Cf
Activit
¥ Search Type

% Bulk operation results Search by name All ~

Troubleshooting + Support Name UserName Type Scope

4 New support request D User Directory
O User Directory
O User Directory
[J canYouAddASecretToMe 5d4d3bda-04c4-4996-a52a-3a94acBa3381 ServicePrincipal Directory
O User Directory
O User Directory
O Group Directory
[J ThisAppHasGlobaladminRole 810a637e-ab21-4692-9193-17a0dd94d 118 Directory

There are two service principals in my tenant with the Global Admin role: “CanYouAddASecretToMe” and
“ThisAppHasGlobal AdminRole”. These are the names of the service principals, and they are also the names of the

apps associated with these service principals.

This is your first prevention opportunity: determine whether these apps actually need Global Admin rights in order
to function. If these are third party apps, work with your vendor to get this level of privilege reduced to only the

level required for the application to function.

If these roles must persist, then your next step is to look at the identities in your tenant with the tenant-level roles

that grant a principal the ability to abuse service principals. Those roles are:

Application Administrator
Cloud Application Administrator
Hybrid Identity Administrators

Additionally, these legacy/hidden roles can be abused to take over service principals:

Directory Synchronization Accounts
Partner Tierl Support
Partner Tier2 Support

Let’s audit the “Application Administrator” role by navigating to our tenant, clicking “Roles and Administrators”,

then click on the Application Administrator role:
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= Microsoft Azure £ Search resources, services, and docs (G+/)

Home > Default Directory > Application administrator
Application administrator | Assignments
All roles

«

-+ Add assignments X Remov gnments ¥ Download assignments () Refresh (' Manage in PIM 27 Got feedback?

K Diagnose and solve problems

Manage i o A
@ You can also assign built-in roles to groups now. Learn More (7

& Assignments

Y Description Search Type

| search by name All v
Activity
Name UserName Type Scope
<% Bulk operation results
[ Alice AppAdmin AliceAppAdmin@fabrikamfinance.com User Directory

Troubleshooting + Support

& New support request

Here we see all users and service principals with this role currently active. This is your second opportunity for

prevention: do all these users need the ability to manage credentials for all service accounts in your tenant?

We also need to check the app-level roles and per-app owners. Earlier we saw that the service principal,
“ThisAppHasGlobal AdminRole”, was currently a Global Admin. Navigate to your tenant, click on “App

registrations”, click on “All Applications”, then find the app associated with that Service Principal:

wald0.azure research@g

— Microsoft Azure £ Search resources, services, and docs (G+/)
DEFAULT DIRECTOJ

Home > Default Directory

z:zz Default Directory | App registrations =

Azure Active Directory

“ 4 New registration € Endpoints 7 Troubleshooting () Refresh L Download [E5) Preview features =~ < Got feedback?

© overview

I Preview features
@ Want to leave the App registrations search experience preview? Click to leave the preview. —

X Diagnese and solve problems

Manage
9 @ starting June 301020 we will no longer add any new features to Azure Active Directory Authentication Library (ADAL) and Azure AD Graph. We will continue to provide technical support and
& users security updatgg#But we will no langer provide feature updates. Applications will need to be upgraded to Microsoft Authentication Library (MSAL) and Microsoft Graph. Learn more
2 Groups
& Edemal dentities All Owned s Deleted Applications from personal account
&, Roles and administrators [0 start typing a display name to filter these results Application (client) ID starts with X Add filters
A Administrative units
Display name Ty Application (client) 1D Createdon Ty Certincates & secrets
B Enterprise applications
B Devi n MyAutomationAccount_rkc6mBq2i4mtiLUv4IUIZykRhsNwSI3TStcPrNSOTf4= 6ecabb85-7a3d-4fcf-b8da-c1524380d286 5/22/2020 © Expired
evices
- _— MyCoolApp d6f118bc-Tece-419d-b2ba-6b9f7569793¢ 107472021
# App registrations
i Qall ThisAppHasNoAdminRoles 10564421-da5c-41fc-b163-ealdaaB3b1bs 9/17/2020
) Identity Governance
- . Bl ThisAppHasGlobalAdminRole 810a637e-4b2f-4692-9193-1720dd94d 118 9/17/2020 @ Current I
Application proxy
. (Gl ThisAppHasAppAdminRole e2a2d7e2-ba03-4cf3-a3df-4d 17ddBebd17 9/17/2020
% Licenses
ThisAppHasCloudAppAdminRole ad04cdfa-d928-48da-9912-60dff3d8d07b 9/17/2020
% Azure AD Connect
. ThisAppHasPRARole 76d9cbeb-207e-4576-8327-60474fcceed 11/2/2020
¥ Custom domain names

First, click on “Owners”, which will show you all principals that own the app (there can be more than one):
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= Microsoft Azure P Search resources, services, and docs (G+/) i @ 3

Home > Default Directory > ThisAppHasGlobalAdminRole

2a ThisAppHasGlobalAdminRole | Owners = -

| £ search (Cmd+/) « ~+ Add owners wners < Got feedback?

# Overview
In addition to users with permission to manage any applications, the users listed here can view and edit this application registration.

& Quickstart

# Integration assistant
Name Email User name Job Title

® & wald

Type

Manage @ Matt Nelson matt.nelson@waldOazureresearchg...
=

Memberl

= Branding
D Authentication

Certificates & secrets

Token configuration

¢

APl permissions
@ Expose an API
Bi App roles

&2 Owners

&k, Roles and administrators | Preview

Do you trust Matt Nelson to add a secret to an app with Global Admin powers? I wouldn’t.

Next, click on “Roles and administrators”, which will show the app-level roles particular to this app. Click on

“Cloud Application” administrator, for example, which will show the principals that have this role against the app

both explicitly (scoped to the app), and where that role inherits down from the tenant:

= Microsoft Azure £ Search resources, services, and docs (G+/) B & 19 & @ &

Home > Default Directory > ThisAppHasGlobalAdminRole > Cloud application administrator

24 Cloud application administrator | Assignments

All roles

« Add assignments emove assignments () Refresh (" Manage in PIM A7 Got feedback?

X Diagnose and solve problems

@ To assign roles at resource scope, your organization needs Azure AD Premium P1 or P2. Start a free trial. —

Manage
28 Assignments Users assigned this role here will have permissions to manage this resource. Assign this role at the directory level to grant permissions directory-wide here
Y Description Search Type

Search by name All v

Troubleshooting + Support
Name UserName Type

2N
& New support request (] appman op om  User

D Cloud App Admin User CloudAppAdminUser@fabrikamfinance.com User

D ThisAppHasCloudAppAdminRole ad04cdfa-d928-48da-9912-60dff3d8d07b ServicePrincipal

These are your third and fourth opportunities for prevention: do you trust all these principals to h

service principal with Global Admin rights?
You should repeat this process for Service Principals that hold the following roles:

Application Administrator

Authentication Administrator

Azure AD joined device local administrator
Cloud Application Administrator

Cloud device Administrator

Exchange Administrator

Groups Administrator

Helpdesk Administrator

Hybrid Identity Administrator

Intune Administrator
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Password Administrator
Privileged Authentication Administrator

User Administrator

This is also the point where the built-in password reset protections against Global Admins can break, creating
attack paths from low-privilege users all the way to Global Admin by abusing control of service principals. In the
real world, this is the most common avenue of escalating to Global Admin we have seen without needing to pivot

down to on-prem AD first.

Conclusion

Microsoft is continually making improvements to Azure, whether those improvements are related to uptime,
features, or security. There is an opportunity here for Microsoft to extend its existing design choices related to
password reset rights to also cover Service Principals. I do not know the inner-workings of how that system
works, or whether it’s even feasible to extend that system to cover Service Principals. Either way, this is a great

opportunity for Microsoft to protect all of its customers and make Azure an even more secure platform.
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