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ThreatConnect Research Team

ThreatConnect Research Roundup: Suspected Naikon
DGA Domains

threatconnect.com/blog/tag/naikon/

May 28 2020 Edition

Howdy, and welcome to the ThreatConnect Research Roundup, a collection of recent
findings by our Research Team and items from open source publications that have resulted
in Observations of related indicators across ThreatConnect’s CAL™ (Collective Analytics

https://threatconnect.com/blog/tag/naikon/
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Layer).

Note: Viewing the pages linked in this blog post requires a ThreatConnect account.

Roundup Highlight: Suspected Naikon DGA Domains

Naikon related intelligence in ThreatConnect Common Community

Our highlight in this week’s Roundup is Incident 20200519B: Suspected Naikon DGAs. After
reviewing research published by Check Point and Kaspersky, our team identified additional
suspected Naikon DGA domains consistent with registration and hosting data of previously
identified Naikon domains:

https://app.threatconnect.com/auth/incident/incident.xhtml?incident=3238142300#/
https://research.checkpoint.com/2020/naikon-apt-cyber-espionage-reloaded/
https://securelist.com/naikons-aria/96899/
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dwjmannje[.]com (shared IP with previously identified forcejoyt[.]com)
ujghr63revf[.]org (shared IP with previously identified rrgwmmwgk[.]com)
76rythb5435[.]org (shared IP with previously identified rrgwmmwgk[.]com)
46vev33g81[.]org (shared registration data with ujghr63revf[.]org and
76rythb5435[.]org)

Additional domains identified based on registration and hosting consistencies:

etnwtmrkh[.]com
nrtfmwhim[.]com
wahatmrjn[.]com

We don’t have any information on the extent to which, if any, these domains have been used
maliciously. However, given the commonalities identified, these domains merit scrutiny as
possible Naikon DGA domains.

To receive ThreatConnect notifications about any of the above, remember to check the
“Follow Item” box on that item’s Details page.

ThreatConnect Research Team Intelligence:

These are items recently created or updated in the ThreatConnect Common Community by
our Research Team. They include threat actor profiles, malware families, campaigns,
signatures, and incidents based on our research and threat hunting activities.

https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=dwjmannje.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=bbs.forcejoyt.com&owner=Common%20Community#/
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=ujghr63revf.org&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=www.rrgwmmwgk.com&owner=Common%20Community#/
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=76rythb5435.org&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=46vev33g81.org&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=etnwtmrkh.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=nrtfmwhim.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=wahatmrjn.com&owner=Common%20Community
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20200526B: Possible APT34 Domain lebworld[.]us ThreatConnect Research identified
the possible APT34 / Helix Kitten / OilRig domain lebworld[.]us, which has registration
and hosting consistencies with previously identified APT34 infrastructure. This domain
was registered through MonoVM on May 18 2020 using jame@protonmail[.]com, and is
hosted on a probable dedicated server at 23.19.227[.]117. We don’t have any
information on the extent to which, if any, this infrastructure has been used maliciously.
It’s important to note that the identified registration and hosting consistencies are not
enough to definitively attribute this infrastructure to APT34.
20200526A: Server Support Domains Registered Through ITitch ThreatConnect
Research identified two domains — login-server[.]support and domain-server[.]support
— that were registered through ITitch within about a minute of each other on May 22
2020 and most likely were registered by the same actor. Start of authority (SOA)
records show the login-server[.]support domain was registered using trabant@cock[.]li.
This domain is currently hosted on a probable dedicated server at 102.152[.]107 and,
per urlscan.io, redirects to CNBC’s legitimate website.

SOA records show domain-server[.]support was registered using jirajira@cock[.]li. This
domain is hosted on a probable dedicated server at 185.10.68[.]163, has switched to using
its own name server, and hosts a mail-in-a-box server.

At this time we don’t have any information indicating the extent to which these domains have
been used maliciously.

Technical Blogs and Reports Incidents with Active and Observed Indicators:

The ThreatConnect Technical Blogs and Reports Source is a curated collection of open
source blogs and reports that are automatically aggregated and parsed for Indicators on a
daily basis. Incidents listed here are associated to one or more Indicators with an Active
status and at least one global Observation across the ThreatConnect community. These
analytics are provided by ThreatConnect’s CAL™ (Collective Analytics Layer).

Cyber-Criminal espionage Operation insists on Italian Manufacturing (Source:
https://yoroi.company/research/cyber-criminal-espionage-operation-insists-on-italian-
manufacturing/)
Update on JavaScript Skimmer Enhancements (Source:
https://www.zscaler.com/blogs/research/update-javascript-skimmer-enhancements)
Emotet C2 and RSA Key Update – 05/25/2020 14:15 (Source:
https://paste.cryptolaemus.com/emotet/2020/05/25/emotet-c2-rsa-update-05-25-20-
1.html)

https://app.threatconnect.com/auth/incident/incident.xhtml?incident=3246341275#/
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=lebworld.us&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/emailaddress.xhtml?emailaddress=007.jame%40protonmail.com&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=23.19.227.117&owner=Common%20Community
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=3246288455#/
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=login-server.support&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/host.xhtml?host=domain-server.support&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/emailaddress.xhtml?emailaddress=trabant%40cock.li&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=46.102.152.107&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/emailaddress.xhtml?emailaddress=jirajira%40cock.li&owner=Common%20Community
https://app.threatconnect.com/auth/indicators/details/address.xhtml?address=185.10.68.163&owner=Common%20Community
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=3239698614&owner=Technical%20Blogs%20and%20Reports#/
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=3241425133&owner=Technical%20Blogs%20and%20Reports#/
https://app.threatconnect.com/auth/incident/incident.xhtml?incident=3244608447&owners=2,2022,5965,7032,2027,631,3117827561,850,981,4699,1817,1308,5954,728,10945,2175,3266,1331,1310,6263,4504,3308,2716,2414,1354,2194,8198,3963,3288,5837,689,1765,4352,14837,957925814,11014,1291053953,1366072189,11070,1254149353,2062,9525,9689,1930973938,1930974303,1930974969,8609,1930975114,1930977088,1930994355,2092,8373,4070,2094,3037,3038,3039,3906,9367,3576,3136646679,3029726749,3029724245,3029729457,3029726855,1931001500,1931002777,3578,3486,7316,5862,4668,4667,1931013370,8071,945995801,1931023406,2631,4258,1943253936,1940687317,1943254027,1940764808,9205,1946179136,1946179227,1946179318,9366,7317,1937489682,3907,7319,1937489411,7318,2093,1937489522,2412124678,7202,1937560369,7321,8918,2169615013,3134860420,7122,9206,7322,2120189823,1076843703,1937489104,7726,7725,7727,10666,7981,2182417454,10651,7324,7325,2800,8659,4068,7979&owner=Technical%20Blogs%20and%20Reports#/

