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I recently set out to become more acquainted with Maltego, a useful program for open-source intelligence

(OSINT) and forensics, developed by Paterva. I also noticed there is an ongoing campaign against Turkey using
Android banking Trojans such as Anubis and Cerberus. Both are Malware-as-a-Service offerings that supply a

builder and mobile remote access Trojan (MRAT) to steal credentials from Android users.

Security researchers such as @MalwareHunterTeam, @ReBensk, @pr3wtd, and @mertcangokgoz, and others

have all recently shared new samples of Cerberus and Anubis targeting users in Turkey with mobile data “gifts”
that are offered from their mobile carriers due to COVID-19. Various websites are registered hosting links to fake
apps, which were downloaded from the threat actor’s GitLab or BitBucket repositories. These apps are Android

packages (.APK) that can be distributed via SMS, instant messaging app, on Twitter, via email, and other social
engineering techniques.

With the Tweets of these security researchers I compiled the indicators of compromise (IOCs) such as file hashes,
domains, IP addresses, and any other useful artefacts. I then fired up Maltego and began compiling the IOCs and
trying to figure out how it was all connected.

Multiple Anubis campaigns:
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgVSj6_CwDQ-iCDXtn71_B9xi2tfP9BTlM4Hcs2SKUSPjrgBX22BsRcXbxiFE55EoFQ7__dDapaZdBRlJNYxnzdp5llJ-LWApazsx9teQwFIBg-mkURNXGr6-JACn4u0-1JaMoigtNgRm5r/s1600/Annotation+2020-05-09+121435.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgVSj6_CwDQ-iCDXtn71_B9xi2tfP9BTlM4Hcs2SKUSPjrgBX22BsRcXbxiFE55EoFQ7__dDapaZdBRlJNYxnzdp5llJ-LWApazsx9teQwFIBg-mkURNXGr6-JACn4u0-1JaMoigtNgRm5r/s1600/Annotation+2020-05-09+121435.jpg


Cerberus GitLab campaign: 
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh5vA2jE3QnTunpn5b7LMW3qtomTo-1xzmM1bMo6TZFhyphenhyphendC0Y7LCDAQDgcPInctmBVC2CCDZD_iOeWgcCl5rdUQziF6nBBmNtPy1AhmCWBvWhW8XACjx6njXIB0zhqzF8K92T07Fc1VqZiT/s1600/Anubis+campaign.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh5vA2jE3QnTunpn5b7LMW3qtomTo-1xzmM1bMo6TZFhyphenhyphendC0Y7LCDAQDgcPInctmBVC2CCDZD_iOeWgcCl5rdUQziF6nBBmNtPy1AhmCWBvWhW8XACjx6njXIB0zhqzF8K92T07Fc1VqZiT/s1600/Anubis+campaign.jpg


Cerberus BitBucket campaign: 
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEifbHPn2kh12afqDTMH5LWRJ0hLtdNp600oWRjLq6UYOxuiRzf9lQYOBkMenyuoLiCi1_SqKhnLCN5f9hi8vxLACLpJQsiY16_hilt2Q-jcKRmclZkwG1l4M_d6SoiGFDYhoLHeOEFpFwYP/s1600/Cerberus+GitLab+Campaign.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEifbHPn2kh12afqDTMH5LWRJ0hLtdNp600oWRjLq6UYOxuiRzf9lQYOBkMenyuoLiCi1_SqKhnLCN5f9hi8vxLACLpJQsiY16_hilt2Q-jcKRmclZkwG1l4M_d6SoiGFDYhoLHeOEFpFwYP/s1600/Cerberus+GitLab+Campaign.jpg


Phishing lures: 
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjxIemh6xcaJ_VB_Uq3VAbMSCqQSYthoqouxsagxQGQSaH87JDzeQGaYsOCZ5k-MbCca_DL26zPRMFpNZuhIzHZdt_lg6q_PQz0J8R_zfnl2V4eYARMI48v7rU3rBnaEKQAYtLMaRKvb8_B/s1600/Cerberus+BitBucket+campaign.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEjxIemh6xcaJ_VB_Uq3VAbMSCqQSYthoqouxsagxQGQSaH87JDzeQGaYsOCZ5k-MbCca_DL26zPRMFpNZuhIzHZdt_lg6q_PQz0J8R_zfnl2V4eYARMI48v7rU3rBnaEKQAYtLMaRKvb8_B/s1600/Cerberus+BitBucket+campaign.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj1cm_ueDxMHcNiriSlkW6a5dyB6z26JV0Y2WToQT3AE-5e0UOwuKvn4wguPc5feHsHQ8EPNLuOTICKRybmnPQgblVAXA3-Rdgfm2vflL8CbS_oxpruUPWh4a8G9UW2w4J0NtWVZ5yp-Ppf/s1600/Ergogan.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEj1cm_ueDxMHcNiriSlkW6a5dyB6z26JV0Y2WToQT3AE-5e0UOwuKvn4wguPc5feHsHQ8EPNLuOTICKRybmnPQgblVAXA3-Rdgfm2vflL8CbS_oxpruUPWh4a8G9UW2w4J0NtWVZ5yp-Ppf/s1600/Ergogan.jpg
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Number of people targeted in these campaigns: 
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhlQ4TWUrSM8-r7Dm2sIQ4L4ifjj4FYqST-InYXi_b046sH9Jw6yJNaCuVhwPPgV59te_vxCGNy4xRNPGQOlaqITCwnGcGF41EMl3m85gkth8d1jHGLGGFckUDCX7BqOOkFEKy_loMuVfCl/s1600/Annotation+2020-05-09+165631.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEhlQ4TWUrSM8-r7Dm2sIQ4L4ifjj4FYqST-InYXi_b046sH9Jw6yJNaCuVhwPPgV59te_vxCGNy4xRNPGQOlaqITCwnGcGF41EMl3m85gkth8d1jHGLGGFckUDCX7BqOOkFEKy_loMuVfCl/s1600/Annotation+2020-05-09+165631.jpg


Additional findings: 

Four of the command and control (C&C) servers during the Cerberus BitBucket campaign were registered by the
same threat actor. All used the same throwaway Gmail address to register over a dozen malicious domains with

the ".top" gTLD. 

As previously mentioned the attackers are exploiting the lockdown due to the coronavirus with these key phrases
in Turkish:

- “Hediye” = Gift
- “Evde internetim var” = Have internet at home

- “Evde kal” = Stay at home
- “Indir 20GB kazan” = Download win 20GB
(Disclaimer - I only used Google translate)

Indicators of Compromise: 

Filenames:

EvdeHayatVar_build_obf.apk Covid_19.apk EvdeKal_build_obf.apk
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https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgmJteZiD1lycQOTPiclRaE9Tvs3pAdHIWlpv9wC70HkLL9lZV8PDi-UgrnUQIsux_l8McV5on8TdRzLaGe4pLaniXs44qrnVZb36it1YlZd9hRehC5IppEuq-iZxOVhWti-utbQyotWVOT/s1600/CerberusTurkey2.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEgmJteZiD1lycQOTPiclRaE9Tvs3pAdHIWlpv9wC70HkLL9lZV8PDi-UgrnUQIsux_l8McV5on8TdRzLaGe4pLaniXs44qrnVZb36it1YlZd9hRehC5IppEuq-iZxOVhWti-utbQyotWVOT/s1600/CerberusTurkey2.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh9aVnpqmdljciKTRTOQmJn5tHFE8UUK8w-sW7YHx2_XwnlhNCaPLLYxNm8HUety5pa7iON1inozerKWG7XbiVWnLohp8qmkOmHyi8uHfc22aK0kdfXigv9bEGwTjYq5zt3i3RQKXt92H_t/s1600/CerberusTurkey.jpg
https://blogger.googleusercontent.com/img/b/R29vZ2xl/AVvXsEh9aVnpqmdljciKTRTOQmJn5tHFE8UUK8w-sW7YHx2_XwnlhNCaPLLYxNm8HUety5pa7iON1inozerKWG7XbiVWnLohp8qmkOmHyi8uHfc22aK0kdfXigv9bEGwTjYq5zt3i3RQKXt92H_t/s1600/CerberusTurkey.jpg


evdekal_obf.apk Covid19MobileInstall_obf.apk Vodafone-5G.apk

evdekal-20gb.apk Covid-19Mobile.apk GooglePlay.apk

20gb-evdekal.apk 20GBHediye.apk 20gb_hediye_internet.apk

30GbKazan.apk 20gbhediyesi.apk HayatEveSigar.apk

hediye20gb.apk 20gb-evde-kal.apk SenEvdesinDiye_build_obf.apk

20gb_hediye_internet.apk hediye20gb.apk hayatevesigar.apk

evdekaliyorum.apk basvuru_devlet_destegi.apk evde-kal.apk

Users: 

https://bitbucket[.]org/nilsudemir1881

https://bitbucket[.]org/kaankaratas12881
https://bitbucket[.]org/emreadamol34

https://gitlab[.]com/akif65336

https://gitlab[.]com/ordulkemal2

IOCs such as Hashes, Domains, URLs, and IPv4 addresses can be found on my OTX feed here.

Sources: 
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