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 Tool: PythocyDbg

Names PythocyDbg

Category Malware

Type Tunneling

Description
(Kaspersky) This module primarily provides for the stealthy collection of network proxy and
communications debug capabilities.

Information <https://securelist.com/ksb-2019-review-of-the-year/95394/>

Last change to this tool card: 20 April 2020

Download this tool card in JSON format

All groups using tool PythocyDbg

Changed Name Country Observed

APT groups

  Sofacy, APT 28, Fancy Bear, Sednit 2004-Apr 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=7b9b4052-1562-4552-843d-455b918eaa5a

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=7b9b4052-1562-4552-843d-455b918eaa5a

Page 1 of 1

https://apt.etda.or.th/cgi-bin/aptgroups.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi
https://apt.etda.or.th/cgi-bin/listtools.cgi
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=7b9b4052-1562-4552-843d-455b918eaa5a
https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=7b9b4052-1562-4552-843d-455b918eaa5a
https://apt.etda.or.th/cgi-bin/listtools.cgi?c=Malware
https://apt.etda.or.th/cgi-bin/listtools.cgi?t=Tunneling
https://securelist.com/ksb-2019-review-of-the-year/95394/
https://securelist.com/ksb-2019-review-of-the-year/95394/
https://apt.etda.or.th/cgi-bin/getcard.cgi?t=PythocyDbg&o=j
https://apt.etda.or.th/cgi-bin/showcard.cgi?g=Sofacy%2C%20APT%2028%2C%20Fancy%20Bear%2C%20Sednit
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=Russia
https://apt.etda.or.th/cgi-bin/listgroups.cgi?c=Russia

