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[QuickNote] Analysis of Pandora ransomware
Published: 2022-03-21 - Archived: 2026-04-05 16:24:47 UTC
FOREWORD:

e Pandora’s code looks very weird and obfuscate complicated, so this analysis does not cover all its
functions.

e I’m not a crypto expert, so I won't dive into Pandora’s function like generating encryption key, process of
creating threads to do its main task of encrypting files, writing file footer,..

e During malware code analysis, I found that Pandora and Rook ransomware

(https://chuongdong.com/reverse%20engineering/2022/01/06/RookRansomware) shared a lot of

similarities.

1. Pandora sample

The analyzed sample is a 64-bit executable: 0c4a84b66832a08dccc42b478d9d5elb

2. Manual unpacking

Quick check the sample with some tools like ExeInfo PE, DiE, all results show that this sample is packed by
UPX.

rs\Administrator\Desktop\Pandoralpandora. bin

= o File
0007BC40 | < |
oo y 3. ot PES4
00036040 53.56,57,55.48,
E

14.00 5 Time date stamp

000 > 2022-03-100
00036800h NO 00000000 —

Sean

Automatic

~ PEG4
[ Tampared file ] UPX v.3.91w - [ 3.00 ] - 64 bit EXE signature - at 2013 Packer: UPX(3.00)[-]
15 ms. Linker: Micrasoft Linker(14.0, Visual Studio 2015 14.0)[Consolef4,consale]

Don't try : upx.exe -d option ( minimum 3.91 UPX required !!! )

Checking more information about sections shows that the names of sections have been changed, not UPXO0,

UPX1, it changed to pppp and cccc.

[ sections viewer: [ pandora.bin ] 3 sections - alignment : 1000k [ pandera.bin ] 3 sections - alignment : 1000k [ pandera.bin ] 3 sections - alignment : 1000k [ pandera.bin ] 3 sections .. — [m] x
Nr Virtual offset Virtual size  RAW Data offset RAW size  Flags Name First bytes (hex) First Ascii 20h bytes sect. Stats
01 00001000 00045000 00000400 00000000 EO00008BO0 pppp '!ZERO SIZE! ?
02 ep ceee FF 9B FF FF 41 57 41 56 41 AWAVAUATVWUSH... Strong Packed - 1.0873 % ZERO
03 imrs 0007CO00 0ooo1o00 00036400 00000400  COQOD040  .rsrc 00 00 00 00 00 00 00 00 00 OO0 O .. verynotpacked - 39.0625 % ZERO

Additionally, the information behind the 3.00 UPX! strings were stripped by the attacker:
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ix| pandera.bin

Cffset(h) OO0 Q1 02 03 04 05 06 07 08 09 Q& OB OC QD QOE OF Decoded text

Q0 00 00 00 Q0 20 00 OO0 00 00 00 00 00 00 00
Q0 00 00 00 Q0 20 00 OO0 00 00 00 00 00 00 00
00 00 00 00 00 00 00 QOO Q0 00 00 OO QO 00 00
00 00 00 00 00 00 00 QOO Q0 00 00 OO QO 00 00
Q0 00 Q0 00 Q0 00 Q0 Q0 Q0 00 00 OO0 Q0 00 00
Q0 00 Q0 Q0 Q0 00 Q0 Q0 QQ 00 Q0 OO0 QQ 00 00

Q0 00 Q0 00 Q0 00 90 00 Q0 00 00 00 Q0 00 00
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Ratio Format Name

Unpacked 0 files.

Administrator op\Pandora>upx -d "pandora - fix_UPX_name._bin"

Ratio Format Name

For manually unpacking, I used x64dbg to find OEP and Scylla to dump the file and fix the IAT:
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B o2 x64v05.2 - ¥

File Imports Trace Misc  Help

Attach to an active process
3208 - pandora.bin - C:\Users\Administrator\Desktop\Pandora‘\pandora. bin ~ | | Pick DLL

Imports

advapi32.dl (7) FThunk: 00047000
kernel32.dll {111) FThunk: 00047040
mpr.dll {3) FThunk: 000473C0
RstrtMar.dll (4) FThunk: 000473E0
ishell32.dll {2) FThunk: 00047408;

AAR4 4

Show Invalid Show Suspect Clear
IAT Info Actions Dump
OEP | 00007FF 7BC4F6604 | IAT Autosearch Autotrace Durmp PE Rebuild
VA | 0000 7FFFBCS07000

Get Imports Fix D
Size | 00000428 | Lo

Here is the unpacked file that can run normally: 1497ac198a13de8c4e6dlale73eaa50f

3. Pandora Code Obfuscation

Pandora developer makes it very difficult for static analysis, its code uses indirect calls through registers rax,
rdx, rbp , etc. Important strings such as Mutex name, DIl Name, PUBLIC KEY info, Ransom note, are already

encrypted and decrypted when the malicious code executes.
Related to indirect calls, it can be seen as follows:

o The calls to the decrypt string function will take the rdx and rcx registers as parameters. The rdx
register will point to the memory area containing the encrypted string. The rcx register will point to the

memory area containing the decoded string.

:qword_1U400869AB0

+ ]

:qword_1U4@B869ABS8

:qword_1U40B869ACH
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e The calls to the API functions or Pandora’s function should look like this:

00140006772 qword_140869AB8
00140006779

0014000677C :qword_140869ABO
00140066783 ]
0014000678A

0014000678D

00140006792

eelueeesTol

.0oePeee14eeE6CES s:qword_14@869AD8
:8000008140086C8C
:000000081400086C93
:0000000140006C9A
:0000000140066CA1
(0:0000000140006CAL

Besides, Pandora also applies control flow obfuscation technique. For example, the pseudo-code of function that

decrypt the string is as follows:

byte_flag = byte_1U4BB6E168;
control_var = Bx89A158FAisy;

(1)
( control_var
( control_var

byte_1U@86E168 = 1;
control_var

control_var = Bx69EBEU42Fi6U;
( byte_flag = 1 )

control_var I%x381B68BEG1GL;
.
r

idx = 8;

( control_var < Ox69EBEU2F )

decString[idx] = encString[idx + ©x1@8] " encString[idx & @xF];
+Hidx;
control_var Ix69EBEU2F164,

( idx =

control_var;
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4. Analyze some of the main functions of Pandora

To be able to analyze, I use IDA in combination with Bochs debugger.

4.1. Create Mutex

»

e First, Pandora decrypts the mutex name is “ ThisIsMutexa ”, then call the OpenMutexA function to check

the existence of this mutex.

Redipe CICI
30 B2 D4 25 @D @8 BF D8 12 5B EB B7 8D|

- " output

x Caa ThisIsMutexa.
64 DA BD 56 44 7B F2 AD 66 3E 93 D6 8D

Standard OO Nult presenvin

Opentiutexd L1 Openhute:

 If the mutex has not been created, call the CreateMutexA function to create the mutex to ensure that only

one instance of the malware is running in the system.

0000000140086CFD cs:val_119FAE6UC

0000001480060 + ]

:0000000140006DBB ; 000EEEE1UEBRTIES
:0000000140006DBE :val_119FB2E77

0000000140006D15

:0000000140006D1A i

:0000000140006D1D :val_119F8C8FC

:0000EE0140006D2U

:0000000140006D29 rbp

:00P0EAR1LUE06D2C ; call to f_decrypt_mutex_str - ("ThisIsMutexa")|
:00e000001400086D2C

:00666660140B06D2E val_119FB2E77

:0000000140B806D35 I ; lpName = "ThisIsMutexa"
eeeeceelueeesD3s

0000000148006D3D :val_119FAE64C

oeeeeeelueeesbDuly mov +

:00666660140006DUB add 1

:00000001U0BBEDUE xor ; lpMutexAttributes
0000000118006D50 xor f X ; bInitialOwner
:0000600140806D52 call CreateMutexA ; Call CreateMutexA

4.2. Call NtSetInformationProcess

Pandora decrypts the string “ NtSetInformationProcess “, calls the GetProcAddress function to retrieve the
address. Then call the function NtSetInformationProcess withthe ProcessInformationClass parameter

passed as “ ProcessInstrumentationCallback :

:000000014080BDC1 E

:000000014080BDCY _BED81FD3u4h

:000000014B0OBDCE mov X + ]

:000000014000BDD2 add X

:000000014080BDDS mov _BED822ECEh

:000000014080BDDC add X, Irsi

:0PEPEEO1UeB8BDDF mov

:000000014UBEOBDEY add cs:g_BED7FD37d ; rdx —> 80000081UEBUBEFA
:00000E01LB0OBDER call ; call f_decrypt_NtSetInformationProcess_str
:000000014000BDER

:0PEOEEO1UBBBEBDED add g_BED822ECEh

:000000014B0OBDFU mov :g_BED81FD3u4h

:000000014000EDFB add X

:000000014000BEB2 mov ; hModule

:0PEOEEO1UBBBBERS mov ; lpProcName = "NtSetInformationProcess"
:0000000110BBBELS call GetProcAddress

:000000014000BEDS

:00RRRAR1LEBEBERA 8 y nfo ion] ; ProcessInformation
:000080014B0BOBEBF ; ProcessHandle

:060000014BBOBELG ; ProcessInformationClass
:00000EO1LOEOBELR ; ProcessInformationLength
:0000eeA14080BE21

I still do not know the purpose of using this function of Pandora.
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4.3. Patching EtwEventWrite function

To disable ETW logging, Pandora decrypts the string “ EtwEventWrite ” and uses GetProcAddress to get the
address of the function. Then use WriteProcessMemory to replace the first byte of the EtwEventWrite function

with the opcode 0xC3 for the purpose to return immediately stopping the user-mode loggers.

UPX08:000000014808BES2
UPX0:000000014000BEST
UPX0:000808014808BESC p +
UPX08:000000014800BE6L

0e00014000BFRO

quord_14866B218
0000014000BF18
060001406OBF1B word_14866B268
0e0e014000BF22
0000014000BF27 ; rdx — 00000001U0OUBTAE
call f_decrypt_EtwEventWrite_str

word_14006B210
06000140BOBF33 ; lpProcName = "EtwEventWrite"
0eEee140BEBF36 + +hNtdll] ; hModule
0000014000BF3B word_1U666B1FO
mov +.

add rbp, u
call GetProcAddress

B14BBBBFUE g 1 - "EtwEventWrite" addr

1000000014808BF51
:000000014000BF5
00000001UBBBBF5F rcx, u
:00000001480BBF62 GetCurrentProcess
:000000014000BF62
000000014BBBBF6U quord_148e6B1F8
:000000014008BF6B p CX+
1000000014808BF 72
:000000014000BF75
00000081UABBBFTA Lpfl 1, r ; lpfloldProtect
:000000014808BFTF dwsize

; hProcess

. lpAddress - EtmwEventWrite

; flNewProtect
VirtualProtectEx
-00000601460BBFI1
:000000014808BFI3 X word_14006B1F@
:000000014000BF9A ]
00000001UBBBBFAL g
20000014806BFAY GetCurrentProcess

:000000014000BFAY
00000001UBBBBFAG s:quord_14886B1F6
:000000014808BFAD
:000000014000BFBY
00000001UABABFBT Lpfl 1. ; lpNumberOfBytesWritten
1000000014808BFB7
:000000014000BFCO ; nSize
000000014088BFCE ; hProcess
:000000014000BFC9 X ; lpBaseAddress
:000000014000BFCC I rsp +Buffe i lpBuffer
:006660014ABBBFDL WriteProcessMemory ; Write exc3 (RET) opcode to the first byte of EtwEventWrite

4.4. Defeat AmsiScanBuffer function

Pandora decrypts the string “ amsi.dll ” and calls the GetModuleHandleA function to get the amsi handle.

:0000000146000C14B qword_14806B220
:000000014600C152

:0000000146000C159 1
:000000014000C160

:000086014606C163

:0000000146000C168 qword_148606B228
:0000000146000C16F

000000014000C172

-000000014000C177 qword_14006B230 ; rdx —> 000E00140BUBTED
:60008001UEBBC1TE ; call f_decrypt_amsi_dll_str
:00600001UEBEC1TE

:0000000146000C180 rquword_146806B228
:0000000146000C187

:0600000014600C18C

:000000014000C192

000000014800C195

:000006014606C19C

:000000014000C19F quord_140806B220
:000000014000C1A6 a 1
:000000014000C1AD

:000000014000C1E0 o

:000060001U806C1E3 call GetModuleHandleA

; lpModuleName = "amsi.dll"
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Decrypts the string “ AmsiScanBuffer

> and get the address of the function. Then use VirtualProtectEx to

change the protection at the AmsiScanBuffer .

:000000014000C28D
:0peeeeeldeeec2aoy
:000000014008C298

0000E0014008C29E

0000800014008C2A5

000000014000C2AA

000000014000C2AD
:000000014000C2BY
:6000000140800C2B7
:000000014000C2B7
:000000014080C2B9
:000000014088C2C0
:000000014000C2C3
:000000014088C2C8
:000000014000C2CF
:000080014088C2D6
:000000014008C2D9
:6000000140800C2D9
:000000014000C2DB
:000000014088C2DE
:000000014000C2ES
:000000014000C2EC
:000060001UBBBC2EF

:000000014008C2F1
:000000014B0BC2F8
000000014000C2FF
:0oeeeeeldeeecsez
000080014008C307
oeeeeeeldeeacsecC
:00e00eEp14EEBC312
00eeeEe14000C315
:0000eA014EEBC318
1000000014000 C31E
:00000001U4800C31E
000000014000C320
:000000014608C327
:0000EE014EEBC32E
:000000014000C331
1860000011800 C331
:000000014000C333
000006014008C33,
14 341
eeeeeeelyeenc3udy
:0eepeepl4eeac3gy
0000000140008C34D
000000014000C353
0oopeeel14ee0C356
000086014088C359
PX0:000000014000C35E

4.5. Generate RSA key

Pandora decrypts the string “ fast_test “, then uses the

generate a random bytes buffer:

-000000014080182D
:00eeEee140E0163Y
:000000014000103B
:00ee0Re140E01642
-poeeeeel14e8010845
:000000014000104B
:0000000140001852
:0000000140001055
-0000000140801685A
:00eeERe140E01061
= ol

mov
add
call

mov
add
mov
add
call

:quord_14086B228
(+ ]

quord_1Uee6B2ue

qword_1U4806B230
; rdx -> 0000EEO1UOEUBB20
call f_decrypt_AmsiScanBuffer_str

quord_1Uee6B2ue
; lpProcName = "AmsiScanBuffer"
+ +hamsi] ; hModule
:quord_14686B228
(+ ]

, 5
GetProcAddress

rdi - AmsiScanBuffer addr

quord_14006B220
vt ]

T ; lpfloldProtect
dwSize
hProcess
; lpAddress
rod, ; flNewProtect
VirtualProtectEx

qword_14806B220
ax+ 1

GetCurrentProcess

:qword_14006B220
]

; LpfloldProtect

flNewProtect

hProcess

lpAddress

dwsize
VirtualProtectEx

CryptAcquireContext , CryptGenRandom functions to

word_140068758
; decString

B :qword_140868768 ; encString
f,decrypt,fast,test;ktr ; call 00PEEEO1UEEO2E90 —> "fast_test"
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Eu..«FFFFFFC-'-llr.:u-l,'

t(phProv, 8);
016
*vi} = dwlLen;
resul

Pandora calls the function to decrypt the RSA public key. Then call the mbedtls_pk_parse_public_key function
to parse this public key:

:qword_148868750
+ [rax+ ]

quord_146868798
qword_146868766
000001
4eeel ,
906146061 ] ; 68DOABA1UBAAFTE > call f_decrypt_PUBLTC_KEY.info
word_146868798
; lpString - RCX 680600014686DSUE (UPX1) —» ("-----BEGIN PUBLIC KEY-----" \NMIIBI;ANBgkqhkiGIWEBAQ" ... )
, €s:quword_140868750
. [rax+ 1

1strlena ; call lstrlena

quord_140868798

qword_140868750
, [rax+ 1

:quord_1406!

; call mbedtls_pk_parse_public_key

Eferencrg -Regeters

FFFFFFFFAAF

¥ Moddes.

B AR | (7 C\Users\Administracon Dkt Pandors!pandora_unpacked.bin

uPx@ : 66080068146001529

3

3 Thveads

Decimal  Hex  State Mame
|/ a0 mc Ready main

08
0000888 )
©6608681480BDCEE
0090000

©00000014008DC8E
£06088014008!

REIFRDBEERRLBEE
FEANEREIIIRERA
RENTELE2BRARIRE
SHRRBELNONEYE
SENLABEENEELER]
GUEKYIEIRNRRRAE
UohILYEUIALEE

MIIBIjANBgkghkiG9w@BAQEFAAOCAQBAMIIBCgKCAQEAtOGL76]TNo3yXAbjtopl
brBpAUvxyCd40@aYBq9xWKpHHBHX0C+adOFKIAjIVSu/Bm5JdA9v7efN/RkfFbhKa
N7Z0nTueEqUz5cVU52ptdu012Y1xnRobq@EMjAACBPS94]/qkURF1TRktyQNOfIF
kSPd497k2xqkg5fXqJYftwXky7nJeXyji+mIyhMFQFS9Uq2mI7p1nRAVIIETLASH
D1tAg9SNIA@SsyuazkiWwHRe fllo@z3YBBxP1r+7E/gQqMFVX8odLyq+yTIXFYOPIb
V7WnBRrBimY5KMcPRgKusLzXPTO@xA+RDxWbFkUcPmpnp498MY c fHIwBu83mHpWW
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TwIDAQAB
----- END PUBLIC KEY---

Use the RegCreateKeyExW function to open the “ Software ” subkey in the HKEY_CURRENT_USER branch.

:0000000140001953
10000000140001958
1000000011060 1960
:0000000140001968
000000014B081970
100000001400019
0000000146601
0000000140001
:geeeeee1400081
:0000600116601
:0000eee14000
0000000146601
1000000014000
00000001LUBEB1Y
:00000001400019!
:00000001400019A6
:000000B1UBBB19AE
:00000001400019B5
00006AO1LBOB19B8
: 00000001400019BB

Then call the RegQueryValueExW function to check if the registry value “ Public

(0:0000000140001C96
0060000148601CSE
(0:000600001U0OB1CA2
:0000000140081CA2

(0:0000000140OB1CCS
:0000000140081CCA
:6000600140061CCD

(0:0000000140001CDO
z o

:606000001U0001U3F
:800600801U8001U3F
-0000000140001446
-0000000140001449
:B0AEBAER1UARR1LLUF
:60606001U0001UUF
:800606080148001U51
:0000000140001458

result = sub_1466127ce(al,
( result = 8 )

{

result = f_generate_RSA_ke

xor
xor
call

cqword_1488687B0

i lpSubKey
; RDX 06OAEEA1UBBUTUCO (UPX1 ! str.Software) -» ("Software"

word_140068750

+ lpdwDisposition

phkResult

hKey

; lpsecurityAttributes

; samDesired
; dwoptions

; Reserved
; lpClass
; call Reg

p +h
qword_1460687B8

qword_140e687CO

qword_1U4e068750

” exists in there:
hKey

1pValueName
RDX ©eeeeeeldesd7up2 (UPXL ! str.p) - ("Public")

atal, lpcbData

,
RegQueryValueExW

qword_1U48e687C8

END PUBL.
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1pReserved

1pType

call RegQueryValueExW

; call sub_luee134Fe -> f_gen_my_pubic_key

; lpString
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:00000001400013F7 quord_1U@e687C8
:00000O14E8013FE

-0eeeeEe14EE01U8]1 quord_1U@868750
sclclelelclelchRELTe e o] 1
:0000000140001U6F

-000eEEe14EER1L12 quword_140068780
-0000000140001419

:000000014000141C
:0000000140801U22 ; call sub_146013578 -> f_gen_my_private_key

4.6. Update shutdown priority

Pandora calls the SetProcessShutdownParameters function to sets a shutdown order:

mov . al_119FAE6UC
mov s [rax+
add
xor , @ ; dwLevel
xor , ; dwFlags
call SetProcessShutdownParameters ; call SetProcessShutdownParameters
; sets a shutdown order for a process relative to the other processes in the system.

4.7. Empty all Recycle Bins on all drives

For empty all recycle bins, Pandora calls the function SHEmptyRecycleBinA :

= 3
:0000000140006DD5 val_119FAE6UC

:000000014e006DDC + 1

:00000001U4PEB6DE3

10000860 1UOEA6DES xor ; hwnd

:00000PE1UEEB6DES xor ; PszRootPath

1000080014006 DEA mov , or or ; dwFlags
:0000REO1LBEA6DFA call SHEmptyRecycleBinA ; call SHEmptyRecycleBinA

:00000001U0006DFO

4.8. Deleting Shadow Copies

By calling IsWowb4Process , Pandora checks if its process is running under a 64-bit system. If it is, then it calls
Wow64DisableWow64FsRedirection to disable file system redirection for its process. Finally, it calls

ShellExecutell to launch a command for deleting all shadow copies:

00000014000U45E8 qword_140@68F38
:0000R6A1UEABUSBF ; rdx =» "open"
(0:00000001400045C2 cs:qword_lU@e68FUe
:00000E014E008U5C ; r8 —> "cmd.exe"
:0eeeeee14eee45CcC C qword_140068FU8
:0000REE1UEEEUSD3 ; r9 = "/c vssadmin.exe delete shadows /all /quiet"
(0:00000001400045D6 quword_14eee68F1e

:000000014600U5DD

:00000001400045EY

:860600814608USET n ; nShowCmd
(0:000000014000U5EF L ; lpDirectory

:000000014000USEF

:00000001400045F8 2CX, ecXx ; hwnd

:8600600814BBBUSFA ShellExecutew ; call shellExecutew

The command is:

Page 10 of 17


https://kienmanowar.wordpress.com/wp-content/uploads/2022/03/image21.png
https://kienmanowar.wordpress.com/wp-content/uploads/2022/03/image21.png
https://kienmanowar.wordpress.com/wp-content/uploads/2022/03/image22.png
https://kienmanowar.wordpress.com/wp-content/uploads/2022/03/image22.png
https://kienmanowar.wordpress.com/wp-content/uploads/2022/03/image23.png
https://kienmanowar.wordpress.com/wp-content/uploads/2022/03/image23.png
https://kienmanowar.wordpress.com/wp-content/uploads/2022/03/image24.png
https://kienmanowar.wordpress.com/wp-content/uploads/2022/03/image24.png

https://kienmanowar.wordpress.com /2022 /03 /21 /quicknote-analysis-of-pandora-ransomware/

cmd.exe "/c vssadmin.exe delete shadows /all /quiet"

4.9. Manually mount drives

Pandora provides a built-in list of drive letters:

UPX0:00000001400 mov
lea
mov
mov
mov

add _ src (RDX 08GBAAA1UBBLTTFE -> BE66BAA1LEEUTTI2 (UPX1 ! str.Q) = ("Q:\\"))
mov r

UPX0:00000001400 mov rad,

UPX0:080086014680 call memmolve

The complete list is as follows:

UPX1:0000000140047712 str_Q:

UPX1:0000000140047712 text "UTF-16LE", 'Q:\',0
UPX1:000000014004771A str_W:

UPX1:000000014004771A text "UTF-16LE", 'W:\',0
UPX1:0000000140047722 str_E:

UPX1:0000000140047722 text "UTF-16LE", 'E:\',0
UPX1:000000014004772A str_R:

UPX1:000000014004772A text "UTF-16LE", 'R:\',0
UPX1:0000000140047732 str_T:

UPX1:0000000140047732 text "UTF-16LE", 'T:\',0
UPX1:000000014004773A str_Y:

UPX1:000000014004773A text "UTF-16LE", 'Y:\',0
UPX1:0000000140047742 str_U:

UPX1:0000000140047742 text "UTF-16LE", 'U:\',0
UPX1:000000014004774A str_I:

UPX1:000000014004774A text "UTF-16LE", 'I:\',0
UPX1:0000000140047752 str_0_0:

UPX1:0000000140047752 text "UTF-16LE", '0:\',0
UPX1:000000014004775A str_P_0:

UPX1:000000014004775A text "UTF-16LE", 'P:\',0
UPX1:0000000140047762 str_A:

UPX1:0000000140047762 text "UTF-16LE", 'A:\',0
UPX1:000000014004776A str_S:

UPX1:000000014004776A text "UTF-16LE", 'S:\',0
UPX1:0000000140047772 str_D:

UPX1:0000000140047772 text "UTF-16LE", 'D:\',0
UPX1:000000014004777A str_F:

UPX1:000000014004777A text "UTF-16LE", 'F:\',0
UPX1:0000000140047782 str_G:

UPX1:0000000140047782 text "UTF-16LE", 'G:\',0
UPX1:000000014004778A str_H:

UPX1:000000014004778A text "UTF-16LE", 'H:\',0

UPX1:0000000140047792 str_J:
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UPX1:0000000140047792 text "UTF-16LE", 'J:\',0
UPX1:000000014004779A str_K:

UPX1:000000014004779A text "UTF-16LE", 'K:\',0
UPX1:00000001400477A2 str_L_0:

UPX1:00000001400477A2 text "UTF-16LE", 'L:\',0
UPX1:00000001400477AA str_Z:

UPX1:00000001400477AA text "UTF-16LE", 'Z:\',0
UPX1:00000001400477B2 str_X:

UPX1:0000000140047782 text "UTF-16LE", 'X:\',0
UPX1:00000001400477BA str_C_0:

UPX1:00000001400477BA text "UTF-16LE", 'C:\',0
UPX1:00000001400477C2 str_V:

UPX1:00000001400477C2 text "UTF-16LE", 'V:\',0
UPX1:00000001400477CA str_B:

UPX1:00000001400477CA text "UTF-16LE", 'B:\',0
UPX1:00000001400477D2 str_N:

UPX1:00000001400477D2 text "UTF-16LE", 'N:\',0
UPX1:00000001400477DA str_M_0:

UPX1:00000001400477DA text "UTF-16LE", 'M:\',0

Then it uses the function GetDriveTypell to find drives with type DRIVE_NO_ROOT_DIR .

:00600000140003D63
X0:0000000140003D68
X0:00000001U0003D6C
X0:0000000140003D72
(0:0000000140003D77 T r
X6:6066006801UB603DTC rax ; LpRootPathName
X0:0000000140003D7F x, cs:qword_lUee68EDe
X0:00000001U0003D86 ]
X0:0000000140003D8D
:0PEEOBO1LEEB3DI0 ; call GetDriveTypeW
:peeeeeelueee3Doe
X0:00000001U0003D92
X0:0000000140003D96
X0:0000000140003D9B
:00600000148663D9D
X0:0000000140003DA1
0000001U0003DAG6
peeeeel4eee3DAS cmp
(0:0000000140003DAB jz short loc_1408@3DAF

Next Pandora calls the FindFirstVolumeW , GetVolumePathNamesForVolumeNameW , SetVolumeMountPointW ,

FindNextVolumeWl functions to mount the drives.

4.10. Drop ransom note

Pandora decrypts the ransom note, then writes it to a file named R estore My _Files.txt :
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quord_148669AUB
" N

quord_148669
:quord_148e69A58

; 6060060140007OFO
; call f_decrypt_ransom_notes_str

qword_148869A58
; lpString
; RCX 00AOEED14BOEDBEA (UPX1) —> (""### What happened?\r\n\r\n#s## !!ivour files are " ...)
:quord_148869A48
. [raxe+

strlenA ; call lstrlenA

qword_149e69A50
. ; lpBuffer 66000061460¢ (UPX1) —> (""## What happened?
. [rsp+ +hFile]
:qword_148869A48
[rsi+

' [rsp+388hs Nunbero
WriteFile ; call WriteFile

aquord_148869A50
:quord_148069A58

; 606A0EB1UBAOTEFE
; call f_decrypt_ransom_notes_st:

:quord_148069A50
npackedbin

sub_ 140004060

El deREferencing - Stack
800660611088DCA8
0006600140

ERER

SRR R e LT
CEEETT S PE T LS
BHEEERR RN EE 2R EE
o 3 o e e R
HEEEEEERE R R -
RERRREEIRNBNNRIRALE
BIYIERIGEIILILREANE
BENGRANEREREEIRERE
SYSERIRIYRBREBLRORG
BaRlAHa e SRR R ERH
]

The full content of Ransom note is as follows:

### What happened?

#### !!1Your files are encrypted!!!

*All your files are protected by strong encryption with RSA-2048.*

*There is no public decryption software.*

*We have successfully stolen your confidential document data, finances, emails, employee information
#### What is the price?

*The price depends on how fast you can write to us.*

*After payment, we will send you the decryption tool which will decrypt all your files.*

#### What should I do?

*There is only one way to get your files back -->>Contact us, pay and get decryption software.*

*If you decline payment, we will share your data files with the world.*

*You can browse your data breach here: http://vbfgeh5nugmbr2u2qvghsdxm3fotf5wbxb51tvevw77vus5frdpuai
(you should download and install TOR browser first hxxps://torproject.org)

#### !!!Decryption Guaranteed!!!

*Free decryption As a guarantee, you can send us up to 3 free decrypted files before payment.*

#### 111Contact us!!!

email:

contact@pandoraxyz.xyz

#### 111Warning!!!
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*Do not attempt to decrypt your data using third-party software, this may result in permanent data U
*Decrypting your files with the help of a third party may result in a price increase (they charge us
*Don't try to delete programs or run antivirus tools. It won't work.*

*Attempting to self-decrypt the file will result in the loss of your data.*

4.11. List of file extension and directories to avoid

Before performing encryption, Pandora will check if the filename is not in the list of files and directories to avoid.

UPXB:0000808100804CTA
UPX0:0000000148004C7A
UPX0:0000000140004CT7F
UPX0:0800000140084C8Y
UPX0:0800000148084C89
UPX0:0000000148084C91
UPX0:0000000140004C96
UPX0:0800000140084C9B
UPX0:0000000148004CIF
UPX0:0000000148004CAY

Here is the complete avoid list:

; RCX -> 000000014eeus28C (UPX1 !

str.hta) - (".hta")

UPX1:000000014004828C 2E 00 68 00 74 00 61 00+ text "UTF-16LE", '.hta',@
UPX1:0000000140048296 str_exe:
UPX1:0000000140048296 2E 00 65 00 78 00 65 00+ text "UTF-16LE", '.exe',0
UPX1:00000001400482A0 str_dll:
UPX1:00000001400482A0 2E 00 64 00 6C 00 6C 00+ text "UTF-16LE", '.d11',0
UPX1:00000001400482AA str_cpl:
UPX1:00000001400482AA 2E 00 63 00 70 00 6C 00+ text "UTF-16LE", '.cpl',®@
UPX1:00000001400482B4 str_ini:
UPX1:00000001400482B4 2E 00 69 00 6E 00 69 00+ text "UTF-16LE", '.ini',0@
UPX1:00000001400482BE str_cab:
UPX1:00000001400482BE 2E 00 63 00 61 00 62 00+ text "UTF-16LE", '.cab',®
UPX1:00000001400482(C8 str_cur:
UPX1:00000001400482C8 2E 00 63 00 75 00 72 00+ text "UTF-16LE", '.cur',®@
UPX1:00000001400482D2 str_drv:
UPX1:00000001400482D2 2E 00 64 00 72 00 76 00+ text "UTF-16LE", '.drv',0
UPX1:00000001400482DC str_hlp:
UPX1:00000001400482DC 2E 00 68 00 6C 00 70 00+ text "UTF-16LE", '.hlp',0
UPX1:00000001400482E6 str_icl:
UPX1:00000001400482E6 2E 00 69 00 63 00 6C 00+ text "UTF-16LE", '.icl',0
UPX1:00000001400482F0 str_icns:
UPX1:00000001400482F0 2E 00 69 00 63 00 6E 00+ text "UTF-16LE", '.icns',@
UPX1:00000001400482FC str_ico:
UPX1:00000001400482FC 2E 00 69 00 63 00 6F 00+ text "UTF-16LE", '.ico',0
UPX1:0000000140048306 str_idx:
UPX1:0000000140048306 2E 00 69 00 64 00 78 00+ text "UTF-16LE", '.idx',0
UPX1:0000000140048310 str_sys:
UPX1:0000000140048310 2E 00 73 00 79 00 73 00+ text "UTF-16LE", '.sys',0
UPX1:000000014004831A str_spl:
UPX1:000000014004831A 2E @@ 73 00 70 00 6C 00+ text "UTF-16LE", '.spl',0
UPX1:0000000140048324 str_ocx:
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UPX1:0000000140048324 2E 00 6F 00 63 00 78 00+ text "UTF-16LE", '.ocx',0

UPX1:0000000140048334 str_AppData:

UPX1:0000000140048334 41 00 70 00 70 00 44 00+ text "UTF-16LE", 'AppData',®
UPX1:0000000140048344 str_Boot:

UPX1:0000000140048344 42 00 6F 00 6F 00 74 00+ text "UTF-16LE", 'Boot',0
UPX1:000000014004834E str_Windows:

UPX1:000000014004834E 57 00 69 00 6E 00 64 00+ text "UTF-16LE", 'Windows',®
UPX1:000000014004835E str_Windowsold:

UPX1:000000014004835E 57 00 69 00 6E 00 64 00+ text "UTF-16LE", 'Windows.old',®
UPX1:0000000140048376 str_TorBrowser:

UPX1:0000000140048376 54 00 6F 00 72 00 20 00+ text "UTF-16LE", 'Tor Browser',®
UPX1:000000014004838E str_InternetExplorer:
UPX1:000000014004838E 49 00 6E 00 74 00 65 00+ text "UTF-16LE", 'Internet Explorer',0
UPX1:00000001400483B2 str_Google:

UPX1:00000001400483B2 47 00 6F 00 6F 00 67 00+ text "UTF-16LE", 'Google',0
UPX1:00000001400483C0 str_Opera:

UPX1:00000001400483C0 4F 00 70 00 65 00 72 00+ text "UTF-16LE", 'Opera',@
UPX1:00000001400483CC str_OperaSoftware:

UPX1:00000001400483CC 4F 00 70 00 65 00 72 00+ text "UTF-16LE", 'Opera Software',0
UPX1:00000001400483EA str_Mozilla:

UPX1:00000001400483EA 4D 00 6F 00 7A 00 69 00+ text "UTF-16LE", 'Mozilla',®
UPX1:00000001400483FA str_MozillaFirefox:

UPX1:00000001400483FA 4D 00 6F 00 7A 00 69 00+ text "UTF-16LE", 'Mozilla Firefox',0
UPX1:000000014004841A str_RecycleBin:

UPX1:000000014004841A 24 00 52 00 65 00 63 00+ text "UTF-16LE", '$Recycle.Bin',®
UPX1:0000000140048434 str_ProgramData:

UPX1:0000000140048434 50 00 72 00 6F 00 67 00+ text "UTF-16LE", 'ProgramData',®
UPX1:000000014004844C str_AllUsers:

UPX1:000000014004844C 41 00 6C 00 6C 00 20 00+ text "UTF-16LE", 'All Users',0
UPX1:0000000140048460 str_autoruninf:

UPX1:0000000140048460 61 00 75 00 74 00 6F 00+ text "UTF-16LE", 'autorun.inf',®
UPX1:0000000140048478 str_bootini:

UPX1:0000000140048478 62 00 6F 00 6F 00 74 00+ text "UTF-16LE", 'boot.ini',®
UPX1:000000014004848A str_bootfontbin:

UPX1:000000014004848A 62 00 6F 00 6F 00 74 00+ text "UTF-16LE", 'bootfont.bin',0
UPX1:00000001400484A4 str_bootsectbak:

UPX1:00000001400484A4 62 00 6F 00 6F 00 74 00+ text "UTF-16LE", 'bootsect.bak',®
UPX1:00000001400484BE str_bootmgr:

UPX1:00000001400484BE 62 00 6F 00 6F 00 74 00+ text "UTF-16LE", 'bootmgr',®
UPX1:00000001400484CE str_bootmgrefi:

UPX1:00000001400484CE 62 00 6F 00 6F 00 74 00+ text "UTF-16LE", 'bootmgr.efi',®
UPX1:00000001400484E6 str_bootmgfwefi:

UPX1:00000001400484E6 62 00 6F 00 6F 00 74 00+ text "UTF-16LE", 'bootmgfw.efi',®
UPX1:0000000140048500 str_desktopini:

UPX1:0000000140048500 64 00 65 00 73 00 6B 00+ text "UTF-16LE", 'desktop.ini',®

UPX1:0000000140048518 str_iconcachedb:
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00+ text "UTF-16LE", 'iconcache.db',®
str_ntldr:

00+ text "UTF-16LE", 'ntldr',@
str_ntuserdat:

00+ text "UTF-16LE", 'ntuser.dat',®
str_ntuserdatlog:

00+ text "UTF-16LE", 'ntuser.dat.log',®
str_ntuserini:

00+ text "UTF-16LE", 'ntuser.ini',®
str_thumbsdb:

00+ text "UTF-16LE", 'thumbs.db',®@
str_ProgramFiles:

00+ text "UTF-16LE", 'Program Files',@
str_ProgramFilesx86:

00+ text "UTF-16LE", 'Program Files (x86)',0
str_recycle:

00+ text "UTF-16LE", '#recycle',®

text "UTF-16LE", '..',0

text "UTF-16LE", '.',0
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Source: vx-underground (@vxunderground)

End.

m4n0w4r

Source: https://kienmanowar.wordpress.com/2022/03/21/quicknote-analysis-of-pandora-ransomware
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