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FEZERALRESF. PENEIEERE  EEHE TERFROMNIER , UHHIERARGRET
FE—EXR , WAHRKIUFNTCENERE, ZUBFHRUAAFEASIEZEEEL  RUEA
BRIMERIZBITE) , KRB FET AT UERE Eﬁgﬂ’ﬁﬁﬁ?ﬁﬂﬁﬁfwﬁﬁﬁﬁﬁr &P, gl e
IRRARREN |, AT EBRIVEFENFELE | RIEFIETFHEER

RBEERHY (CyCraft) 1 2021 4F 11 AJKEI 2022 4 2 A% , Bi%E|— %&IU: SE B FHPTHEEEmE
RS ARG EIEE R4 | FMGRAE—SHANAE. NSHIR  HEEBEENRATHREE
RLEE (v E B ARG 2 IRIR |, BB 2021 4F 11 A IREIRSZEZERA _}Eziﬁﬂﬂﬂ%m%ﬂﬁﬁll&
202242 A 10 & 13572 , WEBHEKIR IP R ES.

KRE |, AR BEMHAERZEZFIFERA QuasarRAT , ZBAHTRENA R, REMBIRERZ C2 Pl
WEEER , THERATEBIRREE APTI0 FTEERHED , TRAHEANEMERTRE.

AREBENERHRZF , IEIRFEK APT 4845 — M DRSS R ABIZ | 8T , AifT
B RIS E A RBEMERINITA , L RBMREKRLL TIREERESH 1 (Operation Cache
Panda) EIAFER oy & LA TEN.

WERFIREIT

Operation Cache Panda 1TEfF , FIAZ|T —IAEHEHEE AR EIEN EOBERISKRIE. &k , HBE LG
TP EEZE E iz ASPXCSharp WebShell E4TAEE R , ZZERIEFIAMENEEETR
Impacket R NAS RS | i B KEEEADotNet £PIFER |, WEEFBEUZELEER].

WEEKEFH T BREE A DotNet 404HER (DotNet Assembly) FITHAT , BB EF % Reflective Code
Loading (MITRE ATT&CK #®3% T1620) , BNRE/F 5552 DotNet Assembly F2AEE) R L& TEDITE
FF.

Wk EHRE T F BE A 4R AN [EF A Shellcode, Ei® In-Memory B 77T DotNet Assembly FKIBHIRZE
% Donut 4b , FREIR{FE FAERSY SharpSploit F2XAEE N DotNetz2 B AR, , FJ USRS EARAR K A IEE
WER |, FELAR RIS S BS (RAER

HAETR E IS B IEIE Impacket , F5B Remote Service/WMI 7y 50Hm JRAEINEIEHE, — B SIhERAS T
FHERIREINE | BB E({F@E Reverse Tunnel RDP |, {FHEARSHE B IR iG L MIRESZE T,

EARRFAEES , HMBRZEFERT 280G TR RN Z AR TR TR |, FERUEE
—ERENAEEUEESLM ; A , tIERZL @ET@ mmﬂAmQE%ﬁ ERMBZETE
ESCIE ¥

R ERMBRE ARG\ B LOHER |, BREmMEBROHERKE., BEECEZREXE

5% Operation Cache Panda {TENRNRIFE M E |, BAESRMEIEMESHEIE RGN |, IR Web EIEAN
EFFEERE , W ARBIAS SR TR A RFEAR (Indicator of Compromise, 1oC) , BEAHIE 1P, &35
7% (hash) BLE B RS | MR REBEEM Xensor EDR |, FRGEEFRERIERLA (Malware
Protection Module) PAES 1= ERFR 1B ABRAIZE EIEEN.
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EXECUTION

C

Activity Details

ﬂ Service FONTCACHEA4.0.0.0 (WIN32 OWN PROCESS) was installed
Service status (FONTCACHE4.0.0.0)

C:\Windows\Microsoft .NET\Framework64\v4 . 8.368319\WPF\PresentationCache.exe -s

MITRE ATT&CK

Create or Modify System Process (Windows Servic
ystem Services (Service Execution) CYCANFT

RFBEEH—IHHEE , WHERENEZERE
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WALWRE FEPOEITONY, EFYWARE AHD WALWARE WALICIOUE MEE EITEE KMRH INFECTION SOLECE

INTRUSION SET

[FELIE]

APTI0 New Activity Targeted Ba...
APT 10 ada. "Stone Parcn, APTIC, APT 1,

Mo Poss, Morupass Toam, menuPass,
Fmenufaxs Team, happugangr]
DustStorm, Rod Apolia, CVNX, HOGFISH, Cloud
Happer, BAONZE RVERSINE

DSINT

APTIO Uncavering New Activity

Crigire China, 2008 Alnses: Cioud Hopper, And Nerwr caxmpaign from at tacken bocated in China.
Apalio, CNVX, Stons Panda, MeruPass,

|\-.-|~n|: L |=ﬂh“3 5-PORNS . POTASSILM, MenuPass Group, APT 10 Koy
Target Sectors: Construction and Enginooring.
Asrnapacs, snd Telecoen firems, ond Governme_

BFREELIRIEEFE CyberTotal SREH K EEEE A APTI0
BTN
PR« SREEE NS,

AR % Fr{E FA ) WebShell BXFBTABRIRZESE | It Webshell 3 R T B % FAHIES] WebShell FE42
(As-Exploits) , Y N3REBNRENNEL ELE{T DotNet Assembly FIBES] , FEIB GetType[0] BRISFNZEFEL Payload
B RunBZY |, DIRERBEMEI B EAER RN & BB T WebfZERACE 2 TR

F_FEER - BENSLER
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Operation Cache Panda BN EEFAEINERZERN , HP , RE=EREZ %M , HEAREERE
HEHEN., EANEEERASEAETAENINEE , WRER T AXNKE , BERIESE2RTAHE
F.
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Install
Service

svenanssnnsp File Server
dowon.microsofts.top
23.224.75.91
; ] t 43.245.196.120
Load i I Dot Loader
——+  PresentationFrom.dll : ] i Download )
: ] j/Sheiloode %86.bin -+ C2 Server
(Quasar RAT) cachemicrosofts.ce443
Losa 5 : gy Todsssasates
oa ¥ : E v A
= PresaentationStatic.dll : Open v 23224.7592
: i L iexplore.exe / 43345196121
! Download msiexec.exe 43.245.196.122
* Shellcode 43.245.196.123
¥ 43.245.196.124
Check
: Service Denut Loader
: Alive
el L DogCheck.bin
Inject
svchost.exe [ winlogon.exe
\ —
MCYCARNFT7

BRI R AT

PresentationCache.exe A& T2\ Quasar KEAZS , BB ST ARE |, FeEEERAS , B
)\ PresentationFrom.dll & PresentationStatic.dll fy{ DLL §£2, & PresentationCache.exe ##\{T1% , Bi€rm
SMEPFESR T ER (A AR . #MEX x86.bin & DogCheck.bin #£38 , Y H$3iE A{E Shellcode 838 7ENFL B

Process,

JEMIE Shellcode EENFEMNE, DotNET HUYTIRIE , W AKEHM) DotNet Assembly R EFHITELEIT
A, fEiE2ZF , x86.bin AEFIERE , M EELIBEM DotNet £F9 Quasar RAT , Tl DogCheck.bin B &5F
FIE , AEREZFIEGRRN , B RIRENE B EE C2 Server I |, FEIREREAPITERN , X BB X
PresentationCache.exe E R,

ERERRAIER | BB EEIHER x86.bin L In-Memory (ERBIT , EEREERARE. ™
DogCheck.bin RIFRAEFRHMEFTIE(EIRIL |, INsRS2E% BEISEISIEHIE

PresentationCache =S 2R HT T
$RF DotNET FHRABIEHAHT

AR ELTEN , £ %) DotNet Assembly Loader DA DotNet Obfuscator , PUEMN SRS REERE . mMH
7 BREZR Donut MREEFEI , BESIAREA R AR Shellcode , I EFENMEFH A DotNet Assembly, 5
&b, BB In-Memory A FTHITHI DotNet Assembly , A] RLEZ! Fileless I ERHR |, i N1EKE THER
e, AERTZERET  FEEEERNNEREAIEL  MEAREEERERTERE.
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T £ + 9 )

fiar [_at it LEULE 3 Wil & XYI(E. B, w3[S1E]):
& {"[dnt §__stcall *v}{_EwTED "Wi[eT o Z))(ES[138 7 T 4 524]);

%] 4 11 **) (i, v f, Ent}ive o 98))(vaT. AL, wE):

=L+l

st *yine, e, TRz v BEY}(vE, B,

I e
+ 4B Trwvske

MCYCARAFT

Peteth 1;

2= Donut JFIARSHIPLE B

P IR B AR EBFES , EIBE A DotNET jRiE LA DotNet Reactor FIZANF ) KEER. DotNet
Reactor @HWFRUIEHIMABEITEH. IRIE , WEBREEAL DotNET IL , ENRERFA A2 R BT,
AW REFRENHT , WBEFERFZIRIAMT) , 203E18 DES CBC MNEHEN 75 AR S el
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(byte[] \ubaze,

CYCRNFT

femedeailepenchdpepecldehfnoadfach),

DES CBC JN#RERHF R

EE—RIE , ERHBTEE XEFMAMIREEZRKE W EREEBTHENEEREN , BY
ARARABAN < B , BlansZ% BTiE etz & PIFES  ER L C# E1ELBHIRK Quasar RAT,
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AT BEHEARREEITE , WEEFATFZ Defense evasion FFHTAIEE |, FlaniEz2E 2 0NE)
Defender A4 B . #7 Sandboxie % ; B EREXEME R EH ShieDLL.AI K7FE , MHELBC 2B E
Sandboxie P EIRIEF , MR EMGHESILEZ LT , FRURBILE 91T,
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MCYCANFT

73 SbieDLL.dI

Press enter or click to view image in full size

CYCANFT

1% B &0\ Windows Defender f{)F3 4 28

AN EBE{2AFEFE(T0Cs)
ARSI S N\ ZTEIREEER A |, §13R552 88 Operation Cache Panda B 10Cs,

e Log.aspx (WebShell)
SHA1 : D42BF66485218F2ED76A8B1D63AF417FD2A82C8B
MDS5 : 375270077E842624BCE08C368CDC62F9

e PresentationCache.exe (DotNet Downloader)
SHA1 : 4ECFC1A89B50CD8DC1B9424C3EFCF63E257525AA
MDS5 : EEADD95725DE21D269933881A8E8B21A

e PresentationCache.exe (DotNet Downloader)
SHA1 : 6E6C399BDA3C1F06ADE71053FDDD8FBEFA15029C
MDS5 : 03B88FD80414EDEABAAA6BB55D1D09FC

o PresentationCache.exe (DotNet Downloader)
SHA1 : EC30990EFD04B15926F2F9DB59F3BFDFEC413C23
MDS5 : F1726539E5CF68EBB2124262E695C65E

e PresentationFrom.dll (DotNet Library)
SHA1 : 7DSEDEDB3104FEE9A422FC4E97B1969DC31C4E66
MDS5 : 7D12FAS8EEBBD401390F2A5046FF2B4BB

e PresentationFrom.dll (DotNet Library)
SHA1 : CE2925BCD3188D3CB6F8BB67CDI9D3F2D72FDDC05
MDS5 : 0724AC34E997354CA9FB06D57AF4E29B

e PresentationFrom.dll (DotNet Library)
SHA1 : BD6069BE81C70E918CF95BBDB30765A90A07FD98
MDS5 : A991AC3EB2D5C66DA1BECF002C19B9E6
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PresentationStatic.dll (DotNet Library)

SHAL1 : 333D9A94DC1A95D3C773BDE232D1BC2756C10518
MDS5 : 2949C999C785AA1CA4673FC7FAES8A73
PresentationStatic.dll (DotNet Library)

SHA1 : 6B47C2DEE1788017043B456C27E22193537B7A26
MDS5 : D506ED774089BA11D515F28087DC3E21
PresentationStatic.dll (DotNet Library)

SHA1 : 49E803BEAA4230E69A216B91757E35840D0C8683
MDS5 : 9F1BF77452A896B8055D3EA2EF6AG6AG5
PresentationCheck.bin (DogCheck)

SHA1 : A9541DEB16FFB41B6B4744D409597F9C62F7110E
MDS5 : 8CE271DA8A84CD3D42552547A8BBAF5B
PresentationCheck.bin (DogCheck)

SHA1 : B6626AEGED2F24FB82E262A2B766F2ESFD7ES5230
MDS?5 : 165758BA40B3CC965D98C1FDE2D56798

x86.bin (Quasar RAT)

SHA1 : 7CB09DC4BC7DD68D6AACE7A9628634248F18EBAS
MD?5 : ADC84F8C72E65EC85E051FE7CC419332

File Server (i IP)

dowon[.]microsofts[.]top

File Server (resolve to 43[.]245[.]196[.1120 & & IP)
dowon[.]08mma[.]com

C2 Server (& IP)

cahe[.]Jmicrosofts[.]org

C2 Server (resolve to 104[.]155[.]228[.]1182 #kE IP)
cache[.]microsofts|[.]cc

C2 Server (resolve to 43[.]245[.1196[.1121 &i# IP)
cahe[.]3mmlqg[.]Jcom

C2 Server (resolve to 43[.]245[.]196[.]122 Zi# IP)
cahe[.]7cnbo[.]com

C2 Server (F# IP)

43[.]245[.]196[.]1120

C2 Server (& IP)

43[.]245[.1196[.]1121

C2 Server (& IP)

43[.]245[.]196[.]122

C2 Server (& IP)

43[.]245[.]1196[.]123

C2 Server (& IP)

43[.]245[.]196[.]124

C2 Server (F# IP)

23[.1224[.]175[.193
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Log.asps
PresentationCache exe
PresentationCache.exe
Presentationt ache, exe

Presentationfrom. dil
Fresentationfrom.dil
FresentationFrom.dil
PresentationStatic.dll
FresentationStatic.dil
Presentationstatic,dll
PresentatienCheck, bin
FresentationCheck bin
wBbin

Operation Cache Panda B3 H0if loCs

IE-5HAL
42BFEOE521BFZEDTRASEL DG AR LTFDZASICEE
4ECFCLABIRS0C DEDC 1 BO4TAC JEFCFEIEISTSISAN
GEECIISEDAIC FISADETIOSIFDDOSFEERALST20C
ECHFIDEFDI4B1HIGFFIDESIFIBFDFECA13C23
TOEEDEDEI104FEEIA42ZFCARS TR OG0 31 CAESE

CEX625BC0318803C BRFSBRETC DYDIFOTAFDDCAS
BOGGIBEBICTOEISCFES BB DB INTE TFO96E
33309AMDCIAOSD3CTTIRDERI20IBC2TSEC10518
GEATCIDEELTER0LTO4IBASRCITEIZINISITRIAIG
AOEENBEAMATINEGRAZ 16R I TSTERSSA0DACEEET
ASS4IDERIGFFEA L BGR4 T4 DI 0050TFICEIFTLIOE
BEEIEAEREDZF FREZEGIAZBTOAFIESFOTES 23D
TCBADCARCTODGADGAAS ETANGIEG M 48 IHERAS

10CMD5

ITSATONTTESA2624 BCEORC 363C DCG2FY
EEADDYSTISDEZLDIG93388 LABERB2LA
DIBEEFDEMIAEDEARAAAEERSSDI00IFC
FL725539E5C PRRERB2124202EGI5COSE
TDLZFASEERRBDAOL300F2AS046FFIEABE
OT24AC IMESITISACAIFBOEDSTAFSELIR
ASIIACIEB2DSCESDAIBECFIGACLSBIES
19 aaC TRSAAICABT IFCTRAESEATS
LS0GEDTMOBIBALLOSISFRA08FIFIZED]
AF1BFTT45PARSEEE 0550 3EAZEFEAEAGS
SCEITIDAFASAC DINAZSS ISATARBEAFSE
1G5758BAG0BICCOGANIEC IFDEZDSETIS
ADCH4FRCTREGSECESEOSIFETCCA15330

LR )
Webshell
Dether Dewnloader
DotNet Downloader
DotNet Downloader
DotMet Library
Dhottet Library
[rathiet Library
DotMet Libsrary
DotMet Library
DotHet Library
DogCheck
DagCheck
Guasar RAT

File Server
File Server
CISenver
CIServer
L2 5erver
€2 5erver
L2 5erver
L2 5emver
C25erver
L2 Server
CIServer
C25erver
CI5erver

dewonl]microsofts].|tap ik IP
ail]d8minal.|com resalve tod 3] 245].] 196[) 120 &k P
crosofts].]org Hibe

a I|e| |rmicrosois].) o resalvete 104] 1155228 [152 eGP
resalve 10430 24511960 121 ik P

resalve to43[] 2451196 122 &tk 1P

cate] | Fmmlglleam
cahel]|Tenbol Joam

43]J245].)196 | 120 e
43]) 24512080121 @itrp
43] J245]]196]| 122 &irip
43].|745].]196[.] 123 P
A3] |245]]196]| 124 L
23] 224175093 e

23| 22411751190
ANCYCANT

H14 ToCs F1J3

ERPUEIRIENE
BUNES

¢EE
1.758

EX T

4, J%Lim%ﬂ‘] Detection JZ Response ‘:F'i’w"ﬁﬁ.?? AT
EDR/MDR #§ % TR 84S

5. &

YA IR ER NS BEEAFEIE , WHERE S ER T
IBBERINERRGEMES S A As-Exploits %ﬁﬁfﬁf‘ﬁ%{t
3. ABER FEE TR B

A2

URIRIAATF %,

% Zone F'HEJBWSZHXEJEW KRR IRESNARG RS IAEE AP R

MERERGIS , AR R IR,
HEZEITEORGSAE , EEMEERNHG.

RBBRIRIR , 18 RER RIS AR IRIR , IR ETRAER , AERZHRERE , it
HHAERR AL NES, FRANRS

B DAB IR BIRERRE . UEE HIR B

R, BEBHXEPSIRT BiX , HELXRFTRERBENEL

6. AR

kst B &
BT,

BEEAZEEEFEERT BIBM C2 4EEm
AR BIIAEE , RS
7. eEERUATEREE |
SRAEENAEGEY |, EMs| A\ MFA BEEZTSE (Zero Trust) 25248 | FREKEETE

R BB ENEEM
RESE —IFH 35 IR BU B HIRAR R
&7 fi MITRE ATT&CK . Cyber Defense Matrix {EZ2 , F| & T H44E

, BEBREEER

K2 Fi% MITRE ATT&CK

TESEHEHERRINHEFIL , BH MITRE ATT&CK 458, FKIELUAIZ] Operation Cache Panda 1&

BRFi% , SERRBT DotNet 2 Z 2\ 2 7 AR [EEST

e, IRIFFAENLTR , MATEREENE
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l'Reflective Code Loading ; %47 (MITRE ATT&CK #g3% T1620)
28 v10 FAEREHIRMFR B EEN |, SRR N BRI IMFEERSE.
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Operation Cache Panda B {4

, EZE B H—hR MITRE ATT&CK #E

BUIRF K MITREATTRCK SRR
ATTECKID HREFE pl B
T1620 Reflective Code Loading M donut THESITA NET Assembly Shellcode
T1569.002 Service Execution WEARE BIZE Windows Service
T1543.003 Windows Service TG B2 Windows Service
T1047 Windows Management Instrnumentation I EF0 AR WML HE TS T
Ti1021.001 RemateDesktop Protocol ENit Pofl S bl AR+ BB L Reverse Tunnel RDP
T1505.003 Web shell bR 8247 TE M ASPXCSharpWeb Shell
T1082 System Infarmation Discovery Quasar RAT WEY HE 4
T1518.001 | Software Discovery: Security Software Discovery Quasar RAT BERT F iR A h iR i
T1543.003 Create or Modify System Process ¥86.bin B DogCheck BT A RHIZF
T1055 Process Injection ¥86.bin B DogCheck #E% I {7 Process Injection
Ti027 Obfuscated Files or Information HiEHHER DotMet Reactor 357 DotNet B EIE
T1480 Execution Guardrails TS WA TR
T1562.001 Impair Defenses: Disable or Medify Tools SEEEIES 80D Defender IR ER

ANCYCANET

B RBEERIX
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AEEBHE

SECURITY

RFBEE (CyCraft) Bt FAALKR AL ERBHIRE] , SEAEOINES , WAERA, FRRRER

BigSMFAT], BEEZLAIF Al BB ERPRE , WiZinkt EDR, 15&

BH—A AL EREETO , BEa T HERTHME.
PRI HES ARG, TARBNE—.

CTI. 488 TIG WELE
2. BIfhER , ME=ErgE. 8t+xaft

2021 £FF BRFREE ZohE BEAE Gartmer FT3E3RA (KPEE AL FAIATTER) F , BE— ABERRMESZEN
BELZRHNT) , BAh , JRE IDC Perspective Y§%7EE (Intelligence-led Cybersecurity) Al SmEE L4513

BITFIRET . (LinRbEUABE . WAEZIEE. LEZERRE , CyCraft AR REMCEL LT

—Ym

M, BE F/A/S/T BEWIEE | IR PEEIE |, 23] "BE , Hami, .
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ERBEFEE , EIESNENLTLIER  htps://www.facebook.com/cycrafttechnology,

AT RRABREERBEBISTAREEN Al EREEMNAR , RELNENGRATEERNFE
% 2 #PFEIR contact@cycarrier.com B 1B FR{PTEHES |
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