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My primary goal is to help incident responders protect their privileged accounts when interacting with comprised
hosts, though I also believe this information will be useful to anyone administering and defending a Windows

environment.]

PsExec is an extremely powerful tool and is used commonly in enterprise networks, for both good and evil.
Systems administrators and incident responders use it for its flexibility in interacting with remote machines,
including a telnet-like ability to run command-line tools on remote machines and receive the output on their local
console. Attackers utilize it for the same reasons, providing a convenient way to move laterally and interact with

remote machines using compromised credentials.

Given its power, you might wonder what the ramifications are of using this tool on a compromised machine. In
other words, could it lead to your credentials being compromised? In this article, I'll discuss the two "native"
methods of logging onto a remote machine with PsExec and why you should always avoid one of the two. I'll also
discuss possible workarounds to the second, more dangerous logon. Finally, since attackers have been known to
use this tool for lateral movement, I'll follow up the logon discussion with a brief forensic analysis of the artifacts

you will typically find from PsExec usage.
2 Types of Logons with PsExec

It's easy to overlook that fact that there are two distinct ways to logon to a remote host with PsExec. The first
method is to run PsExec under the context of the currently logged-on user. This requires no special switches or
specification of an account. It simply uses the logged-on account to authenticate to the remote machine. As we'll

see in a moment, this results in a network logon to the remote machine.

The second method is to specify an alternate account using the "-u" switch and optionally the "-p" switch (if you
don't supply "-p", it behaves the same but will prompt you for the password). This allows you to authenticate to
the remote machine as a different user. This would commonly be a user with higher privileges than your currently
logged-on account. While this is often convenient, it provides more than just convenience?it also provides a full
interactive logon, which loads all the user's credentials on the remote host. This has the benefit of allowing a user
to authenticate to another system from the remote host, but it also carries the significant drawback of exposing NT
& LM hashes, Kerberos Ticket Granting Ticket (TGT), and clear-text passwords to malware on the remote host.

We clearly don't want to do this on an untrusted host!

An important side note here is to be aware that both logon methods for PsExec have the potential of creating the
delegate-level access token, if the remote system is trusted for delegation. This is also a significant risk, though

not as commonly exploited. As discussed in my article on access tokens, we fortunately have a simple fix
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available by enabling the setting "Account is sensitive and cannot be delegated", which is recommended by,

Microsoft for sensitive accounts.

Ok, so let's have a look at these two logon methods in action.

Testing: PsExec with logged-on user account

In the following screenshot, I'm logged onto machine IR-XP-PC as MSAD2-RESPONDERI. I've initiated a
PsExec logon from the local host to the remote host named USER-XP-PC. Since I did not specify "-u", the
currently logged-on user will use standard Kerberos or NTL.M integrated authentication to connect to the remote
host. Once connected, I ran a couple of commands to show that I am still MSAD2-RESPONDER1 and am now
executing commands on USER-XP-PC.

User-Kp-pc: cmd.exe

C:~>hostname & whoami & date ~t & time -t
TRoaPope Logged onlocally to
MSADZ2msad2—responderl IR-XP-PC as IR account

33?5%2{%2/2@12 MSAD2-RESPONDER1

Cisrpsexec “suser—xp—pc cnd.exe

Coparight <0> 20BT- 2618 Mark Russ inoich. PsExec run as currently
opyrigh - ar ussinovich
Susinternals — www.sysinternals.com IOQQEd'Gn LSer [no

alternate credentials

Microsoft Windows XP [Uersion 5.1.26881 supplied with "-u" option)
CC>» Copyright 1785-28081 Microsoft Corp.

C:sWINDOWS systemd2*hostname & whoami & date At & time -t
USER-XP-FPC

MHEAD2 mzadZ2—responderl 3
Hod 1271279815 NMow running commands on

B9:52 PM remote machine USER-XP-PC
C:\WINDOWS s ysten32> as MSAD2-RESPONDER1

The following screenshot shows the relevant Event Log from the PsExec logon. This connection created only a

Type 3 network logon, which is the safe way to connect to a remote host.
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Ewvent Yiewer {Local) Security 1,068 evenk(s)

3 P.pplic.atinn Type | pate | Time | Source | categor | Event | user | Computer
______ ] gjzt';':f @ Success Audic 12/12/2012  9SH13PM Security Detailed Tracking 597 Bdministrator USER-%P-PC
@ Failure Audit  12j12f2012 WEZFTPM Security Detailed Tracking a6l SYSTEM |JSER-®P-PC
@fSuccess Audit 12f1z2f2012 DEZ:36 PM Security Dekailed Tracking 593 msadz-responder 1 IISER-#P-PC
@fSuccess audic 12f12f2012 WEZI6PM Security Detailed Tracking 59z msadz-responder 1 |JSER-®P-PC
@fSuccess Audit 12f1z2f2012 DEZ:36 PM Security Dekailed Tracking 593 msadz-responder 1 IISER-#P-PC
e —— 14| Privileqe Use 578 msadz-responder 1 |JSER-®P-PC
2x| rity Privilege Use 573 msadz-responder 1 IISER-#P-PC
Event | rity Privilege Use 578 msadz-responder 1 LISER-¥P-PC
rity Privilege Use 573 msadz-responder 1 IISER-#P-PC
Date: 1212 B Sourcer  Security + | Fity Detailed Tracking g9z msadz-responder 1 IISER-%P-PiC
Time: 5227 PM  Categone:  Logond/Logoff rity Privilege Use 573 msadz-responder 1 IISER-#P-PC
Tupe: Succesz & Ewent|D: 540 ;l rity Privilege Use 578 msadz-responder 1 LISER-¥P-PC
User: M5AD 2 mzad2-responder rity Privilege Use 573 msadz-responder 1 IISER-#P-PC
Computer. USER-<P-PC rity Privilege Use 578 msadz-responder 1 LISER-¥P-PC
rity Dekailed Tracking &00 S¥3TEM IISER-#P-PC
Description: ik Detailed Tracking soz SYSTEM LISER-3%P-PC
Successful Metwaork Logan: - rity Privileqe Use 578 msadz-responder 1 |JSER-®P-PC
HZ?;:IJ:”"B: m%‘fggew””de” rity Privilege Use 578 msadz-responder 1 LISER-#P-PC
Lagah |D DHD,D?’QEEE?] rity Detailed Tracking a6l SYSTEM USER-=P-PC
rity Detailed Tracking g6l SYSTEM LISER-#P-PC
Logon F_'TUC_8331 Kerberos rity Privileqe Use 578 msadz-responder 1 IJSER-=P-PC
a?rfsr:gﬁzgnﬁa?;kagei HEEES rity Privilege Use 573 msadz-responder 1 IISER-#P-PC
Logon GUID: {171a9:50-21 0-fh54-2957- rity Detailed Tracking a6l SYSTEM |JSER-®P-PC
£343230r0258} ﬂ ity Detailed Tracking 861 SYSTEM IUSER-%P-PC
rity Detailed Tracking a6l SYSTEM |JSER-®P-PC
Datzr & Bytes € Words bty Detaled Tracking 861 SYSTEM UISER-#p-PC
d rity Privileqe Use 578 msadz-responder 1 IJSER-=P-PC
ﬂ rity Privilege Use 573 msadz-responder 1 IISER-#P-PC
rity Privileqe Use 578 msadz-responder 1 |JSER-®P-PC
rity Dekailed Tracking 59z S¥3TEM IISER-#P-PC
QK I Cancel | Apply | Fity Privilege se 574 msadz-responder 1 |JSER-%P-PC
rity Privileqe se 574 msadz-responder 1 |JSER-®P-PC
@fSuccess Audit 12f1z2f2012 DEZZTPM Security I Logon/Logoff 540 msadz-responder 1 IISER-#P-PC
@fSuccess audic 12f12f2012 WEZ2ZTPM Security Privileqe Use 576 msadz-responder 1 |JSER-®P-PC
é Failure audit  12f12f2012 D24 P Security Dekailed Tracking g6l S¥3TEM IISER-#P-PC

To confirm the logon type and the fact that password hashes are not revealed, here's the relevant output from

Sysinternals' logonsessions

also shows the output of Windows Credentials Editor

MSAD2-RESPONDER1 account.
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cmd.exe (running as USER-XP-PCadministrator)

Logon server: MSAD2Z2-DC-2K3
DHE Domain: TESTINGZ _.ORG
UPH:

Logon session BAAAAAEA:A0B22267:

Uzer name: USER-AP-PC~Administrator

Auth package: HNTLH

Logon type: Interactive

Sezsion:

Sdid: 5-1-5-21-515%967899-1214440339-725345543-5608
Logon time: 2/,.4.2012 2:37:27 PH

Logon server: USER-XP-PC

DNE Domain:

UPH:

Logon session DABABAAHE:0025537 -

User name: HEADZ2“mzad2—responderl

Auth package: HKerheros

Logon type: Metwork

session: H

Sdid: S—-1-5-21-289361177-28780638371 4811451671112
Logon time: 12122812 2:52:27 PH

Logon server:

DHS Domain: testing? .org

UPM:

C=xTemp~AppssSysinternalsSuite>
C:sTemp~AppssSuysinternalsSuite X temp apps uce_vl_2uce_vl_2%uwce.exe

WCE vl.2 <Windows Credentials Editor) — <c> 2018.2011 Anplia Security — by Herna
n Ochoa ‘hernanPampliasecurity.com)

Uze —h for help.

Administrator:USER-KP-PC:45CHBACS3AT6CEPAS D66 BE4AD31DBA1G : IEFERRL17BI799A32822FD
D?847EBFGY

mzad2-—userl :M3ADZ : CDSCEV4CFA4E48625DB66 BE4D31DBA16 : DC6 PS5 BFCE ?F14F 71 BE?ES 33 YEAF26
14D

USER-XP-PCS:MSAD2 - 895 CARRBRCF7EABBAFIF747538920B80A : FER1 E3A7E21D5555EC64FEER 626 B

sxByusinternalziuite

So the good news is that we've seen that a standard connection with PsExec, using the currently logged-on user's

credentials, results in only a network logon. This is the safe way to execute PsExec remotely.
Now let's look at the other authentication method with PsExec.
Testing: PsExec with Alternate Credentials "-u" option

This time I'm logged on locally with a non-privileged account and will then log on remotely using a privileged

account, MSAD2-RESPONDERI1.
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Muser-xp-pc: ecmd.exe

C:~>hostname & whoami & date #t & time -t
Logged on locally as standard
account MSAD2-USER1

C:spsexec “swuser—xp—pc —u msad2smsadZ-responderd cmd.exe

PzExec vl .78 — Execute processes remotely .

Copyright (C> 2881-281@ Mark Russinovich PsExec run with alternate
Susinternals — www.sysinternals.com credentials "-u" opﬁon to
Password: logon remotely as IR

Microsoft Windows XP [Uersion 5.1.26881 account
C(C>» Copyright 1985-2001 Microsoft Corp.

C:sWINDOWS sustem32 *hostname & whoami & date At & time -t
USER-AP-FC
mzad2snzadZ2—responderl

s WINDOWS sustem32  net view Commands run on remote

Server MName Remark . o
machine as privileged user

MSAD2-RESPONDER1

The command completed successfully.

G WINDOWS sustem32 Fipconf ig

Windows IP Configuration

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix

IP Address. . . . . 192 168 _.6.11
Subnet Mask . . . . 255255 .2585.8
Default Gateway .

Examining the logs on the remote machine, we initially see a network logon (Type 3), but then 1 second later we

see an interactive logon (Type 2) for our alternate credentials user, MSAD2-RESPONDERI1.
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@ Ewent Viewer (Local) Security 1,166 evenk(s)

.ﬂ.pplic.ation Type | Date I Tire | Source | Cateqgary I Event | Lser | Compuker
. gj;t':: @ Success Auditc 12/15(2012 4422 PM  Security Detalled Tracking 592 msad2-userl LISER-XP-PC
= @fSuccess audic 12/15/2012 D4BIIPM Security Detailed Tracking 593 msadZ-responder]l  USER-XP-PC
ilﬂ Deta?led Trackj:ng 597 msadZ-responderl  USER-%P-PC
Detailed Tracking 593 msadZ-responder]  USER-RP-PC
Event | Detailed Tracking 592 msadz-responderl  USER-XP-PC
Detailed Tracking 993 msadZ-responderl  USER-KP-PC
D ate: & Sowce:  Security + | Detailed Tracking 592 msadzZ-responder]  LISER-XP-PC
Time: F4320PM  Category: Logond/Logoff Detailed Tracking 993 msadz-responderl  USER-xP-PC
Type: Succesz A EwentID: 540 _l* Detailed Tracking 592 msadZ-responder]  USER-XP-PC
Uzer: MSADZ24mead2responder] Detailed Tracking 600 SYSTEM LISER-%P-PC
Computer: USER-<P-PC Detailed Tracking 992 I3 TEM USER-xP-PC
o Privilege Use 576 msadZ-responder]l  USER-XP-PC
Deseription: | LogonfLogaff pei] msadZ-responder 1 | UISER-xP-PC
Successtul Metwork Logon: = Detailed Tracking  &61 SYSTEM LISER-%P-PC
Hzfr:arﬁnf‘me: mssafg;“p””dm Detailed Tracking 861 SYSTEM USER-#P-PC
L agon |D: [0 (227 24] Privilege Use 577 SYSTEM LISER-%P-PC
| Logon Tupe: 3 | Detailed Tracking 592 SWITEM LISER-5P-PC
Aﬂ?ﬁ;nﬁgﬁzi%ackggeg?e'm Kerbaros Privilege Lse 575 msadZ-responderl  USER-%P-PC
Workstation Mame: Privilege Use 578 msadZ-responderl  USER-XP-PC
Logon GUID: {aadbd3a2-2783-34eb-24d4- I Logon)Logoff 540 msadZ-responderl | USER-XP-PC
Ob41235fEh52} LI Privilege Use 576 msadZ-responderl  USER-KP-PC
sy (00 Bytes C Wiords Detailed Tracking 593 SYSTEM USER-=P-PC
Detailed Tracking 993 msadZ-user 1 UISER-xP-PC
;I Detailed Tracking 593 msadzZ-userl LISER-%P-PC
;I Detailed Tracking 592 msadz-userl USER-%P-PC
Detailed Tracking  &00 SYSTEM LISER-<P-PC
Detailed Tracking 592 SYSTEM USER-=P-PC
ok I Cancel | Apply I Detalled Tracking 593 SYSTEM LISER-XP-PC
S —— . e drity Detailed Tracking 861 SYSTEM LISER-¥P-PC
| @ Failure Audit  12/15§2012 WIFEIPM Security Detailed Tracking 861 LOCAL SERVICE USER-%P-PC

@ Event Yiewer (Local) Securiby 1,166 event(s)

.ﬂ.pplic.ation Type | Date | Tirne | Souree | categary | Event | User | cComputer
i g;z:’;:’ @ Success Audie 12/15/2012 94422 PM Securiy Detailled Tracking 592 msad2-usar USER-XP-PC
: @fSuccess Audit 12015/2012 D439 PM Security Detailed Tracking 593 msadZ-responderl  USER-®P-PC
ﬂﬂ Detailed Trau:kjjng 59z msadZ-responderl  USER-XP-PC
Detailed Tracking 593 msadZ-responder]  USER-%XP-PC
Ewent | Detailed Tracking 592 msadZ-responderl  USER-®P-PC
Detailed Tracking 93 msadZ-responderl  USER-XP-PC
Date: P Source:  Security + | Cetailed Tracking 592 msadZ-responderl  USER-XP-PC
Time: 34321 PM  Category: Logon/Logoff Detailed Tracking 593 msadZ-responderl  USER-®P-PC
Type: Success A Event|D: 528 ;l Detailed Tracking 592 msadz-responderl  LUSER-XP-PC
User: M SAD2NmzadZ-rezponder | Detailed Tracking 600 SYSTEM USER-%P-PC
Computer, USER-=P-FC Detailed Tracking 592 SWSTEM IISER-#=P-PiZ
o Privilege Use 576 msadZ-responderl  USER-XP-PC
% Disseription: ILDgDn,I'LDgUFF 528 msadZ-responder 1 I |JSER-%P-PiC
Successful Logon: = Detailed Tracking  &61 SYSTEM UISER.-4P-PC
Hzfn'gn‘?ma mzzgi-respon-ﬂeﬂ Detziled Tracking 861 SYSTEM USER-HP-PC
| o |0 (040, 0522984 Privilege Use 577 SYSTEM LISER-%P-PiC
| Logaon Type: 2] Detailed Tracking 592 SYSTEM LISER-%P-PC
hﬂ?ﬁ;ﬁﬁgﬁeﬂ?i:,ack'j;l;:ap' Negotiate Privilege Use 578 msadz-responderl  USER-¥P-PC
whorkstation Mame: USER-<P-PC Privilege Use 578 msadZ-responder!  USER-XP-PC
Logon GUID: {bdbech19-67da-9ec3-bbd?- |Lcu;|on,|'LognFF 540 msadz-responder 1 | LUSER-%P-PC
adf871b20762} ll Privilege Use 576 msadz-responderl  USER-¥P-PC
Data Eptes T s Detailed Tracking 593 SYSTEM USER-<P-PC
Detailed Tracking 593 msadZ-userl IISER-¥P-PC
;I Detailed Tracking 593 msadz-userl |JSER-%P-PC
LI Detailed Tracking 592 msadZ-user 1 |JSER-#=P-PiC
Detailed Tracking  &00 SYSTEM USER-¥P-PC
Detailed Tracking 592 SYSTEM USER-¥P-PC
Ok I Cancel | Apply | Detailed Tracking 593 SYSTEM USER-HP-PC
e — . e ity Detailed Tracking 861 SYSTEM USER-¥P-PC
| % Failure audit  12/15/z012 WIHEIPM Security Detailed Tracking 861 LOCAL SERVICE |JSER-%P-PC
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This interactive logon causes the credentials of the responder account to be loaded and available for an attacker to
steal. The following screenshot shows the currently logged on sessions for MSAD2-RESPONDERT1 (two of
them), and as expected, WCE shows us the password hashes for MSAD2-RESPONDERI1.

cmd.exe {running as USER-XP-PC'administrator)

UPH:

Logon szession
User name:
Auth package:
Logon type:
Session:

Sdid:

Logon time:
Logon servep:
DNE Domain:
UPN:

Logon session
User name:
Auth package:
Logon type:
Session:

Sid:

Logon time:
Logon server:
DHS Domain:
UPH:

Logon session
Uzer name:
Auth package:
Logon type:
Sesszion:

Sdid:

Logon time:

AAAPAAPRA : AAR22724 -
HEADZ2“mzad2—responderl
Kevrheros

ge twork

5-1-5-21-289361177-287VB6383791-
12-15-2812 9:43:20 PH

4811451671112

ARBPERE0 : AAR229ha =
msad2 mzad2—responderl
Kerheros

Interactive

§-1-5-21-289361177- 2878638391
12152812 9:43:29
MSAD2-DC-2K3

TESTING2.0RG

481145167-1112

AAPPEOP0 : A2 2aba s
USER—SP-PC~Administrator
HTLM

Interactive

5-1-5-21-515967897-1214440337-
12,15-2812 9:44:26 PH

725345543-588

Logon server: USER-HP-PC
DNE Domain:

UPN:
C:sTemp~AppzsSysinternalsSuite’. .suwece_vl_2%wce_vl_2%wce.exe
WCE vl.2 <Windows Credentials Editor> — <{c> 2018.2811 Amplia Security — hy Herna
n Ochoa ChernanPampliasecurity.com)
Uze —h for help.
Administrator:USER—XP-PC:45CABACS 3026 CE7ASDBG66BE4D31DBA1G -:3E?EBAS17EBI7I9AIZ822FD
D7847EBFGT
mzadZ-responderl :MSADZ2 :F26DD48CY1 B484DE73564BD4AYIBEBD2 - 316221 7E47A16483BF32D21A
7AFSELGF
mzadZ2—userd :MSAD2 :CDECEY4CFA4E406 25066 BE4DI1DEALG : D6 PS5 BFCEYF14F Y1 BEYER 33 VEAFZ6
14D
USER—-XP-PCS :MSADZ : ARAARAARAAIARAARRARRAARARAAAAAAA : FBA1 E3AYB21D5555ECA4FEER 626D
B8 B

C=s\Temp~AppssSysinternalsSuite

To make matters worse, an additional concern with the "-u" option is that it sends the password in clear-text in
order to generate the interactive logon. Microsoft Sysinternals warns us of this issue on their PsExec download

page
(password = responder1-pw1):

. Here is a screenshot of Wireshark showing the password being sent over the network in the clear
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No. |T‘|me | Source | Destination Protocol | Length | Info i
T T TR E e AT L e e T,
298 88.876752 192.168.6.12 192.168.6.11 SMB 1492 Write AndX Request, FID: 8x4802, 4'
299 88.876989 192.168.6.11 192.168.6.12 SMB 185 Write AndX Response, FID: 8x4082,
300 88.877196 192.168.6 192.168.6.11
301 88.877284 192.168.6.12 192.168.6.11 SMB 534 Write AndX Request, FID: ©x4e082, 1|,

— -
+ erne , SrC: are_cg:9c: TUC2Y:C8Yc: , Dst: are_ds:be: 10 2Yidhibe:
[+ Internet Protocol Version 4, Src: 192.168.6.12 (192.168.6.12), Dst: 192.168.6.11 (192.168.6.11)
|=| Transmission Control Protocol, Src Port: gsm-remote (1166), Dst Port: netbios-ssn (139), Seq: 203
Source port: gsm-remote (1166)
Destination port: netbios-ssn (139 r

() TCP segment data (tcp.data), 1460... - Packets: 761 Displayed: 761 Marked: 0 Dropp... - Profile: Default A

Conclusions on PsExec Logon Methods, with Workarounds

It is clearly not safe to use PsExec's "-u" option on an untrusted remote host. On the other hand, using PsExec
without "-u" and therefore authenticating as the currently logged-on user is much safer and does not expose the
account to theft of password hashes, the Kerberos TGT, or the plain-text password itself. As mentioned earlier,
there is still the possibility of the account's delegation token being stolen. The simple fix for this risk is to enable

the setting "Account is sensitive and cannot be delegated", as discussed in the article.

The ability to specify alternate credentials is a useful one, and fortunately, there are a couple of ways we can still

make this work without divulging credentials on the remote host.

One possibility is the use of RunAs. For example, I logon to my machine as a standard user, but will often need to
connect to a remote machine with a privileged account. For me, the easiest way to do this, while still being safe
assuming my local machine is not compromised, is to spawn a new CMD command shell as the privileged
account, using the command "RunAs.exe /user:domain\user cmd.exe". As I discussed in my article on hashes,
using RunAs will still result in an interactive logon, but at least I'm doing it on my trusted workstation rather than

the untrusted remote host.

RunAs is a good option in many cases, but there are situations where using RunAs is not feasible. For example, if
the machine you are using is not a part of the privileged account's domain. It turns out there is another workaround

that can allow you to specify alternate credentials but not create an interactive logon. The suggested workaround is
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to first connect to the IPC$ share of the remote host using the alternate account, and then use PsExec without "-u".

The process looks like this for my current test setup:

ommand Prompt

C:~Documents and Settingssmsad2-userdinet use “suser—xp—pc~IPCS /u:msadE\msadE—rl’
esponderl =

Type the password for “suser—xp—pc~IPCSH:

The command completed successfully.

C:sDocuments and SettingssmsadZ-userldipsexec “suser—xp—pc cmd.exe
PzExec vl.?8 — Execute processes remotely

Copyright <G 2001-2018 Mark Russinovich
Susinternals — www.sysinternals.com

Microsoft Windows HP [Version 5.1.26061
CC>» Copyright 1785-2801 Microsoft Corp.

C=UINDOWS~systemdZ2 >whoami
MEAD2 mzadZ2—responderl

When performed this way, my tests show that only a network logon is created (no interactive logon) and also the
password is not sent in clear-text (presumably since there is no interactive logon). I'd recommend you confirm this
in your own environment before using it in production. The main thing to check for is that there is no Type 2

interactive logon in the logs of the remote host.

A Forensic Overview of PsExec

Since we sometimes see attackers use PsExec for lateral movement, let's take the discussion a step further and
look at some artifacts that could reside from PsExec usage. The artifacts presented here are the direct result of
using PsExec in my tests above. Of course there are other ways of utilizing PsExec, so the resulting artifacts may

vary.

When PsExec executes on a remote machine, the local machine sends a service executable named
PSEXESVC.EXE to the remote machine and that executable is installed as a service. Here's a look at that service

running on the remote host. Notice the service executable resides in C:\WINDOWS.
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Marne £ | Description | Skakus | Skartup Twpe | Log On As |
Protected Storage Provides proke..,  Starked Aukomatic Local Syskem
PsExec Starked Manual Local System I
Qo5 RAWP Provides nebw, . Manual Local Sy skem

% | PsExec Properties {Local Computer) ed | "
m
General | Log Dnl Heu:u:uver_l,ll Dependenciesl 1
Service name; PSE=ESVT
Dizplay name: m
Dezcription: ;I
L]
Fath to erecutable:
|E:"~WINDDWS"~F‘5E><ESUE.E><E
Startup type: b aral j

Service status: Started

Stark | Stop | Fauze Hezume |

“'ou can specify the start parameters that apply when pou start the service
from here.

.
R
R
R
R
R
R
R
Start parametens; I
1
1

1
1
1
1
1
1
1
;
;
¢
;
f
I
(o
1)
1)
:
i
¢
¢
¢
t
I
I
I

= @ @ = = = = M = = = M MW = = = = = = = I

S
=
=
=
=
=
3
3
3
T
T
T
T
T
T
W

B
B
B
“
“
“
“
“
B
B
B
“
“
“
“
“
B
B
B
“
“
“
“
“
B
B

Ok I C I Appl
" ance e 1]

%Wlnduws Aodio Manages audio...  Starked Aukornatic Lacal Swskem

Once the user has cleanly logged off (exited) PsExec, the service is removed and PSEXESVC.EXE is deleted.
Although PsExec is deleted (as indicated by the red X icon), the screenshot below shows the file and its metadata.
Notice the UTC creation and modification times correspond to the second logon time in my tests above (12/15/12
9:43:20 PM Central time).
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@ AccessData FTK Imager 3.1.0.1514 M=l B3
File  Wiew Mode Help

aascaldiBs = = R - -

[Evidence Tree EalFile List

J RECYCLER ;I Marne: | Size I Type I Date Modified | :I
#-40) System Volume Information __y L |imsins.lag.FileSlack 4 File Slack

- Temp | MedChrOC log 2 Regular Fls 1/21/2010 9:46:02 FM
E'“:' W'NELE,WS 2% | msdfmap.ini 2 Reqular File 5/4/2004 12:00:00 PM
3; 'Sst . ] msgsocm.log 1 Regular File 1/21/2010 2:46:02 PM
[ ApREl »|  msmeinst.log 10 Regular File 1/21/2010 2:45:33 PM
1 [} netfxocmilog 3 Regular Fle 1/21/2010 9:46:01 FM
[Properties x| [mIMOTEPAD EXE &3 Regular File §/4/2004 12:00:00 PM
A-L | nkdtcsetup.log & Reqular File 1/21/20109:51:33 PM
E ocgen.log 15 Reqular File 11212010 9:46:02 PM
B _ocmsn.log 1 Reqular File 1/21/20109:51:33 PM
Mame PSERESWC, EXE % | ODBCINST.IMI 5 Regular File 1/21/2010 9:48:14 PM
File Class Reqular File || ODBCINST,INI Filedlack 4 File Slack
File Size 151,064 | DEWABLog.bxt Z  Reqular File ZIS/2012 2:52:24 AM
=, .
Physical Size 154,320 Prairie Wind.bmp 65 Reguar Fe Gl4f2004 12 DF‘
Start Cluster 167,007 A Reguiar e z
Date A q 1211612012 3:43:20 A B regedit.exe 143 Regular File S/4/2004 12:00:00 PM
e Arcesse 15/ o || REELOCS.OLD § Regular File 1/21/2010 9:52:34 PM
Date Created 12/16/2012 3:43:20 AM | | ragapt lag 2 Regular File 1/21/2010 3:03:04 PM |
Date Modified 12/16/2012 5:43:20 AM
L 15/ 00000 | 4D 5& 90 00 03 00 00 00-04 00 00 00 FF FF 00 00 |HZ .- .- - il
Encryped False 00010 [ES 00 00 00 00 00 00 00-40 00 00 00 00 00 00 00, - - -
Compressed False 00020 (00 00 00 00 00 00 00 00-00 00 00 00 00 00 00 00 -« - -
— 00030 (00 00 00 00 00 00 00 DO-00 00 00 00 D8 00 00 00| -« cn -
w
L 4| | 3

Properties Herx Walue Inte... | Custam Conte. .. }Cursu:ur pos = 0; clus = 167007; log sec = 1336056; phy sec = 1336119
wP-5p2-Base-cl1-000012, wmdkfPartition 1 [30710MB]NOMAME [MTFS]i[root]/WINDOWS (PSERESYC. EXE C I 1z

Also notice that the owner of this file is the user who connected remotely to run PsExec.
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@) accessData FTK Imager 3.1.0.1514

File Yiew Mode Help

aagsoad-Bs m B OB [eEE 2.
[Evidence Tree +¢ | |File List x|
. B RECYCLER ;I Mame | size | Tvpe | Date Modified | |
L System¥olume Information | jmsins.log. FileSlack 4 File Slack

-0 Temp || MedChroC lag 2 Regular Fle 1j21/2010 2:46:02 PM
E‘—-‘] WINDDWS < msdfmap.ini 2 Reqgular File Gf4/2004 12:00:00 PM
Q) addins | msgsocm.log 1 Regular File 1/21/2010 9:46:02 PM
102 AppPaich ~| | msmainst.log 10 Regular File 1/21/2010 9:45:33 PM
1] | retfeocmlog 3 Requlsr Fils 1f21/2010 9:46:01 FM
Properties x| [ INOTERAD EXE 63 Regular File g/4/2004 12:00:00 PM
El A | ntdtesetup.log g Reqular File 1/21/20109:51:33 PM
o | |ocgen.log 15  Reqular File 172112010 9:46:02 PM
Archive True | | ocmsn.log 1 Regular File 1/21/2010 9:51:33 PM
El NTFS Information ik ODBCINST.IMI 5 Regular File 17212010 9;45:14 PM
MFT Record Number 11,101 {11367424) | ODBCINGT.IMI, FileSlack, 4 File Slack
Record date 12]’15}'2012 Sd520 AM = OEW:‘:\BLDQ.tXt z2 Regular File 2]’5}'2012 2:52:24 AM
Resident False .ﬂ, Prairie Wind.brnp 65 Reqular File G/4/2004 12:00:00 PM
i ¥ |PSERESVC.EXE 177 Regular File 12/16/2012 3:43:20 AM
Offline False ) ;
B regedit.exe 143 Reqgular File G/4/2004 12:00:00 PM
Sparse False | |rEGLOCS.OLD 8 Regular File 1)21/2010 9:52:34 FM
Temnorar Ealsa reqopEio : 2 Regular File 1)21/2010 3:03:04 FM d|
Cwner S0 |S-1-5-21-2093611??-28?0638%‘?&;‘??11;516:.1—11|1I2I s ﬂ
Group 510 5-1-5-21-2089361177-2870¢ | | npo1o [BS 00 00 00 OO0 OO0 00 OO-40 00 00 00 00 00 00 00|, -« - - -
El NTFS Access Control Entry 000Z0 |00 00 00 00 00 OO0 00 00-00 00 00 00 00 00 00 00| -«
— 00030 |00 00 00 00 00 00 00 00-00 00 00 00 DS 00 00 00| -« o«
-
J ol

Properties Hex Value Inte... | Custom Conte. .. | |Cursur pos = 0; clus = 167007; log sec = 1336056; phy sec = 1336119

For User Guide, press F1 l:”:":l A

ommand Prompt

Microsoft Windows XP [Uerzion 5.1.260H1
CC» Copyright 1985-2801 Microsoft Corp.

C=~Documents and Settings“msad2—userd>cd “tempapps-SysinternalsSuite

C:sTemp“Apps~SuysinternalzSuite»PsGetszid.exe mzad2—responderl

PzGetS5id vl.44 — Tranzlatesz SIDs to names and vice wversza
Copyright <C)» 1999-2008 Mark Russinowvich
Susinternals — www.sysinternals.com

SID for MSADZ“msad2-—reszpondewrl:
5—1-5-21-209361177-2870638391-481145167-1112

A profile is created for this user at the time of first login, if it didn't already exist. This is regardless of whether an
interactive logon occurred or not. Here are the timestamps for the MSAD2-RESPONDER1 account's profile
folder. Notice the UTC creation timestamp is the same time of the first logon in the tests above (12/12/12 9:52:27
PM Central time).
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) AccessData FTK Imager 3.1.0.1514 [_ O]
File View Mode Help

a8 g 3dYEBase wm R OE D [=EE e,

[Evidence Tree »¢ | File: Lisk *
- 20 Documents and Settings 4| Hame | _size | Type | pate Madified
- B administrator —1 | administrator 1 Directory 2/5(2012 2:27:05 AM
#-0) Al Users | all Users 1 Directory 2/5(2012 3134114 AM
B Default User . Default User 1 Directory 1j21/2010 11:06:29 FM
n g ;DSCE‘Z'S'?;E; ol | LocalService 1 Directory 1/21/2010 11:04:15 PM
= *| | msadZ-responderl 1 Directory 12/13/2012 3:52:29 AM
1] ILI_I | msad2-user1 1 Directory 119/2011 9:40:33 FM
| MetworkService 1 Directory 1J21/2010 9:52:31 FM
a | Testerl 1 Directory 1J21/2010 11:06:37 PM
£ | |4130 4 MTFS Index Allo... 12/13(2012 3:52:27 AM
=
Marmne msadz-responderl
File Class Directory
File Size 56
Pheysical Size 56
Dake Accessed 12/16J2012 3:43:21 A
Date Madified 12/13)2012 3:52:29 AM P I I ﬂ
Encrypted False 00|30 00 00 00 O 00 00 00-00 10 00 00 OL 00 00 000 - =]
Compressed False 10|10 oo 00 00O 23 00 00 00-28 00 00 00 Ol 00 Qo0 a0 -« f -
Actual File True 2000 00 00 QOO0 OO0 0O OO0 0O0-18 OO0 00 00 03 00 00 00 ---- - -
Date Created 30|00 00 00 QO 00 Qo Qo ooo- o e _
Indicates when the File was originally created. < I I _’IJ
Propetties Hezx: VWalue Inte. .. | Custom Conte. .. | }Cursnr pos=0
For User Guide, press F1 I:”:“:l v

Prefetch shows both the first time the service executable was run (Prefetch file creation time minus 10 seconds)

and last time run (Prefetch file modification time minus 10 seconds).
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) AccessData FTE Imager 3.1.0.1514

File Wiew Maode Help

QREa% adlEs m B AIOE D[RR T,

[Evidence Tree EAlFile List
H-10) msapps +| Hame | size | Type | Date Madified -]
A i | |MET EXE-01AS3C2F pf 12 Regular File 12/16/2012 3:43:36
A Dffline Web Pages | |NET1.EXE-029B90B4.pf 13 Reqular File 2[5i2012 2:27:39 A
A2 peheslth || NETL.EXE-029B3DB4.pf. FileSlack 4 File Slack
_ ) Preerblet || NETSH, EXE-DBSCFFDE. pf 25 Regular File 2/5/2012 2:48:03 Ak
0 Prefetch _l;l | |NETSH.EXE-D85CFFDE. pf  FileSlack 4 File Slack
1] | »| | NOTEPAD.EXE-33635149.pf 12 Reaular File 2/5i2012 2:44:37 Al
|F‘rnperties ><| || MTOSBOOT-BO0DFAAD  pf 344 Regular File 12/16J2012 3;35:13
A NTOSEOOT-BOODFAAD pf Fileslack 1 File Slack
@ SENES EF pf Legular File
= || PSEXESYC EXE-3SEFACC. pF FileSlack 3 File Slack
Marne: PSEXESWC EXE-35EFACCR.| | | PSGETSID,EXE-1C685117 pf 11 Reaular File 2[5i2012 2:43:35 Al
File Class Requlat File || PSGETSID.EXE-1C688117.pf FileSlack Z  File Slack
File Size 18,792 | |PSLOGGEDON.EXE-11542FF 1 pf 11 Reqular Fie 12[16{2012 3:45:08
Physical Size 20,480 | |PSLOGGEDON.EXE-11542FF1 . pf File... 2 File Slack
ctart Clutor 2 750 | |REGSYR32 EXE-2SEEFE2F.pf 54 Regular Fi 2[5j2012 2:52:54 AP
| |RUMAS EXE-00979155, pF 13 Reqular File 12[16{2012 3144127
Date Accessed 12/16/2012 34331 MM | g yas ExE-00979155. oF FileSlack 4 File Slack =
Dake Created 12/13/2012 3:52:37 aM 4 | | LI_I
Date Modified 1216/2012 3:43:31 M| | F005 11 00 00 00 53 43 45 41-0F 00 00 00 74 47 00 00 - 3CCA - ﬂ
Encrypted False 0010 |50 00 53 00 45 00 58 00-45 00 53 00 56 00 4% 00| 8§ E ¥ E -8
Compressed False 0020 |2E 00 45 00 58 00 45 00-00 00 0B 62 00 00 00 00 . E-XE: -
0030 |00 00 00 00 30 CO 26 82-40 FD 71 F7 FC FC 71 F7| - - Ohe Byg
-
L | | »
Properties Hex Walue Inte... | Custom Conte, .. | kursor pos = 0; clus = 52780; log sec = 422240; phy sec = 422303

YP-SP2-Base-cl1-000012. vmdk/Partition 1 [30710ME)MOMAME [MTFS]/[rook ] WINDCWS Prefetch/PSEXESY . EXE-3SEFACTF. pf C T 1z

The Application Compatibility Cache shows this as well, with an entry for both times run.
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Since PsExec is typically run remotely, these run times can be used to examine the Event Logs and look for

network logons at the same time. The corresponding Event Logs for these PsExec executions are shown in the

screenshots at the beginning of this article.

varu - ver: 1.22 (C:\ Temp'system.copyl) w/o admin privileges

File Wiew Options Reports

Reqistry Keys

Kev/value data

=11 S¥STEM SYSTEM~ControlSet001~Services"PSEXESVC-

+ ] Controlsetool
+ ] Control3etioz

Timestamp: 0=0lcddb405070£395 (12-16-12 03:49:13 768 GHT)l

+_1 MountedDevices Type
+(_ Select Start
#00 sety ErrorControl
P InageFPath
+_] wiPa DisplayHane
#[_] hive unallocated space ObjectHame
=] deleted keys DeleteFlag
S sysTEM rawv header ————————
=1 ControlSetdol 0037 31d0: 50 01 00 00 6= eb 20
0037 31e0: 00 00 00 OO0 20 26 13
A Control 0037 31£0. £f £f £f £f £f £f if
=1 Enum 0037 3200: f£f £f ff £f £ff ff £ff
=1L Servi 0037 3210 18 00 00 00 34 00 00

] X

REG_DWORD
REG_DWORD
REG_DWORD

REG_EXPAND

REG_SZ
REG_SZ
REG_DWORD

SZ

0=00000010

0=z00000004

O=00000000

%Sy=tenRoot ~PSEXESVC EXE
PsEzec

LocalSy=ten

O=z00000001

When PsExec is exited, the PsExec service is removed, but you may find the deleted service key still in the

Registry. Here is the deleted key shown by YARU . Note that the last write time of the key corresponds to the

time the responder account logged out and exited PsExec the second time (12/15/12 9:49:13 PM Central time)
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Event Viewer (Local) | Securiby 1,392 event(s)

Application Type | Date | Time | Source | Cateqor | Event | User | Computer

) BEEdEs @f Success fudt 12/15/2012 10:3%07 PM Securky  System Event 514 SYSTEM USER-4P-PC
System @?Success Audit  12/15§2012 10:335:07 PM Security Privilege Use 576 METWORK SERVICE  USER-xP-PC
ilil ity Lagan)Lagaff 528 METWORK SERVICE  USER-2P-PC
ity System Event Si4 SYSTEM USER-%P-PC
Event I ity Swstem Event 513 SYSTEM USER-#P-PC
. Lirity Lagan)Lagaff ] msadz-userl |ISER-¥P-PC
Date:  12/15/2012 |5°”r°e: Security 1 | ity Detalled Tracking 593 msadZ-userl USER-4P-FC
Time: Category: Logon/Logoft 1 ity LogonyLogoff 551 msadzZ-userl IISER-XP-PC
Type:  Successd  EventID: 533 —l ity Privilege Use 575 msadz-userl USER-4P-PC
User: M3ADZ2\mzadZresponder] \rity  Logon/Lagoff 535 adrinistratar LISER-4P-PC
Computer. USER-=F-PC rity Detailed Tracking 503 Administrator LISER-¥P-PiC
o Liriky Detailed Tracking 593 msadz-userl |ISER-¥P-PC
Dsersu: Lirity Privilege Use 575 msadZ-responderl IISER-3P-PiZ
User Logoff ity Defalled Trackng 593 SYSTEM USER-4P-PC

L zer Hame: mead-responder . o
et Teady Liriky Privilege Lse 575 msadZ-responder1 |ISER-¥P-PC
Lagon 1D: [0, 0 225BA) ity Privilege Use 578 msadz-responder 1 |JSER-¥P-PC
Logan Type: 2 ity LogonLogoff 535 msad2-responder 1 |USER-%P-PC
Lrity Detailed Tracking 593 msadz-responderl IISER-XP-PC
For more information, see Help and Support Center at ity Detailed Tracking 593 Adrministrator |JSER-¥P-PC
hitp://go. microsaft. com/fulink /events.asp. ity Detalled Tracking 592 Adrinistratar UISER-¥P-PC
Lrity Detailed Tracking 593 Administrator IISER-XP-PC
Datar %) Eptes € Words Lirity Priviege Lse 577 Adrinistratar |ISER-¥P-PC
d Lirity Detailed Tracking 5oz Administratar IISER-XP-PC
Lrity Detailed Tracking 593 Administrator IISER-XP-PC
;I Lirity Detailed Tracking 59z Adrinistratar |ISER-¥P-PC
Lty Detailed Tracking 503 msadz-userl IISER-%P-PiC
ity Detailed Tracking &00 SWSTEM IISER-XP-PC
ok I Eancel | Apply | rity  Detailed Tracking 59z SYSTEM LISER-¥P-P{C
B SULCESS AUOT  LEfIofeuTe — FTTen P ety Privilege Use 576 Administrator IISER-%P-PiC
(& Success Audit 1271542012 04426 PM Security Logon/Logoff [het] Administrator IJSER-%P-PC

Final Thoughts

I've found that there are safe ways to use PsExec, but unfortunately it is not obvious how to do so. Hopefully this
discussion has provided a deeper understanding of the tool and how you can use it safely, as well as analyze the

forensic artifacts it can leave behind.

Source: https://www.sans.org/blog/protecting-privileged-domain-accounts-psexec-deep-dive/
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