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WANDERING SPIDER—active since at least April 2020—is a prolific Big Game Hunting (BGH) adversary who
has leveraged multiple ransomware families in their operations. WANDERING SPIDER likely developed and has
used Black Basta since April 2022. The adversary previously used DOPPEL SPIDER’s DoppelPaymer, PINCHY
SPIDER’s REvil, ProLock, TWISTED SPIDER’s Egregor and Maze, and WIZARD SPIDER’s Conti. The ...
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- Wandering Spider
¢ Russian Federation, Eastern Europe, Europe

Community Identifiers

UNCA4393, Hive0118, TA577, Lockean

KNOW YOUR ADVERSARY'

DISCOVER THE ADVERSARIES
TARGETING YOUR INDUSTRY

CROWDSTRIKE

Who's targeting your industry?
Today's adversaries are faster, smarter, and better resourced. Know who they are and how to stop them.
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CrowdStrike 2025 Threat Hunting Report

Adversaries weaponize and target Al at scale.

Source: https://www.crowdstrike.com/adversaries/wandering-spider/

Page 3 of 3



