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To completely understand what’s going on in a market that has been growing in the last years I found mandatory
to know which players are dominating it. Always remember that behind every user of the Internet there is another
human like you, so if you can be kind enough to reach them and they agree, you can have a little talk. Asking

things is not a crime.

Please note everything that stated on this blog has only an informational purpose. I will never promote the use

of these products.
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Let’s see, Amadey Loader: a talk with InCrease, owner of Amadey.

The interview was made in English, everything shown here is the original text of the interview.

gOnjxa

How would you describe Amadey?

InCrease

At the development stage, it was supposed to be perfect. Smoke Loader
was outdated at that time (2018) and did not suit me anymore. In the
short term - still perfect

Amadey is a malware known as a “loader”: its main functionality is to load other payloads (called “tasks”) for all
or specifically targeted computers compromised by the malware. In this case, he says that another famous “loader”
(Smoke Loader) didn’t meet the requirements of his work and developed his own tool. That’s why Amadey was

created.

gOnjxa

What does the name "Amadey" means? Is there a history behind the
name?

InCrease

There were big problems with the name, until the release, the investor
and | could not decide on the name. The working title of the project
was al

Then he suggested the Amadey name, and | approved it because it was
sonorous and could cause problems with google searches.

Amadey was (and is) developed by his owner, InCrease. As I understood, the project is only managed by him, and
the initial budget was raised by an unknown investor.
Was “al” a better name than Amadey? The argument about search engine indexation was outdated a long time

ago.
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gOnjxa

What makes Amadey different from other products?

InCrease

At first glance, a loader seems to be a simple program, but as soon as
it gets all the necessary functions, it becomes very buggy. At the stage
of development and constant cleaning, errors constantly occur. You
can't just write a loader, you need a lot of tests and preparation to
identify and fix errors.

My code differs from others because it works without errors, or with a
minimum of errors due to the fault of the testers. This is what makes it
different from others. | have seen the sources of other loaders - there
are a lot of "human errors”, even the parameters of function calls are
mixed up.

Amadey works perfectly without errors, and if some error is found, it is the “tester’s” fault. We can consider the

tester as the customer.

gOnjxa

Since when has Amadey been working?

InCrease

8 of October 2018
writed and tested in summer 2018

Recently Amadey was at its 5th anniversary:
https://x.com/g0njxa/status/1713264658747166799

gOnjxa

How many people do you think have used your product? Approximately

InCrease

| know it, but | can't say anything because this is not public
information. Quite a lot.
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gOnjxa

Amadey has been updated since the release date, currently at v4.xx.
What update do you think it has been the most big? in these years of
operations

InCrease

2.0 in October 2020, because the entire code is completely rewritten in
MS VS, the first version was compiled on gcc

A big update was released at the 5th anniversary (Amadey V4). Find the release statement here:
https://x.com/g0njxa/status/1715089181071016073

gcc Amadey.c -o Amadey

Please find the original release statement where he talks about the v2.00 updates:

AUGUST 24, 2020

HemMHOro HoBOCTEl - MOMHLIM XOAOM WAET 3aKpbiToe arnbtha TecTupoBaHue Bepcumn 2.00

[t]
(]
[+]

[+]
[+]
[+]
[+]
(7]
[+]
[+]
[+]
(7]
[+]
[+]

Tak kak 3a gBa roga TEKyLWMN KOA BCEM MPUINYHO npumenbkanca.... [lonHocTtbio HoBbIM EXE, aop

Mo BbiWeyka3aHoV npuumHe - 6e3 npobnem xb64 BepcuA.

MpaeunbHbin (1) 3anyck Bawero wennkoga B namatn (fileless | bodyless | 6eadpaiinosbiii)! + Mp
[onroe BpemA He yaaBanocb MpaBUMbHO peanu3oBaTb 3TOT MOMEHT B CBA3W C €ro CHNOXHOCTbIO |

HoBbin aBTo3anyck! A6conioTHo 6e3 peecTtpa.

YnyudlieHa cuctema ckauyvMBaHMA, B cnyyae Heydayn noagep OyneT nbitaTbCA elle HEeCKonbko pas, H

Cuctema KOHTPONA 3a WUCMONHEHMEM 3arpy>kXeHHbIX M 3anyLleHHbIX hanoB - nepesanyck B cry4vae

Cuctema KOHTPONA 3a OCHOBHbIM (haioM - ecnv NMpouecc KEM-TO WUIW YeM-TO CHAT, TO OH Oyaer

Cuctema KOHTpONA 3a OCHOBHbIM (hanniom, aBTomatnyeckoe ckaumeaHue ¢ CC B cnydyae ero ypanet

HoBaa cuctema o6dyckaumn - y>ke Gornee MecAua yaayHo npumeHAeTcA Ha Bepcuax 1.99.x un yecn

YnyudlieHa norvka NoToKOB, Kak W B cerogHAwHem o6HoBneHun 1.99.5

Ynyywena MaHenb Ynpasnenua | Command Center, pacwmpeHa ctaTucTuka NO 3aAaHUM ANA OHUTA, |

TecTupyloTcA HOBble pelueHUA Bbixoda v3 Low Mode

Y6paHbl MOMEHTbI, 3a KOTOpble o4eHb uennAcb AB, Takme kak nonydyenve W[ Hanpumep.

HoBaAa cuctema nnarmHoB, B OCHOBHOM HaLerieHHaA Ha onpepeneHne pas3pAoHOCTA OC n ucnonbao
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[+] Ynyuwena n 6e3 Toro otnuyHaa ctabunbHocTb(!) Anbda Bepcua - 500 ThicAy cuHxpoHuzaumin ¢ CC

[*] Ewe mHoro major/minor domiek/nniowiek/HOBOBBEAEHMNIN/KPACUBBLIX PELUEHUA U T.4. O KOTOpbiIX GyA

[*] Penus sannaHupoBaH Ha OKTAGPb-HOAGPL 2020.

P/S Mocne pennsa ckuokyu TOYHO GyayT OTMEHeHbl Ha Gnvkarwwme non-ropa/ron.

gOnjxa

| have to ask, does Amadey allow to work on CIS countries people?
What are your thoughts on people working with russians?

InCrease

No, the loader code strictly suppresses its use in Russia or, for
example, in Belarus.

The loader is located on the border of legality. On the one hand, it can
be recognized as malware and all antiviruses do it. On the other hand,
it is completely harmless software that does not cause any harm to the
PC User or the PC itself. In order to avoid incorrect interpretations, | am

against using the product in territories where it may conflict with local
laws.

Amadey follow its own Anti-CIS policies.

Get gOnjxa’s stories in your inbox

Join Medium for free to get updates from this writer.

Remember me for faster sign in

Amadey owner says that his product is completely harmless and he is against the use of it, if it is used against

local laws.
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gOnjxa

Amadey has been an object of study by some "security experts”
because of his high activity as seen in the wild. These people
sometimes find the way to get into the Panel and then they share the

findings. How do you prevent that people can do this and how do you
identify the vulnerabilities that are being exploited?

InCrease

Yes, they often end up in control panels. But the hacking was recorded
only once, all other penetrations were the fault of another software. |
get information about possible vulnerabilities from numerous
enthusiasts on the forum, clients, testers. Also, sometimes an
independent audit is conducted by specialists.

The information received is not valuable in terms of statistics, even if
someone gets access to a dozen of panels, it will not give him any
information about the whole picture.

gOnjxa
you said "But the hacking was recorded only once, all other
penetrations were the fault of another software.” Can you explain?

InCrease

many clients put a lot of different software on one server, as well they
leave vulnerabilities like open remote access to SQL and so on.

there are also problems with our hosters from the forum, there have
been cases that the IP of the server belonging to my client was
transferred by the hoster by mistake to another client of mine. With all
the botnets on it.

As said before, he states that if there is any issue with Amadey, is the fault of the client, “tester”, customer as a

result of misconfigurations.
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gOnjxa
| want to dive a little bit about this issue, there was a vulnerability on

Amadey that let researchers to get a reverse shell, being exploited until
June 2023

people says 1000 amadey panels were exploited and 7 million
devices were found

InCrease

yes, but the main problem is to find the panels, there are a lot of them

100% not true =)

gOnjxa
this findings were shared on DEFCON this year, how do you specifically
found this issue and you fixed it?

InCrease

the parts of the code that had the problem were rewritten for version 4

the entire panel-bot dialog is encrypted in both directions using a
unique rc4 key for each client. The parts of the code that had the
problem were rewritten for version 4

gOnjxa
okay but this were fixed in june 2023

InCrease

Yes, but 1000 panels just didn't exist this year

gOnjxa
1000 panels since december 2022

InCrease

| didn't have so many clients and builds in either 2022 or 2023

Amadey was asked about these issues based on the findings of an amazing security researcher: @evstykas

In his DEFCON 31 (2023) presentation: The Art of Compromising C2 Servers: A Web Application Vulnerabilities

Perspective, Vangelis Stykas exposed how he was able to find multiple vulnerabilities ON the Amadey’s code.
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Please if you still didn’t watched this presentation, I found mandatory to watch it:

As exposed, starting at December 2022 until the patch at June 2023, more than a thousand Amadey instances were

accessed with over 7 million devices compromised. Amadey owner denies these statements.

gOnjxa

what are your plans for Amadey in the future?

InCrease

hVNC is the most anticipated and expected plugin. There won't be
more big updates, just the evolution of what Amadey is

hVNC is a common feature on Remote Access Tools, and soon will be a feature of Amadey.

gOnjxa

What would you say to those “information security experts” who are
trying to track Amadey?

InCrease

Well, like any loader, it's just a tool

It can be a weapon in some sense. But by itself, it is harmless and is
used by many system administrators completely legally and voluntarily.
Then Mikhail Kalashnikov must be recognized as a criminal, because he
invented something that killed thousands of people - the Kalashnikov
assault rifle.

What should be considered a “criminal”?
The end?

Remember to check the other interviews at: g0njxa — Medium

Expect more content,

Best regards.

@g0Onjxa

Source: https://gOnjxa.medium.com/approaching-stealers-devs-a-brief-interview-with-amadey-56c8c6ea0ad6
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