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ICS T0863 User Execution

If a link is being visited by a user, block unknown or unused files in transit by default that should not be
downloaded or by policy from suspicious sites as a best practice to prevent some vectors, such as .scr, .exe, .pif,

.cpl, etc. Some download scanning devices can open and analyze compressed and encrypted formats, such as zip
and rar that may be used to conceal malicious files.

Source: https://attack.mitre.org/mitigations/M0921
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