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 Tool: PLC-Blaster

Names PLC-Blaster

Category Malware

Type ICS malware

Description

(Threatpost) Security researchers at Black Hat USA described a proof-of-concept worm
that targets weaknesses within automated industrial control systems used to manage

critical infrastructure and manufacturing. The worm, according to OpenSource Security,
has the capability to autonomously search for and spread between networked

programmable logic controllers (PLCs).

Information
<https://threatpost.com/plc-blaster-worm-targets-industrial-control-systems/119696/>
<https://www.securityweek.com/plc-worms-can-pose-serious-threat-industrial-

networks/>

MITRE ATT&CK <https://attack.mitre.org/software/S1006>

Last change to this tool card: 28 December 2024

Download this tool card in JSON format

All groups using tool PLC-Blaster

Changed Name Country Observed

Unknown groups

  _[ Interesting malware not linked to an actor yet ]_  

1 group listed (0 APT, 0 other, 1 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=d7ca34f5-a7a0-45c3-824a-f4e80823ac84
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