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Owowa

Kaspersky describes this as a OWA add-on that has credential stealing capabilities.

References

2025-04-10 ⋅ Kaspersky Labs ⋅ Oleg Kupreev

GOFFEE continues to attack organizations in Russia

Owowa GOFFEE

2021-12-14 ⋅ Kaspersky Labs ⋅ Paul Rascagnères, Pierre Delcher

Owowa: the add-on that turns your OWA into a credential stealer and remote access panel
Owowa

There is no Yara-Signature yet.

Source: https://malpedia.caad.fkie.fraunhofer.de/details/win.owowa

https://malpedia.caad.fkie.fraunhofer.de/details/win.owowa

Page 1 of 1

https://malpedia.caad.fkie.fraunhofer.de/families
https://malpedia.caad.fkie.fraunhofer.de/library?search=Kaspersky%20Labs
https://malpedia.caad.fkie.fraunhofer.de/library?search=Oleg%20Kupreev
https://malpedia.caad.fkie.fraunhofer.de/details/win.owowa
https://malpedia.caad.fkie.fraunhofer.de/actor/goffee
https://malpedia.caad.fkie.fraunhofer.de/library?search=Kaspersky%20Labs
https://malpedia.caad.fkie.fraunhofer.de/library?search=Paul%20Rascagn%C3%A8res
https://malpedia.caad.fkie.fraunhofer.de/library?search=Pierre%20Delcher
https://malpedia.caad.fkie.fraunhofer.de/details/win.owowa

