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 Tool: DRATzarus

Names DRATzarus

Category Malware

Type Backdoor

Description
(ClearSky) a self-developed RAT, installed from DBLL Dropper. This file shares
similarities with a RAT developed by a group called “Bankshot”, and it allows the

attackers to install different open source tools.

Information <https://www.clearskysec.com/wp-content/uploads/2020/08/Dream-Job-Campaign.pdf>

MITRE ATT&CK <https://attack.mitre.org/software/S0694>

Malpedia <https://malpedia.caad.fkie.fraunhofer.de/details/win.dratzarus>

Last change to this tool card: 29 December 2024

Download this tool card in JSON format

All groups using tool DRATzarus

Changed Name Country Observed

APT groups

  Lazarus Group, Hidden Cobra, Labyrinth Chollima 2007-May 2025

1 group listed (1 APT, 0 other, 0 unknown)

Source: https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=a055da2b-d987-421b-a4f6-5d5cda503a89

https://apt.etda.or.th/cgi-bin/listgroups.cgi?u=a055da2b-d987-421b-a4f6-5d5cda503a89
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